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tionDuring the spring 2006, proje
t Wesahmi has been a
tively 
omposing an inte-grated system where 
omponents of already existing systems have been used.The goal has been to provide a referen
e implementation where 
lient-serverintera
tion is enhan
ed by allowing also servers initiate operations. An exist-ing implementation was running in June 2006, and it was also demonstrated toproje
t's steering group using the agreed 
ase study as an example.This paper do
uments the overall design and subsystems used in it. Ea
hsubsystem is also asso
iated with information about appli
able open sour
eli
en
es, where an already existing 
omponent is used. Moreover, the paperde�nes the main open issues that will be addressed in the subsequent phases of2



the proje
t. Some of these are already under 
urrent work, but the majority ofthem remains future work.The stru
ture of this report is the following. Se
tion 2 provides an overviewof the te
hnologies used in the implementation. Se
tions 3 provides a dis
ussionon the improved intera
tion model that is needed for allowing servers to send-ing noti�
ations to 
lients. Se
tion 4 introdu
es how intera
tion is te
hni
allyimplemented at messaging and proto
ol level, and Se
tion 5 addresses 
lientand server design. Considerations regarding se
urity are give in Se
tion 6. Adetailed appli
ation level des
ription on the demonstrated system is given inSe
tion 7. Then, in Se
tion 8, we will list open issues that are 
urrently underwork or to be solved in the future. Finally, 
on
lusions are drawn in Se
tion 9.Open sour
e li
enses appli
able to di�erent subsystems that have been used on
omposing the referen
e implementation are listed in Appendix A.2 Summary of te
hnologies to be usedThis se
tion 
overs all used te
hnologies. It has the following stru
ture. Se
tion2.1 presents a method for IPv4 address auto
on�guration. Se
tion 2.2 givesan overview of Servi
e Lo
ation Proto
ol (SLP) and a passive dis
overy en-han
ement. Se
tion 2.3 presents baseline Session Initialization Proto
ol (SIP)and also a distributed version of SIP. Se
tion 2.5 brie�y introdu
es HypertextTransfer Proto
ol (HTTP) and Se
tion 2.6 addresses several Web te
hnologiesused to 
reate user interfa
e. Finally, Se
tion 2.7 
overs the target environmentnetwork infrastru
ture.2.1 Dynami
 
on�guration of IPv4 addresses2.1.1 OverviewThe dynami
 
on�guration of IPv4 link lo
al addresses is spe
i�ed by RFC3927 [6℄. It de�nes a me
hanism for how a node on the network 
an 
on�gurean IPv4 address without the use of external servi
es su
h as DHCP server.The address is de�ned to be link lo
al whi
h means that it 
an be used to
ommuni
ate with nodes in the same link. Being on the same link means thatthe nodes 
an 
ommuni
ate dire
tly with ea
h other so that the link-layer pa
ketpayload arrives unmodi�ed. Address blo
k 169.254/16 is registered for link lo
aladdresses.2.1.2 Sele
ting an addressThe basi
 me
hanism for obtaining an address is following:1. Sele
tion � a host sele
ts an address using a pseudo-random numbergenerator with a uniform distribution in the range from 169.254.1.0 to169.254.254.255 in
lusive.2. Probing � the host tests if the sele
ted IPv4 link-lo
al address is alreadyin use. On a link-layer su
h as IEEE 802 that supports ARP [23℄, 
on�i
tdete
tion is done using ARP probes. The ARP probes query whi
h hosthas a spe
i�
 IP address and the owner responds to it. The probe isrepeated a few times with small delays. If any host 
laims to own the3



address by sending an ARP reply, or tries to �nd out the owner in similarmanner, the address is 
onsidered taken and the algorithm returns toprevious state to sele
t a new address.3. Announ
ing � When a host has found an available IP address it announ
esthe new address to the network. It broad
asts a number of ARP announ
e-ments. The announ
ements are like probes but the sender and target IPaddresses are both set to the host's newly sele
ted IPv4 address.An example of the me
hanism is shown in Figure 1.
: ARP Probe

 : New host  : Existing hosts

: ARP Probe

: ARP Probe

: ARP Announcement

Figure 1: New host sele
ts an address. All messages are broad
asted.2.1.3 Con�i
t dete
tionAddress 
on�i
t may o

ur at any time of the operation, not only during theaddress sele
tion. For example, two hosts may sele
t the same address whenthey do not have 
onne
tivity between them and later be
ome aware of ea
hother. At any time, if a host re
eives an ARP pa
ket on an interfa
e where the'sender IP address' is the IP address the host has 
on�gured for that interfa
e,but the 'sender hardware address' does not mat
h the hardware address of thatinterfa
e, then this is a 
on�i
ting ARP pa
ket, indi
ating an address 
on�i
t.On a 
on�i
t, a host has two possible options:
• The host may immediately 
on�gure a new IPv4 link-lo
al address.4



• The host may attempt to defend its address by re
ording the time thatthe 
on�i
ting ARP pa
ket was re
eived, and then broad
asting one singleARP announ
ement, giving its own IP and hardware addresses as thesender addresses of the ARP. Having done this, the host 
an then 
ontinueto use the address normally without any further spe
ial a
tion. However, ifthis is not the �rst 
on�i
ting ARP pa
ket the host has seen, and the timere
orded for the previous 
on�i
ting ARP pa
ket is re
ent, the host mustimmediately 
ease using this address and 
on�gure a new IPv4 link-lo
aladdress.For
ed address re
on�guration may be disruptive, 
ausing TCP 
onne
tionsto be broken. However, it is expe
ted that su
h disruptions will be rare. Beforeabandoning an address due to a 
on�i
t, hosts should a
tively attempt to resetany existing 
onne
tions using that address.2.2 Servi
e Lo
ation Proto
olServi
e Lo
ation Proto
ol[12℄ is proto
ol spe
i�ed by IETF. It is targeted tosear
h servi
es from the network based on type of servi
e and attributes. ThusSLP provides a dynami
 
on�guration me
hanism without the need to pre
on-�gure servi
e addreses. The servi
es are represented as URLs. URLs 
onsist oftype of the servi
e and the address where the servi
e is available. Additionallythe servi
es 
an be grouped together with s
opes and they 
an have attributesassigned.SLP in
ludes three entities that perform servi
e dis
overy fun
tions:
• User Agents (UA) perform servi
e dis
overy.
• Servi
e Agents (SA) advertise the lo
ation and attributes of the servi
es.
• Dire
tory Agents (DA) store and distribute servi
e information.When performing a sear
h for a servi
e the UA sends a multi
ast or broad
astServi
e Request (SrvRqst) to whi
h SAs with 
orresponding servi
es reply withuni
ast Servi
e Reply (SrvRply). An example of these is in Figure 2. It showshow a UA multi
asts or broad
asts a servi
e request and a SA replies withuni
ast. In the se
ond example, the UA has found a DA and uses it as a proxyto �nd servi
es. On the third example a DA informs of its existan
e when a UAor SA performs multi- or broad
ast tra�
.A Passive Dis
overy (PD) fun
tionality was implemented for SLP withinSESSI proje
t. It enables servi
e providers to advertise their servi
es throughbroad
ast advertisements in the ad-ho
 network. The 
lients may then passivelya

umulate a list of servi
es they are interested in. The fun
tionality is mainlyuseful when the number of 
lients is signi�
antly larger than the number ofservi
e providers. PD is therefore a suitable method for bootstrapping theWesahmi framework. The operation of PD is illustrated in Figures 3 and 4.
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Figure 2: SLP agents and most 
ommon proto
ol messages.

Figure 3: Registering and unregistering servi
es for PD
6



Figure 4: Dis
overing servi
es with PD
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2.3 The Session Initiation Proto
ol FamilyThe Session Initiation proto
ol (SIP) is a multi-purpose and �exible signalingproto
ol for session-based 
ommuni
ations in IP networks. SIP only handles thesession management phase, and on
e a session has been established, di�erent
ommuni
ation appli
ations 
an be used, e.g., Voi
e over IP, video 
onferen
ing,and instant messaging.The ar
hite
ture of the Session Initiation Proto
ol (SIP) [10℄ is based on
entralized entities. Two logi
al elements play a key role in the ar
hite
ture,registrar and proxy servers. Registrars are the SIP entities where SIP usersregister their 
onta
t information on
e they 
onne
t to the network. In a basi
registration s
enario, a SIP user agent 
ommuni
ates to its registrar server (theregistrar IP address is usually pre
on�gured) the SIP user name of the user(s)using the devi
e, referred to as SIP address of re
ords (AOR) for that user,and the addresses where the user is rea
hable. Usually, 
onta
t informationis stored in the form of IP addresses or resolvable names, but other kinds of
onta
t information, su
h as telephone numbers 
an be registered as well.An asso
iation between a SIP AOR and a 
onta
t address is 
alled a binding.SIP registrars exploit an abstra
t servi
e, 
alled lo
ation servi
e, and return thebindings for the SIP AORs falling under their domain of 
ompeten
e to the SIPentities issuing a binding retrieval request.Proxy servers are needed be
ause SIP users 
annot know the 
urrent 
om-plete 
onta
t information of the 
allee but only its AOR. SIP presupposes thatthe AOR (SIP user ID) of the party to 
onta
t is known in advan
e, analogouslyto what happens when sending instant messages or e-mails. A basi
 SIP sessioninvolves the 
alling user agent 
onta
ting the 
alling side proxy server, whi
h inturn will forward the message to the proxy server responsible for the domain ofthe 
alled user agent. The 
alled side proxy server retrieves from the 
alled sideregistrar (i.e. utilizes the lo
ation servi
e) the bindings for the 
alled user andeventually delivers the request to the intended re
ipient.Registrars and proxies are logi
al entities, and it is not an un
ommon 
on-�guration for them to be 
o-lo
ated in the same node. Usually, user agents havea pre
on�gured outbound proxy server where all the outgoing requests are sentand through whi
h all the responses to the issued requests, or new requests, arere
eived.A typi
al SIP session is set up as follows (Fig. 5). Ali
e tries to start sessionwith Bob. Ali
e's phone uses a proxy server that is in atlanta.
om domain as it'soutbound proxy and Bob's phone uses proxy server in biloxi.
om domain as it'soutbound proxy. Ali
e starts by sending sending an INVITE request (1) whi
his re
eived by Ali
e's outbound proxy. This proxy appends a via-header �eld
ontaining it's address to the request and forwards it to proxy in the domain ofBob's phone (2). Ali
e's outbound proxy 
an use DNS to lo
ate the inboundproxy whi
h is in the biloxi.
om domain. The proxy server at biloxi.
om re
eivesthe INVITE request, also appends a via-header �eld to request, and forwardsit to Bob's phone (3). The proxies also send messages ba
k to Ali
e to informthat they have forwarded the request(4,5).When Bob's phone re
eives the INVITE request it sends a message tellingthat the request has been re
eived by the devi
e and is ringing (6). Messageis routed ba
k to Ali
e's phone through same proxies that the request arrived.This is done by information in requests via-header �elds. Via-header �elds are8
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180 Ringing 200 OK
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200 OK

200 OK

ACK

Media Session

200 OK

BYEFigure 5: Example SIP session setupremoved from the request message in reverse order by ea
h proxy in the route.When Bob answers the session invitation, a �nal response message is sent toAli
e (7), whi
h Ali
e 
on�rms with an ACK message (8). the ACK message issent dire
tly to Bob's phone, be
ause both Ali
e's and Bob's phones know ea
hothers addresses after the INVITE message ex
hange pro
edure and no addresslookups are needed by proxy servers anymore. The Session is now established.The session is 
losed with a BYE-200 OK message ex
hanged (9,10).2.3.1 Instant Messaging and Presen
eSIP is essentially a signaling solution. On
e the session is set up, an appli
a-tion is started to perform the a
tual 
ommuni
ation between the users. A verypopular type of 
ommuni
ation between people is instant messaging. SIP hasalso been extended to support instant messaging and presen
e (IMP) servi
es.The IMP ar
hite
ture proposed by the SIMPLE working group builds on topof the SIP Event Noti�
ation Framework [4℄ and realizes a spe
i�
 event in-stantation 
alled presen
e [26℄. The general 
on
ept is that SIP entities 
ansubs
ribe to the presen
e resour
e state owned by another entity. The entitiesthat have a

epted a subs
ription request send noti�
ations when their presen
estate 
hanges, to all the (authorized) entities.Subs
riptions and noti�
ations are done using two newly de�ned SIP meth-ods, SUBSCRIBE and NOTIFY [4℄. Both methods are SIP requests; in theevent pa
kage, the entity that pro
esses su
h requests, thus handling the pres-en
e state of an entity, is 
alled Presen
e Agent (PA). Usually, the PA is run ina 
entralized server, to fa
ilitate presen
e management when a SIP user a

essesthe network from several di�erent (presen
e) user agents simultaneously. The9



presen
e state made available by a user 
an 
ontain, e.g., pro�le information,su
h as, interests, and hobbies.The transfer of messages between two users is done with the Message Ses-sion Relay Proto
ol (MSRP) [9℄, the proto
ol designed in SIMPLE for sessionmode instant messaging sessions. An MSRP IM session is signaled using SIP,exa
tly like any other media (e.g., audio, video) session. During the SIP sessionnegotiation, the end peers ex
hange a URI, whi
h will be used throughout theMSRP session as unique peer identi�er. On
e one party has re
eived the URIidentifying the remote peer, the MSRP session 
an start. The a
tual instantmessages are ex
hanged in the body of the MSRP messages.2.3.2 Distributed SIPDe
entralized SIP (dSIP) [19℄ is a solution that allows deploying SIP withoutsupport from 
entralized servers: MANETs are an example of target networkenvironment for dSIP. The key idea of dSIP is of embedding in ea
h enableddevi
e a basi
 subset of SIP proxy and registrar server fun
tionalities, so thatdSIP users are self-
apable to dis
over and 
onta
t other users in a MANET.De
entralized SIP is parti
ularly suited for small MANETs, with few dozens ofnodes at most, a size that 
onstitutes a realisti
 deployment s
enario for ad-ho
 networks [30℄. We refer to su
h parti
ular type of MANETs as proximitynetworks, and here we use the term proximity inter
hangeably with MANET.The software ar
hite
ture of dSIP is shown in Fig. 6: the modules borderedwithin solid lines are standard SIP modules in a devi
e. The dashed modulesare instead the additions made to enable SIP in proximity networks. In astandard SIP 
lient, only the user agent (UA) side of the sta
k would bepresent. In MANETs, the server module is added, and the server standard
apabilities are enhan
ed with proximity fun
tionalities. More details on therole of ea
h module are provided in [19℄.

IP

Standard SIP 
Application

Proximity manager
Application

User Agent
Proximity

extensions

SIP API
Enhanced

API 

Server
Proximity

extensions

Cache

New SIP 
Application

Figure 6: Software Ar
hite
ture for de
entralized SIPThe main point is that proximity 
apabilities are not realized by modifying10



the existing software modules of a SIP devi
e; rather, they are enabled by addingnew submodules. This 
hoi
e allows interoperability of dSIP UAs with standardSIP 
lients: in fa
t, a standard SIP appli
ation 
an be deployed on top of dSIPas well as an appli
ation that exploits the proximity enhan
ements. A nativeSIP appli
ation is unaware of the presen
e of a modi�ed SIP sta
k in the devi
e,sin
e it only utilizes the standard SIP features. Moreover, a native appli
ation
an be utilized in MANETs, sin
e the underlying proximity-aware middlewareis able to handle all the SIP messages sent by the appli
ation in the proper way.The working prin
iple of dSIP is that in MANETs, the user agent registerswith the 
o-lo
ated registrar server, a

ording to standard SIP pro
edures, bysending a REGISTER message. The server will then register the SIP user tothe network spreading a SIP message; message spreading 
an be done in sev-eral ways, broad
ast, �ooding, or multi
asting to the SIP well known multi
astaddress. The server modules in the proximity network re
eive a REGISTER,update their 
a
he entry with the binding, and 
an reply to the registering nodeby sending a 200 OK message. The registering node server module updatesits 
a
he with the bindings re
eived from the other nodes. With this pro
e-dure, the SIP lo
ation servi
e fun
tionalities, usually handled by a 
entralizedentity, the SIP registrar, are distributed among all the MANETs nodes. A na-tive SIP appli
ation would register to its prede�ned external registrar server;the proximity enhan
ed modules "inter
ept" this message and route it to thelo
al server, transparently for the appli
ation. With this approa
h it is ensuredinteroperability.Inviting a peer to a SIP session is similar: the INVITE message is for
ed tothe 
o-lo
ated server, whi
h 
he
ks in its 
a
he if it has a binding for the querieduser (i.e., it is exploiting the lo
ation servi
e), and forwards the INVITE to the
orre
t address in 
ase a mat
h is found. Furthermore, a proximity aware SIPappli
ation may expli
itly query the lo
al server for the list of users in theproximity network; the server 
olle
ts the list of 
urrently stored bindings andsends them ba
k, lo
ally, so that a user in MANETs is able to begin sessionsalso with previously unknown users. The request and reply for user list is doneby means of SIP messages: server and user agent modules are not bound by anyfun
tion 
alls.2.3.3 Se
urity SupportSession management with SIP has various se
urity issues, e.g., authenti
ation ofthe parties, integrity of the messaging, and 
on�dentiality. Be
ause SIP is basedon appli
ation layer routing, the integrity and 
on�dentiality of SIP messagingis typi
ally handled independently between two hops. Therefore, we 
on
entrateon se
urity issues related to SIP ad-ho
 networking, and on how a SIP nodesare able to authenti
ate ea
h other.The main se
urity 
on
ern in ad-ho
 networks is making sure of the identityof the remote party, and the se
urity of the signaling itself. Appli
ation data�ows 
an be se
ured independently of the signaling messages. Very�ng SIPusers' identity 
an be handled by the SIP authenti
ated identity [21℄ extensionto SIP. The key idea of the extension is that SIP UAs 
onne
t and authenti
ateto a SIP server, whi
h runs an authenti
ation servi
e. On
e the authenti
ationservi
e re
eives a message from an authorized UA, it signs the message usingits domain 
erti�
ate. The signature is 
omputed by hashing 
ertain relevant11



header �elds of the message and added into the new SIP Identity header �eld.The UA re
eiving the signed message 
an verify it using the authenti
ation ser-vi
e domain 
erti�
ate; the 
erti�
ate is either previously stored at the re
eivingUA, or fet
hed at the address provided by the authenti
ation servi
e in anothernew Identity Info header �eld. The re
eiving UA trusts the authenti
ation ser-vi
e, so by verifying the signature, it 
an be sure of the identity of the senderof the request and of the message integrity.We have modi�ed this approa
h so that ea
h node in an ad-ho
 networkssigns all the SIP messages sent to the gateway (or to another node) with a self-signed 
erti�
ate. The gateway node re
eives the signed message and veri�es itusing the ad-ho
 user's 
erti�
ate; if signature veri�
ation fails, or the gateway
an not �nd the user's 
erti�
ate, the ad-ho
 user is denied the gateway a

ess.Similarly, if the ad-ho
 node has stored the gateway 
erti�
ate in advan
e, it
an verify its authenti
ity and trust it for a

essing the Internet. The ad-ho
user's 
erti�
ate 
an be retrieved from a well-known repository in the Internet,or 
ould be previously stored at the gateway; this would be the 
ase of a gatewaymanaged by a network operator, whi
h only provides a

ess to subs
ribed userswith pre-shared 
erti�
ates. The gateway node, in this 
ase, does not need to bea moving devi
e, but it 
ould be a node 
onne
ted to the infrastru
tured networkwith one interfa
e, and to the ad-ho
 network with another. This s
enario 
ould�nd appli
ation in hot-spots, su
h as, airports or internet 
afes; we deem it veryinteresting as it gives to ad-ho
 networking a business value even for networkoperators.2.4 SOAPSOAP is xml-based lightweight proto
ol for ex
hanging information in a de-
entralized and distributed environment. Typi
ally SOAP-messages are 
arriedover HTTP-proto
ol but other proto
ols may also be used. Messages may travelfrom SOAP sender to SOAP re
eiver through SOAP intermediaries, whi
h maydo some pro
essing with the message.The three main elements of SOAP-messages are envelope, header and body.Envelope is the top level element. SOAP header must be the �rst element insideenvelope, but it is an optional element. SOAP header may 
ontain 
hild elementswhi
h are 
alled header blo
ks. These header blo
ks 
an be used for passinginformation that 
an be used by SOAP intermediaries. SOAP intermediaries 
aninspe
t, remove and add SOAP headers to the messages. After SOAP headerthere is a mandatory SOAP body. SOAP body is the pla
e for the informationthat is meant for the ultimate re
eiver of the message.2.5 HTTPThe Hypertext Transfer Proto
ol (HTTP) is an appli
ation-level proto
ol fordistributed, 
ollaborative, hypermedia information systems. It is used for datatransfer in WWW. The HTTP proto
ol is a request/response proto
ol. A 
lientsends a request to the server in the form of a request method, URI, and proto
olversion, followed by a MIME-like message. The server responds with a statusline, in
luding the message's proto
ol version and a su

ess or error 
ode, fol-lowed by a MIME-like message. Usually, HTTP 
ommuni
ation is initiated bya user agent. [11℄ 12



Envelope

Header

Body

Header block 1

Header block 2
.

.

.

.

Element 1

Element 2
.
.
.Figure 7: Stru
ture of the SOAP-message2.6 Web Te
hnologiesThe user interfa
es (UIs) of the appli
ations are build using novel Web te
h-nologies, whi
h are mainly XML-based markup languages. The te
hnologies aredis
ussed in the following subse
tions.2.6.1 XHTMLXHTML, the XML-based 
ounterpart of the traditional HTML, is used to de�nelayout and stru
ture of Web do
uments. XHTML's layout model (�ow layout),makes it easy to 
reate user interfa
e for all sizes of devi
es. That is, the layoutis not tied to absolute positions and sizes. XHTML is modularied. Thus, one
an use desired subset of it and add modules from other languages, if needed.2.6.2 XFormsXForms 1.0 Re
ommendation [8℄ is the next-generation Web forms language,designed by the W3C. It solves some of the problems found in the HTML formsby separating the purpose from the presentation and using de
larative markupto des
ribe the most 
ommon operations in form-based appli
ations [5℄. It 
anuse any XML grammar to des
ribe the 
ontent of the form (the instan
e data).Thus, it also enables to 
reate generi
 editors for di�erent XML grammars withXForms. It is possible to 
reate 
omplex forms with XForms using de
larativemarkup, without resorting to s
ripting. XForms needs a host language, whi
hde�nes the layout of a form.2.6.3 SVGS
alable Ve
tor Graphi
s (SVG) is a format for two-dimensional graphi
s. Sin
eit is ve
tor graphi
s, it 
an be rendered optimally on all sizes of devi
e. SVGdrawings 
an be intera
tive and dynami
. Animations 
an be de�ned and trig-gered either de
laratively (i.e., by embedding SVG animation elements in SVG
ontent) or via s
ripting. 13



2.6.4 Compound Do
ument FormatsSeveral XML vo
abularies have been spe
i�ed in W3C. Typi
ally, an XML lan-guage is targeted for a 
ertain purpose (e.g., XForms for user intera
tion orSVG for 2D graphi
s). Moreover, XML languages 
an be 
ombined. An XMLdo
ument, whi
h 
onsists of two or more XML languages, is 
alled 
ompounddo
ument. A 
ompound do
ument 
an spe
ify user interfa
e of an appli
ation.2.6.5 XBLXML Binding Language (XBL) provides me
hanisms to bind an arbitrary XMLelement to a binding element. The binding element de�nes the behavior and/orpresentation of the arbitrary element. For instan
e, an XForms 
ontrol 
an bebind to a SVG 
ontrol, whi
h is displayed if a devi
e is 
apale to do that. XBLhas three main usage s
enarios. They are:1. Extending a do
ument.2. Presentation and behavior en
apsulation.3. Presentation and behavior inheritan
e.2.6.6 CSSCas
ading Style Sheets (CSS) is a me
hanism for adding style to Web do
u-ments. CSS enables separation of style and 
ontent of the Web do
uments.That makes site maintenan
e easier and simpli�es Web authoring.2.7 NetworkThe environment of the WeSAHMI proje
t 
onsists of an ad-ho
 network withmobile nodes using servi
es from the �xed infrastru
ture network using one ormultiple gateway nodes. The ad-ho
 network uses WLAN as low-level trans-port. The possible modes of operation are Managed using A

ess Points to orAd-ho
 that does not use A

ess Points. The network proto
ol is IPv4 usingauto
on�guration (se
tion 2.1).There are two possibilities using the servi
es from the �xed infrastru
tureside: 
reating a dire
t IP 
onne
tion or using appli
ation level proxies. Usingservi
es from multiple providers makes pure IP 
onne
tion di�
ult be
ause thenode has to route pa
kets to several di�erent IP gateways. Be
ause of this,the servi
es will be used trough proxies and the IP spa
es will be 
ompletelyseparate.On the �rst phase the addresses 
an be set manually using private IP ad-dress blo
ks and making the gateway node as the default route. The gatewaynode performs NAT on the 
onne
tions and allows dire
t IP 
onne
tions tothe �xed network. The NATted 
onne
tion 
an also be used with auto
on�g-ured addresses by setting only the route manually. However, later the dire
t
onne
tions should be removed.
14



3 Intera
tion model3.1 Ba
kgroundIntera
tive server-initiated servi
es require an intera
tion model that di�ers fromtraditional web-based appli
ations. The most obvious di�eren
e is that whileweb appli
ations are based on "
lient pull", server-initiated servi
es requiresupport for "server push." Furthermore, a s
heme for registering, authenti
ating,and authorizing users and servi
es is required.The use of a servi
e 
onsists of several messages passed between the serverand the 
lient. For example, when an air passenger arrives at the airport, aFinnair Plus server 
onta
ts him to suggest mobile 
he
k-in, whi
h is followedby a series of 
ommuni
ations related to the a
tual 
he
k-in. Together these
ommuni
ations form a session. By default, these sessions are initiated by theserver, while either party 
an be responsible for ending them. For example, theuser may 
hoose to 
lose his browser, whi
h results in termination of the session.3.2 Mode of implementation, phase 1In the WeSAHMI proje
t, SIP is used as the bearer for noti�
ations. On a lowlevel, it is possible to use the SIP SUBSCRIBE/NOTIFY methods to implementpush servi
es. Server-
ontrolled sessions that 
an also be ended by the 
lientare also possible using the asso
iated timeout me
hanism, where a subs
riptionhas to be renewed before a prede�ned time interval has passed.In the initial phase of the proje
t, the noti�
ations mainly instru
t the 
lientto load a page to begin a servi
e session or to reload a page to obtain refreshedstatus information.

Figure 8: Current Infrastru
ture of the Framework.The framework, whose main 
omponents are illustrated in Figure 8 andgeneral operation is illustrated in Figure 9, is divided between two primaryelements: server and 
lient. In the server-end, Servlets provide the a
tual servi
ebut do not intera
t with the lower level elements but the Apa
he web server.Server daemon uses SLP to advertise the servi
e and SIP to provide noti�
ationsfor 
lients that have subs
ribed to the servi
e. In the 
lient-end, 
lient daemon15



Figure 9: Operation of the Framework.sets SLP to listen for servi
e advertisents, and uses SIP to subs
ribe to thefound servi
e. Additionally it forwards noti�
ations to the browser througha prede�ned so
ket. The noti�
ations are then pro
essed by the web 
lientappli
ation that 
hanges the user interfa
e when required. A detailed des
riptionof the framework 
an be found in Se
tion 7.A user will intera
t with the web 
lient appli
ation roughly the same way16



as she would with a traditional web forms. The di�eren
e is that the datapresented to her may 
hange in real time. For example if the gate or time of her�ight is 
hanged the user interfa
e will display the information immediately.4 SOAP and SIP binding4.1 Subs
ribing to noti�
ation servi
eIn WeSAHMI SIP is used for registering to the servi
es of a servi
e provider,e.g., Finnair, and for re
eiving event noti�
ations. Client must �rst subs
ribeto server to tell that it is online, and willing to re
eive event noti�
ations. Af-ter subs
ription 
lient re
eives noti�
ations about events that it has subs
ribedfor. At the moment noti�
ation 
arry information that some information has
hanged and browser should refresh the viewed page. Noti�
ations 
ould also
arry more detailed information what has 
hanged. Here is an example ofSUBSCRIBE-message sent to server.SUBSCRIBE sip:server.example.
om SIP/2.0To: <sip:server.example.
om>From: <sip:user�example.
om>;tag=xfg9Call-ID: 2010�host.example.
omCSeq: 17766 SUBSCRIBEMax-Forwards: 70Event: resour
e-updateA

ept: appli
ation/soap+xmlConta
t: <sip:user�host.example.
om>Expires: 600Servi
e: finnairContent-Length: 0There is Event-header with value �resour
e-update� whi
h tells the serverthat 
lient is subs
ribing to re
eive noti�
ations about 
hanges in some resour
e.There is also a header �eld Servi
e whi
h spe
i�es the servi
e for whi
h the 
lientwants to re
eive noti�
ations if there is several di�erent type of servi
es in sameserver.4.2 Re
eiving noti�
ationsAfter subs
ription server will send NOTIFY-messages ba
k to the 
lient whenthere is some 
hange whi
h the 
lient needs to be noti�ed, e.g., 
hanges in�ights. These NOTIFY-messages also have an Event-�eld whi
h is set to value�resour
e-update� and Servi
e-�eld has the same value as in the SUBSCRIBE-message. There is also a SOAP-body whi
h has a more detailed des
ription ofevent. Value of Content-Type-�eld is set to �appli
ation/soap+xml� to indi
atethat body 
ontains a SOAP-message. Here is an example of NOTIFY-message.NOTIFY sip:user�host.example.
om SIP/2.0From: <sip:server.example.
om>;tag=ffd2To: <sip:user�example.
om>;tag=xfg9Call-ID: 2010�host.example.
om 17



Event: resour
e-updateSubs
ription-State: a
tive;expires=599Max-Forwards: 70CSeq: 8775 NOTIFYConta
t: sip:server.example.
omServi
e: finnairContent-Type: appli
ation/soap+xmlContent-Length: 242<SOAP-body>The body of the NOTIFY-message is a SOAP-message whi
h 
an 
ontaindetailed information about what has 
hanged in resour
e and 
lient 
an updatethe user interfa
e. For now the SOAP-message 
ontains the URL-address where
lient retrieve the updated page to be shown in a browser. Here is an exampleof SOAP-body.<SOAP-ENV:Envelopexmlns:SOAP-ENV="http://s
hemas.xmlsoap.org/soap/envelope/"SOAP-ENV:en
odingStyle="http://s
hemas.xmlsoap.org/soap/en
oding/"><SOAP-ENV:Body><m:ContentChanged xmlns:m="Some-URI"><servi
e>finnair</servi
e><url>http://www.finnair.fi/servi
e.html</url></m:ContentChanged></SOAP-ENV:Body></SOAP-ENV:Envelope>In the body-part of the SOAP-message there is a ContentChanged-elementwhi
h tells that something has 
hanged and user interfa
e needs to be refreshed.The servi
e-element inside the ContentChanged-element tells the servi
e forwhi
h this update noti�
ation belongs and the url-element the url-address whereto retrieve the page.eXosip and osip are the SIP-libraries used in the 
urrent implementation.eXosip is a higher level library built on top of osip whi
h is low level SIP-library. This system 
ould be implemented also using any other SIP-librarywhi
h supports SUBSCRIBE/NOTIFY-messages.5 PlatformThe Wesahmi infrastru
ture is divided to 
lient and server side implementations.The following se
tions dis
uss their 
urrent implementation in detail.5.1 ClientThere are three 
omponents on the 
lient side, namely X-Smiles browser, SLPUser Agent (SLP UA), and SIP 
lient sta
k. They all intera
t with the di�erentserver 
omponents. The intera
tion is depi
ted in Figure 10. To simplify theFigure, all the server 
omponents are presented by a single entity in the Figure.18



Figure 10: Intera
tion between the server and the 
lient side 
omponents.When SLP UA dis
overs a 
orre
t servi
e (a
tion number 1 in the Figure10), it re
eives a SIP address, whi
h it gives to the SIP 
lient (2). The SIP
lient instantiates the session a

ording to the address (3). During the session,SIP 
lient re
eives NOTIFY messages (4), whi
h 
ontain SOAP messages. Thesystem sends messages when it starts a new servi
e with the user or updatesongoing session. The SIP 
lient transmits the SOAP messages to the browservia a so
ket (5). There is a prede�ned so
ket port for 
ommuni
ation betweenthe SIP 
lient and the browser. The browser parses the SOAP message andextra
ts the servi
e id and the URL from it. Every session has its own viewwithin the browser and is identi�ed by the servi
e id. If the SOAP message'sservi
e id mat
hes with one of the ids of the browser views, then the browserreloads the 
urrent do
ument of the view. Otherwise browser opens a new viewfor the servi
e and fet
hes a do
ument from the given URL. The browser fet
hesthe do
uments via HTTP (6-7).The implementation requirements are represented in Table 1. The Tabledis
usses the requirements for both 
urrent implementation and the general
ase. Table 1: Implementation Requirements.
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Current Implementation 1. The devi
e must be able to run Java-basedX-Smiles browser.2. The devi
e must be able to run SLP 
lient.3. The devi
e must be able to run SIP 
lientsta
k.4. The devi
e must be able to run 
lient dae-mon, whi
h provides interfa
es for other
omponents.5. The devi
e 
ommuni
ates with the serverover WLAN.Generalization 1. The browser must support XForms.2. The browser must be able to 
ommuni
atewith SLP 
lient.3. The browser must be able to 
ommuni
atewith SIP 
lient.4. Needs a wireless 
onne
tion to the server(e.g., WLAN, GPRS, 3G)

20



5.2 ServerThe infrastru
ture of the server side implementation is illustrated in Figure11. The servlets provide the a
tual servi
e but are isolated from the servi
eadvertisement and 
lient noti�
ation fun
tions. They are managed by the serverdaemon that utilizes both SLP and SIP.

Figure 11: Stru
ture of the server side implementationThe 
urrent implementation of server daemon sends broad
ast advertise-ments of its SIP servi
e. When it has re
eived a SIP subs
ription from a 
lientthe SIP session ID is stored. All 
lients with open sessions are then informedwhen a 
hange is made to a given �le on the server. The operation of the serverside operation is presented on a high level in Figure 12.

Figure 12: Server side operation on a high level.First, the server daemon initializes SIP and sets exosip to listen for UDPtra�
 at given port (1.). Then it pro
eeds to register a lo
al SIP servi
e tothe SD module with servi
e ID wesahmi, servi
e type wesahmi.sip, node'sown IP address as URL, and attributes servi
e and event (2.). SD modulebroad
asts the servi
e advertisement messages (3.) and the server will listens for21



SIP subs
riptions (4.). It answers immediately with a noti�
ation to ea
h newsubs
ribe message that has 
orre
t servi
e �eld (4.)(5.)(6.)(7.). Additionally theSIP session ID is stored. The server daemon will then 
he
k periodi
ally if agiven �le has been 
hanged. Ea
h time it dete
ts a 
hange in the modi�
ationtime of the �le it will send a SIP noti�
ation message to all of them.Table 2: Implementation Requirements.Current Implementation 1. Servi
e has to 
ommuni
ate dire
tly withthe SLP and SIP. The server daemon takes
are of these a
tions in our example imple-mentation.Generalization 1. The environment must keep tra
k ofall data asso
iated with 
ertain sessions,views, and 
lients.2. The environment must provide a noti�-
ation interfa
e. Clients that are asso
i-ated with 
ertain information are auto-mati
ally noti�ed when 
hanges o

ur.3. The environment must support integra-tion with traditional web te
hnologies.4. The Servi
e Dis
overy (SD) module, basedon SLP, must provide bootstrapping ser-vi
e for the servi
es using the platform.5. An API must be implemented to enablethe java-based environment to 
ommuni-
ate with C based SD module.
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6 Se
uritySe
urity is an important part of distributed system requirements in today'sworld. Authenti
ation and authorization play 
entral roles in servi
e provisionin both �xed and wireless environments. It is expe
ted that hybrid networksrequire novel se
urity solutions, be
ause the assumption on the existen
e of adedi
ated and stati
 se
urity server must be relaxed for ad ho
 and peer-to-peeroperation.The se
urity 
onsiderations presented in this se
tion are based on the air-line s
enario and we highlight the designs needed for se
ure operation in thisenvironment. The airline s
enario is an example of a single hop hybrid net-work. The se
urity solutions needed for multi-hop hybrid networks are basedon similar 
on
epts, but this environment is more 
omplex and requires furtheranalysis. We fo
us on SIP se
urity, but outline relevant Web servi
e se
urityte
hnologies as well.6.1 RequirementsIn the airline 
ase, a number of servers o�er servi
es to mobile and wireless
lients. The servers may be lo
ated on the �xed network, or they may employa single-hop wireless proto
ol, su
h as the wireless LAN proto
ol, in order to
ommuni
ate with the 
lients. The intera
tions in this environment have threephases: First, there is the dis
overy phase. Se
ond, there is a registrationphase. Third, there is the 
ommuni
ation phase, whi
h is either 
lient-driven orserver-driven. In 
lient-driven 
ommuni
ation, the 
lient requests information,whi
h is provided by a server. In server-driven 
ommuni
ation, a server pushesinformation to the 
lient terminal.The basi
 requirements of the se
urity solution are as follows:
• Model for user/
lient identities and their federation.
• Authenti
ation of 
lients at servers.
• Authorization and a

ess 
ontrol for authenti
ated users.
• Authenti
ation of servers and 
ontrol messages at 
lient systems.
• Con�dentiality of 
lient interests and delivered 
ontent.
• Basi
 Denial-of-Servi
e atta
k prevention both at 
lients and servers. Se-
ure push fun
tionality.The non-fun
tional requirements are as follows:
• Identi�
ation and elimination of performan
e bottlene
ks.
• The employed solutions should be energy-e�
ient.
• The solutions should impose minimal state requirements for nodes.
• The solutions should integrate well with the X-Smiles browser and the SIPand SOAP se
urity models.
• The solution should work also in an environment where NAT is deployed23



In the hybrid environment a mali
ious entity may attempt to disrupt a ser-vi
e. Typi
al atta
ks in
lude registration hija
king, server impersonation, mes-sage dropping, and message tampering.Given the 
losed nature of the airline s
enario and that an out-of-band trustme
hanism is employed, it is di�
ult for an atta
ker to impersonate a server,hija
k sessions, replay messages, tear down sessions (inje
t BYEs), or tampermessages. These atta
ks be
ome di�
ult when the servi
e revolves around aknown servi
e, whose 
erti�
ate is trusted, and the well-known authenti
ation,en
ryption, sequen
e number te
hniques are used.However, an atta
ker may disrupt the 
ommuni
ation in various ways bydropping messages, inje
ting bogus messages, and simply �ooding the network.SIP 
reates a number of opportunities for distributed DoS atta
ks. Espe
ially,the SIP te
hnique of forking may result in a message being repli
ated to multiplere
ipients.The Wesahmi system must be able to 
ope with a number of se
urity is-sues. The following list llustrates the main se
urity issues and typi
al solutions.Namely, DoS atta
ks, eavesdropping, message spoo�ng, message replaying, andmessage integrity 
ompromises.Denial-of-Servi
e (DoS) atta
ks Firewalls/NATs/pa
ket �ltering o�ersome resistan
e. E�
ient SIP message authenti
ation prevents spoofedmessagesTra�
 eavesdropping Data en
ryptionMessage and pa
ket spoo�ng Sender veri�
ationReplay atta
ks En
rypt and sequen
e number messages. SIP CSeq and Call-ID headersMessage integrity Authenti
ate messages and perform integrity 
he
king6.2 Building Blo
ks for Se
urityThe basi
 se
urity building blo
ks are provided by the di�erent standardiza-tion organizations, namely W3C and IETF. A key observation is that se
urityis needed on multiple layers. Basi
 network and transport-layer se
urity en-sure data 
on�dentiality and they may also be used for mutual authenti
ation.Session and appli
ation layer se
urity is needed for environments with multiplese
urity domains, for example, environments with gateways and di�erent servi
eproviders.6.2.1 End-to-End MeasuresTransport Layer Se
urity (TLS) [7℄ provides session-layer se
urity with mutual
erti�
ate-based authenti
ation. IP Se
urity (IPse
) and Internet Key Ex
hange(IKE) [13℄ may be used to set up se
urity asso
iation for network layer se
urity.The Host Identity Proto
ol de�nes a namespa
e for hosts that is based on publi
keys and integrates this new namespa
e with the transport layer APIs andnetwork layer se
urity. 24



6.2.2 SIP Se
uritySIP se
urity solutions leverage S/MIME [24℄, digest authenti
ation, andtransport-layer se
urity. The digest me
hanism is the SIP baseline te
hniquefor authenti
ation. S/MIME en
ryption requires that the publi
 key (X.509
erti�
ate) of the re
ipient is known. S/MIME may also be used to en
rypt thepayload of the Session Des
ription Proto
ol. The main se
urity me
hanisms forSIP are as follows:S/MIME For en
rypting message payloads. The publi
 key of the re
ipientmust be known.SIPS URI Tight 
oupling between SIP and TLS. Appli
ations and proxiesneed to be TLS aware. Integrates well with 
urrent browsing te
hnologies.Must be applied on a hop-by-hop basis with SIP intermediaries.IPse
 Tight 
oupling not required. IKE key agreement proto
ol is heavy. Mustbe applied on a hop-by-hop basis with SIP intermediaries. NAT/�rewalltraversal issues.SIP over TLS daemon A single TLS session is used to tunnel SIP messagesbetween a terminal and the next hop SIP intermediary.S/MIME is used to en
rypt message payloads. It is useful for end-to-endse
re
y. RFC 3261 de�nes the SIPS URI that for
es the 
ommuni
ation overa set of TLS 
onne
tions. This provides end-to-end se
re
y given that theintermediaries are trusted. For this se
urity me
hanism, the appli
ations needto be aware of the SIPS URI. A

ording to RFC 3261, in a Se
ure SIP (SIPS)session, the SIP user agent 
onta
ts the SIP proxy server and requests a TLSsession. The proxy server then responds with a publi
 
erti�
ate. The user agentand the proxy ex
hange session keys. If there are multiple hops, the proxy then
onta
ts the next hop until the �nal destination is rea
hed.IPse
 does not require a tight 
oupling between appli
ations and the se
u-rity solution; however, in order to support SIP message forwarding, it must beapplied on a hop-by-hop basis rather than end-to-end. IPSe
 
an be seen as aheavier proto
ol than the session layer SSL due to 
omplex key agreement andthere are also a number of NAT and �rewall traversal issues.The default SIP se
urity me
hanism for Wesahmi is TLS for the last hopbetween the gateway and the trusted servi
e domain. IPse
 
an also be used,but it is less portable due to the 
oupling with network layer me
hanisms. It isexpe
ted that the Host Identity Proto
ol would also be useful in this 
ase dueto its simple authenti
ated key agreement s
heme and mobility support. TLSsupport 
an be realized using at least three ways:
• SIPS URI in appli
ations. The SIP sta
k handles the TLS 
onne
tionsand authenti
ation. RFC 3261 states that TLS is used until the messagerea
hes the SIP entity responsible for the domain portion of the destinationURI. Inside the destination domain the use of TLS is up to the lo
al poli
y.The SIP framework does not guarantee true end-to-end se
urity and theSIPS s
heme assumes transitive trust for intermediaries. A limitation ofthis approa
h is that SIP 
lients must understand SIPS URIs and supportTLS. The spe
i�
ation mandates that a resour
e des
ribed using a SIPS25



URI 
annot be downgraded to a SIP URI. A SIP URI 
an be upgraded toa SIPS URI.
• Use transport URI parameters in Conta
ts in REGISTER. This is notre
ommended by the SIP guidelines. The use of "transport=tls" is depre-
ated and the if the SIP registrar is 
o-lo
ated with the proxy it 
an inferif TLS is used. In addition, TLS 
an be spe
i�ed as the desired trans-port proto
ol within a Via header �eld value or a SIP-URI. TLS is mostsuited to ar
hite
tures in whi
h hop-by-hop se
urity is required betweenhosts with no pre-existing trust asso
iation. This may require that a TLSserver is present on the terminal for in
oming 
onne
tions.
• A 
lient initiated 
ommuni
ation 
hannel using TLS. This requires 
on-ne
tion management at the 
lient and at the edge proxy, but does notrequire a server on the terminal.We distinguish between 
lient-initiated and server-initiated 
onne
tions. Inorder for a 
lient to be rea
hable, it must have open listening TCP or UDP ports.On some systems, open ports are not supported. Client-initiated 
onne
tionsopen a persistent 
onne
tion with a server and the 
lient 
an re
eive data fromthe server through the 
onne
tion without opening a server so
ket. We expe
tthat the terminal does not have TLS server fun
tionality so for TLS a 
lient-initiated 
onne
tion is needed. IPSe
 is realized on a lower layer than transportlayer so it may be used independently of how the 
lient-server 
ommuni
ationis implemented on the higher layers.On-going work at IETF is looking at 
lient-initiated 
onne
tions [17℄. Thekey idea of the spe
i�
ation is to re-use the 
onne
tion that was used to sendthe REGISTER request. This 
onne
tion 
an be a bidire
tional stream of UDPdatagrams, a TCP 
onne
tion, or a some other type of transport proto
ol. It isthe responsibility of the UA to maintain 
onne
tivity. The UA may also employmultiple �ows to the proxy or registrar. In addition, a keep alive me
hanism isin
luded so that the UA 
an dete
t when a �ow has failed.The proxy does not need to be 
olo
ated with the registrar. If they are dis-tributed the edge proxy in
ludes a Path header [31℄ with a unique �ow identi�erto any REGISTER messages. Requests to the UA are routed through the edgeproxy. The �ow identi�er allows the edge proxy to �nd the 
orre
t �ow formessages.None of the above s
hemes guarantee end-to-end integrity or se
re
y if in-termediaries 
annot be trusted. It is stated in RFC 3261 that S/MIME mayalso be used by the originating UAC to ensure that the original form of the Toheader �eld is 
arried end-to-end. Another approa
h is to use the SIP Iden-tity me
hanism de�ned in [21℄. SIP Identity 
reates a signed identity digestwhi
h in
ludes the AOR of the sender (from the From header) and the AORof the original destination (from the To header). In order to work in pra
ti
e,the vou
hing domain's 
erti�
ate has to be publi
ly available through some se-
ure 
hannel. This means that the vou
hing domain's HTTPS server 
erti�
ateshould be signed by a widely known 
erti�
ate authority. Hen
e, SIP identityme
hanism is basi
ally a trusted third party solution.To provide �exibility in 
hoosing di�erent se
urity s
hemes, Arkko et al. [2℄have de�ned a negotiation me
hanisms between UA and its �rst-hop SIP entity.26



In addition, RFC 3263 [27℄ de�nes a me
hanism for lo
ating TLS 
apable serversusing DNS NAPTR (Naming Authority Pointer).As des
ribed above SIP supports hop-to-hop se
urity with TLS and end-to-end se
urity using S/MIME. However, one limitation with S/MIME and pub-li
 key 
ryptography is the relian
e on a 
erti�
ate distribution infrastru
ture.Jennings et al. [18℄ propose a new servi
e 
ombined with SIP Identity [21℄ spe
-i�
ation for handling 
erti�
ate distribution in a manner that does not requirewell known 
erti�
ate authority while still binding the user's identity to the
erti�
ate. The spe
i�
ation handles two 
ases. In the �rst 
ase the servi
estores just publi
 
erti
ates. Se
ond, the servi
e 
ould store also 
redentials.This would be advantage, when (mobile) devi
es with limited memory are used.However, the system is highly dependant on trusting the operators of the servi
eand that the system is not 
ompromised.6.2.3 Web Servi
es Se
urityW3C has a number of XML-related se
urity spe
i�
ations. The base spe
i�-
ations are the XML En
ryption and XML Signature, whi
h allow �exible en-
ryption and signing of elements in XML do
uments. The signature operationis more di�
ult of the two, be
ause of 
hallenges in XML do
ument 
anoni-
alization. These two spe
i�
ation may be used with the SOAP proto
ol, forexample, for �exible header-based se
urity.The WS-Se
urity spe
i�
ation de�nes the SOAP se
urity header [20℄. SOAPmessages 
an 
ontain se
urity tokens with authenti
ation information. This kindof support is needed for 
oping with multiple se
urity 
ontexts.A se
urity token represents a set of 
laims. In the WS-Se
urity model atrusted third party, the Se
urity Token Servi
e, issues these tokens. A se
uritytoken may be self-generated, as in the 
ase of username/password, or it may begiven by a trusted third party.The se
urity tokens should be signed and en
rypted. In this 
ase, the WS-Se
urity model prevents unauthorizes a

esses and modi�
ations also in thepresen
e of untrusted intermediaries.A standard Web servi
es interfa
e is needed for 
reating, ex
hanging, andvalidating se
urity tokens issued by other domains. This is spe
i�ed in WS-Trust [16℄. In addition, a set of 
on
rete se
urity poli
y do
uments are neededthat allow sites and servi
es to do
ument their se
urity requirements. A se
u-rity poli
y might require that a message should be en
rypted using a spe
i�
algorithm and have a 
ertain key length.There are two intera
tion models for establishing trust. First, we have thepull model and then the push model. In the pull model, the re
eiver 
onta
ts ase
urity token servi
e when it re
eives a token. In the push model, the sender
onta
ts the token servi
e and obtains a signed token. In this latter 
ase there
eiver does not have to 
onta
t the se
urity servi
e. The Kerberos Ti
ketGranting Ti
ket (TGT) is an example of the latter strategy. The push modelis more e�
ient in terms of network operation, but the signed tokens may berevoked. The revo
ation requires that the token servi
e is 
onta
ted at somepoint.Using asymmetri
 
ryptography in ea
h message is 
omputationally demand-ing. The WS-Se
ureConversation [15℄ spe
i�
ation de�nes a session-key-based27



model for WS-Se
urity. The model is based on Se
urity Context Tokens issuedby servers or generated by the requesters. The SCT 
ontains a shared se
ret.Ea
h Web servi
e endpoint implements a trust engine that understands theWS-Se
urity and WS-Trust model [16℄. For the hybrid network environment,ea
h peer must implement a trust engine and be able to pro
ess se
urity tokens.6.2.4 Identity FederationWS-Federation de�nes a federated identity and me
hanisms to broker and feder-ate identity, trust, and 
laims about them [14℄. Single-sign-on means the abilityto use federated servi
es without reauthenti
ation by signing into one of thefederations. In addition to WS-Federation, the Open Mobile Allian
e (OMA)has de�ned a system for identity-federation [1℄.Peterson et al. [21℄ have proposed enhan
ements for SIP identity manage-ment in interdomain 
ontext. Their proposal de�nes a me
hanism for authen-ti
ating the sender of SIP messages by introdu
ing two new SIP header �elds:Identity and Identity-Info. This draft is used as a base for a few other internetdrafts su
h as SIP SAML Pro�le and Binding [29℄, Trait-based AuthorizationRequirements for SIP [22℄, SPAM Prevention using SAML [28℄ and Certi�
ateManagement Servi
e for the SIP [18℄.6.3 Se
urity Spe
i�
ation6.3.1 OverviewThe system model 
onsists of terminals, gateways, and servi
es. Gateways ad-vertise servi
e a

ess and servi
es using SLP (passive mode). Terminals usegateways to a

ess servi
es, and the gateways allow 
ontent to be pushed toterminals. The se
urity 
hallenge is solved by requiring a se
ure 
onne
tionbetween terminals and gateways. Gateways and servi
es may or may not havea se
ure 
onne
tion, depending on the environment and requirements.The gateway performs the following fun
tions:
• SIP proxy server, and optionally redire
t server and registrar server (IETFRFC 3261).
• An in
oming and outgoing proxy, providing integrity 
he
ks for malformedSIP messages, ensuring that only 
orre
tly formatted messages are for-warded.
• NAT and �rewall traversal for SIP messages.
• Limited SIP spam prevention (through mutual authenti
ation).We assume that 
ommuni
ation in the SIP domain is trusted and monitored.Therefore the weak point of the system is the �nal wireless hop and the gateway.The gateway 
an provide priva
y support for both 
lients in the ad ho
 domainand in the SIP domain by 
on
ealing, obfus
ating, and en
rypting SIP messageheaders.For the single servi
e provider 
ase without 
all 
ontrol, it is expe
ted thatgeneral SIP anonymity support is not needed. A

ording to RFC 3323 useragents should indi
ate a Priva
y header when network-provided priva
y is re-quired. 28



Figure 13 presents an overview of the intera
tions in the airline 
ase. In the�rst phase, the terminal re
eives an SLP advertisement from the gateway. Theadvertisement message is signed. The 
lient authenti
ates the servi
e using apre-installed 
erti�
ate (2).Then, the 
lient a

esses the servi
e URI that is spe
i�ed in the advertise-ment (3). This may be standard web browsing or multi-hop message-basedintera
tion. In the former 
ase, TLS or IPSe
 is used for se
urity. In the latter
ase, either SIP (S/MIME) or WS-Se
urity needs to be used for se
urity.The servi
e authenti
ates and authorizes the 
lient. Authenti
ation may beperfomed through 
hallenge/response, 
lient signature, or a se
urity token. Theservi
e a

ess results in the desired 
ontent or an authenti
ation failure (5).
Terminal Gateway Service 

1. Advertisement 

2. Authenticate gateway and service 
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4. Authenticate and 

authorize client 
5. Service reply 

Figure 13: Overview of intera
tions.The se
ure 
onne
tions 
an be realized using di�erent te
hniques, for exam-ple using network level IPSe
 se
urity asso
iations, transport level SSL/TLS,or session-based me
hanisms su
h as SIP se
urity me
hanisms. Ea
h of these ispossible in our environment, but we propose to leverage session-based se
urityme
hanisms in order to keep the system �exible.The basi
 design of the Wesahmi SIP se
urity is as follows:
• Bootstrap trusted identities with an identity provider. Either symmetri
keys or publi
 key 
ryptography. Gateway 
erti�
ates issued also by atrusted third party.
• Communi
ation is divided into 
ontrol and 
ontent 
hannels. Control
hannel 
onsists of SIP signalling. Se
urity is provided expli
itly for 
on-trol 
hannel.
• Use TLS for se
uring wireless hop (
lient/gateway).
• Use 
lient-initiated 
onne
tions to maintain 
lient-gateway 
onne
tivity.This does not require server fun
tionality on the 
lient and supports NATsand �rewalls better than IPse
. Keep alives are used to dete
t �ow failures.29



• Use S/MIME atta
hments or SIP Identity Digests for end-to-end se
urityand prevent message tampering.The following pertain also to the se
urity spe
i�
ation but are not 
onsideredfor implementation:
• Support SIP priva
y options at the gateway to improve message priva
y.
• SIPS URI 
an be used for better end-to-end se
urity.6.3.2 Bootstrapping TrustA key design 
hoi
e in the se
urity spe
i�
ation is how trust between 
lientsand servers is bootstrapped. Clearly, a solution is needed to enable the mutualauthenti
ation of these di�erent systems. In the �rst prototype, trust is estab-lished through digital 
erti�
ates issued by a trusted third party. This is the
onventional way of enabling se
urity in web browsers.Currently, the requirement for end-user 
erti�
ations is seen as a seriouss
alability limitation in a distributed system. End-user 
erti�
ates are di�
ultto provide and maintain on a global s
ale. Self-signed 
erti�
ates avoid thiss
alability limitation, but are prone to man-in-the-middle atta
ks.One key assumption that we need to make is whether or not random en-
ounters should be supported. Man-in-the-Middle (MiM) atta
ks 
annot beprevented unless trust is bootstrapped somehow. For some s
enarios, ssh-likese
urity is enough. This type of approa
h 
an be used to ensure future trust inan entity.The memory restri
tions on mobile devi
es limit the number of stored 
er-ti�
ates. A Credential Servi
e is proposed to dis
over the 
erti�
ates of otherSIP users and as well as store own 
erti�
ates or even private keys remotely.The following three trust obvervations form the base of the proposed se
uritysolution.
• Servi
e and gateway 
erti�
ates are shared by all entities. Certi�
ates areissued by a trusted third party.
• Client terminals have a self-signed 
erti�
ate or a 
erti�
ate issued by atrusted third party. In the former 
ase, appli
ation-level intera
tion isrequired to verify identity. In the latter 
ase, these are known to thegateway and the servi
es. In both 
ases the 
lient 
erti�
ate is used forauthenti
ation and message se
urity.
• For message intensive operation, a temporal session key may be derivedusing asymmetri
 
rypto to improve performan
e.6.3.3 Se
ure PushFigure 14 illustrates se
ure push. A servi
e sends a push message to the 
lient(1). The 
lient is identi�ed using a SIP URI. The server should have previouslyveri�ed using some me
hanism that this SIP URI belongs the the intendedre
ipient.The 
lient veri�es the push message (2). Sin
e asymmetri
 
rypto is 
om-putationally expensive it is also possible to use HMAC here to drop bogusmessages. The message signature is 
he
ked and if the 
he
k fails the message30



is silently dropped. Otherwise, the 
lient terminal a

epts the message and itis pro
essed a

ording to the lo
al message pro
essing rules.In the airline s
enario, the push message results in a web resour
e being used(3). This entails also some level of 
lient authenti
ation and authorization (4)at the server. Finally, 
ontent is delivered for legitimate 
lient systems (5).Push messages are handled by the se
urity system and they are passed tohigher levels only after their authenti
ity has been established.
Terminal Service

3. Service access 

4. Authenticate and 

authorize client 
5. Service reply 

1. Push message 

2. Validate

push
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Figure 14: Se
ure pushFigure 15 gives an overview of the se
ure push system model and the required
omponents on ea
h of the three main entities, namely the terminal, gateway,and push servi
e. Ea
h gateway keeps a lo
ation server up-to-date the 
urrentusers in its domain. This supports multi-mode delivery, in whi
h the 
urrentoperating modes and the rea
hability of a user are determined, and then asuitable push proto
ol is employed.
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Figure 15: Se
ure push system model
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6.4 Se
urity DomainsFigure 16 illustrates a single Wesahmi servi
e domain. The gateway bridges SIP
lients in the single-hop ad ho
 network with the servi
e domain. The servi
edomain 
onsists of the SIP entities, the identity provider servi
e (IdP), and anumber of servi
es. The gateway 
onsults the IdP in order to authenti
ate andauthorize 
lients. The gateway also updates the lo
ation server and performsa SIP registration with the lo
al SIP proxy on behalf of the 
lient. After thispro
ess, the SIP 
lient is rea
hable through the gateway and messages may bepushed to the 
lient by the servi
es.
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Termnal 1 

Termnal 2 
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Figure 16: Single se
urity domainFigure 17 illustrates the Wesahmi servi
e model with multiple domains andfederated identity providers. Ea
h SIP 
lient has one home identity provider,whi
h was used to bootstrap and verify the identity of the 
lient. When the
lient 
onta
ts a gateway at a di�erent domain than the home domain, the lo
alIdP 
onta
ts the home IdP in order to authenti
ate and authorize the 
lient.After 
redentials have been established, the 
lient is registered with the lo
alSIP proxy and the lo
ation databases are updated to re�e
t the 
urrent lo
ationof the 
lient.
GW

Service

IdP 

Location

Service

IdP

Location

GW

Figure 17: Two se
urity domains
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6.5 Priva
yUser priva
y is one of the key requirements for the Wesahmi system. Leakage of
on�dential information must be prevented and it must not be possible to tra
kthe lo
ation and behaviour of 
ertain hosts. Priva
y requires 
on�dentiality andintegrity for messages.RFC 3323 de�nes a priva
y me
hanism for SIP that prevents the dissemi-nation of personal identity information. A new logi
al priva
y servi
e role isde�ned for intermediaries. A user 
an request parti
ular fun
tions from a pri-va
y servi
e.SIP identities are 
ommonly 
arried in the form of SIP URIs and optionaldisplay names. These identities are typi
ally found in the To and From header�elds. There are also other �elds that have priva
y impli
ations. Namely, theConta
t header �eld.Simply en
rypting all �elds and data with potential priva
y impli
ationsdoes not su�
e, be
ause SIP agents and intermediaries must be able to forwardand route SIP messages. Moreover, proxy servers may add headers of their own,su
h as Re
ord-Route and Via headers, whi
h 
an have potential priva
y risks.The baseline SIP spe
i�
ation supports some level of user 
ontrolled priva
y.For example, the From header in a request may be populated with an anonymousvalue. A SIP body may be en
rypted end-to-end thus 
on
ealing the 
ontentsfrom intermediaries. Header information 
an be 
on
ealed from intermediaresby pla
ing it in en
apsulated 'message/sip' S/MIME bodies [10℄.The SIP 
lient-initiated 
onne
tion me
hanism dis
ussed previously [17℄ haspriva
y enhan
ing properties. The me
hanism allows inbound tra�
 from out-side to an authenti
ated UA. The UA 
an be behind a NAT or �rewall. Itfollows that UA does not ne
essarily need to have a globally routable IP ad-dress or hostname.6.6 Browser IntegrationThe main integration points with the X/Smiles browser are the following:
• Se
uring SIP signalling from X/Smiles browser. This is a

omplished bythe underlying se
urity daemon and SIP sta
k.
• Certi�
ate storage.It is expe
ted that the �rst point 
an be realized by inter
epting any SIPmessages from the browser in the SIP sta
k and then using the appropriate
onne
tion. Priva
y extensions may also be applied at this point.For the se
ond point, the expe
tation is that the X/Smiles browser and theunderlying se
urity daemon use the same 
erti�
ate storage. This is mainlymotivated by the fa
t that both need a

ess to the user's key material wheninitiating TLS 
onne
tions and signing messages.6.7 Putting it TogetherFigure 18 illustrates the Wesahmi se
urity ar
hite
ture. Initial bootstrap is usedto 
reate identities for users and gateways (1). The identity provider (IdP) istrusted by all entities. After the bootstrap, the 
lient system starts a se
ured33



session with a gateway (3). This session is typi
ally started after re
eiving anSLP advertisement and 
he
king that the advertisement is valid (2).The se
ure 
hannel is 
lient-initiated and used to open ports for the 
lientin the gateway and to transfer SIP messages. Hen
e, the se
ure 
hannel isthe SIP 
ontrol plane. The baseline solution uses TLS and 
lient initiated
onne
tions [17℄. SIP REGISTER message is sent to the gateway in order toestablish the se
ure 
hannel. The registrar is updated at this point to re�e
t the
urrent gateway (4). The registrar may be 
olo
ated with the gateway. Afterthe se
ure 
hannel has been setup, the 
hannel is kept open by periodi
 keepalives. When a keep alive fails, the 
hannel is 
losed and port a

ess for theterminal is blo
ked.
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SIP channel 
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1. / 4. 

4.

3. 

SIP domain Figure 18: Putting it together6.8 Implementation PlansImplementation work for the se
ond prototype fo
uses on se
uring the SLP ad-vertisements, mutual authenti
ation of the 
lient and server with Web browsingte
hniques, and se
uring SIP push messages. The implementation of the 
lientauthenti
ation me
hanism is an important part of this work. The simplest strat-egy is to use TLS and username/password for browsing and server 
erti�
ate forSIP push messages. A more advan
ed implementation uses a 
lient 
erti�
atefor authenti
ation, and se
urity tokens for messaging.
34



7 Detailed appli
ation-level des
ription7.1 User Story: Che
k-inWhen a user enters the airport she swit
hes on her laptop, and starts the 
lientdaemon and X-Smiles browser. After these a
tions the 
lient daemon sets upits SD module in order to re
eive servi
e advertisements of a 
he
k-in servi
eprovided by the airport server. After the daemon has re
eived su
h advertise-ment it will use SIP to subs
ribe to this servi
e. The server will from now onsend a SIP notify message to the 
lient whenever it noti
es that a 
ertain �lehas 
hanged. In our 
urrent implementation the notify message just triggers apage refresh operation in the browser. Now the user is able to go through the
he
k-in pro
edure and re
eive updated information on every form.This implementation is a basis for stepwise design and development of ourplatform. It has given us essential insight into issues asso
iated with the newintera
tion model and its implementation details.Bootstrap

Figure 19: Sequen
e diagram of appli
ation behavior.Figure 19 gives an overview of appli
ation fun
tionality in the �ight 
he
k-in35



servi
e 
ase. Appli
ation exe
ution starts with bootstrap phase (1). The appli-
ation server requests that the gateway starts to advertise the 
he
k-in servi
e(message SLPPassiveReg(CHECKIN_SRV), where CHECKIN_SRV stands forthe URL and servi
e parameters of the servi
e). The Gateway will start tobroad
ast passive servi
e advertisements in the ad-ho
 network. Eventually themobile devi
e of a passenger will re
eive an advertisement (SrvAdvertisement).The SLP daemon pro
ess in the devi
e forwards the servi
e URL to the SIPdaemon pro
ess that sends a SUBSCRIBE message to the appli
ation server.First Noti�
ationAfter the bootstrap, the appli
ation server 
an push the front page of the 
he
k-in servi
e to the passenger (2). This is a

omplished using a SIP NOTIFYmessage that 
arries a SOAP message instru
ting the browser to load the 
he
k-in front page. The page asks the passenger whether he wants to 
he
k in on his�ight and is presented in Figure 20. The NOTIFY message is re
eived by theSIP daemon pro
ess whi
h forwards the SOAP body to the browser.

Figure 20: S
reenshot of the Che
kin Message.Normal User Intera
tionWhen the user sele
ts the positive option, the a
tual 
he
k-in page is loaded(3). The page is presented in Figure 21. Here the passenger supplies the rele-vant information, su
h as number of baggages. In return, the user re
eives hisele
troni
 boarding pass together with instru
tions on where to drop baggage.When the appli
ation server re
eives a noti�
ation that the baggage has beendropped1, boarding instru
tions are pushed to the passenger (4). This in
ludesinformation on how to �nd the se
urity 
he
k point and the gate. The a
tualpage is presented in Figure 22.Update Noti�
ationLater the system re
eives information that the �ight has been delayed. A �ightstatus update is thus pushed to the passenger (5). The pre-�ight intera
tion1The availability of su
h information is not known. This noti�
ation is not essential, butmakes the intera
tion smoother. 36



Figure 21: S
reenshot of the Che
k-in Page.

Figure 22: S
reenshot of the Boarding pass.ends when the appli
ation server re
eives a noti�
ation that the passenger hasboarded.The intera
tion depi
ted in Figure 19 
orresponds to phase 1 fun
tionalityof the WeSAHMI infrastru
ture. Later in the proje
t it will e.g. be possible tosend partial view updates to user terminals.7.2 Pilot EnvironmentThe pilot environment 
onsists of one web server and two 
lients all running onLinux laptops. Figure 23 shows the setup. Webserver laptop is also responsibleof advertising servi
es (e.g. 
he
k-in servi
e) to 
lients and sending update noti-�
ations to 
lients when there is 
hange in information that 
lient is interested(e.g. �ight is delayed). Clients 
ommuni
ate with server using IEEE 802.11bWLAN in ad-ho
 mode.On 
lient ma
hine there is x-smiles browser whi
h shows the graphi
al userinterfa
e to the user of the servi
e. On the web server ma
hine there is a Apa
heweb server and an appli
ation that keeps tra
k if there is 
hanges in informationlike �ight s
hedules. When there is 
hange the appli
ations is responsible ofinforming 
lients that are interested about 
hanges. This appli
ation also takes37
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Client 2Figure 23: Pilot environment.
are of advertising servi
e to 
lients.
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8 Future WorkThis se
tion dis
usses features that are to be implemented in the next phaseof Wesahmi proje
t. First, Se
tion 8.1 des
ribes a �Pushlet� environment thatabstra
ts most 
ommon tasks related to the intera
tion model. Then, Se
tion8.2 presents an interfa
e that is used to enable intera
tion between Java -based�Pushlet�environment and the C -based server daemon. Then, Se
tion 8.3 de-s
ribes methods that 
an be used to integrate SIP with the XSmiles browser.Finally, Se
tion 8.4 addresses future work for the se
urity subproje
t.8.1 Pushlet EnvironmentTo make writing server-iniated servi
es easier, a programming model is requiredthat simpli�es or hides tasks related to the intera
tion model on both 
lient andserver sides. The term "pushlet" has been employed to refer to the general ideaof a managed runtime environment for push-based sessions.On the 
lient side, the browser needs to provide appli
ations with a run-time environment that transparently performs e.g. SIP SUBSCRIBE renewalsas long as a given UI view is a
tive. At the moment we think that it is natu-ral to asso
iate noti�
ation 
ontent types with UI views. The runtime shouldalso in
lude an appli
ation programming interfa
e (API) for passing noti�
ationevents from the infrastru
ture to the appli
ation.On the 
lient side there should be a session management interfa
e that pro-vides the appli
ation with a means of sending the ne
essary updates asso
iatedwith the a
tive UI views and 
lients. It should therefore internally store somesort of information about the 
urrently a
tive views (based on SUBSCRIBEevents 
oming from the 
lients).Ideally, a me
hanism for high-level (de
larative) spe
i�
ation of trigger 
on-ditions form noti�
ations should be in
luded. For example, a 
hange in a 
ertainEJB or obje
t (e.g. representing in Finnair �ight) would trigger the sending ofa noti�
ation to all 
lients meeting 
ertain 
riteria (e.g. that they have a ti
ketfor this �ight) and that have a 
ertain UI view a
tive (e.g. the 
he
k-in view).Preliminary the stu
ture of the environment is illustrated in Figure 24. TheController instan
e initializes instan
es of Session. Ea
h Session has atleast oneasso
iated instan
e of Client and may also have multiple instan
es of View.Target is to also eventually support in
remental updates on displayed UI views.
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Figure 24: High Level Stru
ture of the Environment.Operation of the environment is illustrated in Figure 25. After the environ-39



ment is informed by the SIP sta
k that a new subs
ription has arrived (5.) itwill 
reate a new Session instan
e (8.) and stores it in a dynami
 data stru
-ture. The Session will in turn 
reate instan
es of View (9.) and Client (10.)and store them in dynami
 data stru
tures. The 
ontroller will also trigger SIP(11.) to send a NOTIFY message to the 
lient terminal (12.). This NOTIFYwill 
ontain address to a �rst page of the servi
e. When resour
e asso
iatedwith the Session 
hanges it is informed and will trigger the 
ontroller (13.) tosend a notify message (14.) through an asso
iated SIP session (15.). When
lient sends a SIP SUBSCRIBE message with zero timeout (16.), the Controlleris informed that a subs
ription is 
an
elled (17.). It will then tell 
orrespondingSession to 
lose the asso
iated View (18.)(19.). When the SIP sta
k re
eives anew SUBSCRIBE message (20.), it will inform Controller that a new subs
rip-tion has arrived (21.). It then instru
ts 
orresponding Session to open a newView (22.)(23.). The Session may then again a

ess the Client data (24.).
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Figure 25: Operation of the Environment in a Che
k-in Case.8.2 Pushlet environment and SLP integrationSin
e the Pushlet environment will be Java-based and we are using C implemen-tation of SLP as basis for our Servi
e Dis
overy (SD) module, they will needan additional adaptation layer between them. This layer 
ould be implementedeither with SOAP or as a Java Native Interfa
e (JNI).41



The bene�t of using SOAP would be that the SOAP skeleton 
an be im-plemented independently of the stub. While the stub is tied to C languagethe skeleton 
an be implemented with Java that enables it to be dire
tly usedby the Pushlet environment. The stru
ture of this alternative is illustrated inFigure 26. The SOAP SD API stub 
ould be implemented using gSOAP whi
his an open sour
e framework for developing C-based web servi
es. The SOAPSD API skeleton 
ould then be implemented using Axis developed by Apa
he[3℄. It is a framework for developing Java-based web servi
es. Axis provides atool that enables skeleton generation based on WSDL des
ription of the originalstub.

Figure 26: Stru
ture of Server-side Implementation.JNI might provide a more e�
ient and 
ompa
t solution but would be lessadaptive and limit the systems re-usability by binding it to Java. The stru
tureof this alternative is illustrated in Figure 27.

Figure 27: Stru
ture of Server-side Implementation.42
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Figure 28: Overview of the X-Smiles Communi
ation API.8.3 X-Smiles and SIP integrationThe 
urrent 
lient side implementation was intended to give an general idea ofthe fun
tionality of the �nal system. However, it la
ks some features, whi
h willexist in the �nal system. For instan
e, the browser does not utilize SIP at all.That is, it does not initialize the sessions nor send or re
eive messages. Instead,the SIP 
lient maintains the sessions and uses a so
ket to deliver a 
ontent ofthe messages for the browser.X-Smiles already has Communi
ation API through whi
h it 
an be inte-grated with the SIP proto
ol. The overview of the Communi
ation API isdepi
ted in the Figure 28. Chara
teristi
s of the several 
ommuni
ation proto-
ols are abstra
ted into the Communi
ation API. On top of the API is the XMLCommuni
ations Language, whom elements, events, and a
tions represent fea-tures of the API. Compounding the language with other XML languages (e.g.,XHTML), it is easy to 
reate di�erent 
ommuni
ation appli
ations (e.g., 
hat,�le sharing et
.).To use SIP via the 
ommuni
ation API, one needs a external SIP 
lientsta
k integrated to the API. In the 
urrent demo, the SIP 
lient sta
k wasimplemented in the C programming language. Integrating it with X-Smilesrequires Java Native Interfa
e (JNI) sin
e X-Smiles is implemented in Java.The JNI interfa
e is not needed, if a Java-based SIP 
lient is used. NISTJAIN SIP is a Java-based SIP sta
k whi
h 
ould be a good option. In additionto basi
 SIP-messages it also supports SUBSCRIBE and NOTIFY-messages.There is also a Java-based SIP 
lient implemented in the TML laboratory atTKK [25℄. Drawba
k is that it has limited feature set; it supports INVITE,43



ACK, OPTIONS, MESSAGE, and REGISTER methods. In addition, it 
anhandle only one session at the time. That is, it may need further developing inorder to be used in the proje
t.Third option is to sti
k with the 
urrent setting and 
ontinue to use theso
kets to ex
hange messages between the SIP 
lient and the browser. Then theprogramming language would not be issue but, on the other hand, the browser
annot 
ontrol the SIP sessions at all.8.4 Se
urityFuture work for the se
urity subproje
t in
ludes IMS integration issues. Se
urepush 
an be implemented using standard 3GPP IP Multimedia Subsystem (IMS)te
hnology and the Session Initiation Proto
ol (SIP), but this approa
h requiresthat the servi
es are deployed within IMS Appli
ation Server, and that the userhas an a
tive IMS registration. The bene�t of this approa
h is that the IMSbilling system 
an be used, but one 
ru
ial limitation is that a

ess is 
oupledto those 3G/WLAN base stations that are part of the ISPs a

ess network orwhose operator has a roaming agreement with the home operator.The proposed ar
hite
ture for se
ure federated push supports 
ommon-of-the-shelf (COTS) WLAN base stations that 
an be deployed in ad ho
 manner.This motivates the integration of the lightweight Wesahmi system with IMSsystems for improved servi
e deployment and a

ess �exibility. We are alsoplanning to examine how di�erent servi
e domains 
an be federated together toform global servi
e provision platforms.9 Con
lusionsThis paper has des
ribed the 
urrent version of the system developed by proje
tWesahmi. At this stage it is a fairly loosely integrated 
olle
tion of te
hnologiesand is mostly based on pre-existing open sour
e 
omponents. The paper servesalso as a do
umentation of the �rst referen
e implementation demonstrated tothe steering group in June 2006.The next phase of the proje
t will be to design interfa
es and 
omponentsthat enable the building of a seamless software platform based on the 
urrentimplementation. The main target of the platform is to simplify the developmentof new appli
ations with our system by providing appli
ations with advan
edservi
es and transparent automation of 
ommonly re
urring tasks.
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A Used open sour
e software and applying li-
ensesTable 3: List of Open Sour
e Software and their Li
enses.Software Li
ense UsageGNU oSIP Library LGPL Low layer SIP-libraryeXosip - the eX-tended osip Library GPL Higher layerSIP-librarybuilt on top ofoSIPOpenSLP BSD Bootstrappingof environmentX-Smiles browser The Tele
ommuni
ations Software andMultimedia Laboratory, Helsinki Uni-versity of Teh
nology Software Li
ense,Version 1.0 (based on the Apa
he Soft-ware Li
ense Version 1.1) Web browser
Apa
he Tom
at Apa
he Li
ense, Version 2.0 Web server
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