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(suh as real-time updates to the seating situation on a plane) without havingto use polling.The infrastruture to be developed extends the lassial web arhiteture byatering for highly interative appliations, mobile lients, and targeted asyn-hronous information delivery, while retaining full server-side ontrol over busi-ness logi.This doument serves as a system-level tehnial spei�ation for the We-SAHMI infrastruture. The utilized tehnologies and how they are to be adoptedin the projet are desribed. System-level funtionality is further explainedthrough the use of an appliation-level usage senario. This doument is howevernot intended as an appliation-level funtional spei�ation, and the depitedsenario does not neessarily orrespond diretly to a �nal demo appliation.2 Short desription of appliation-level funtion-alityOn appliation level the system provides mobile hek-in servie for passengerson the airport. It is an alternative for the traditional proedures performedeither at the hek-in desk or kiosk. The users of the system ould then be ableto perform all neessary funtions with their own mobile devies without havingto queue. These funtions would then be:1. request to hek-in,2. registration for a �ight (with prede�ned seat),3. guidane to baggage drop, and4. guidane to seurity gate.In addition to these the system keeps information of the passenger's �ight(s)on a separate page. This information is �rst shown after the passenger has om-pleted registration. It ontains o�ial time of departure, boarding time, seatnumber, and gate number and it an then be updated by the hek-in servieaording to hanges that are notied in the Finnair's ore system Amadeus.When a �ight is delayed or the gate is hanged the new information is automati-ally updated to the information page. Also when boarding starts a noti�ationabout it is displayed on the page.Two-Dimensional Bar Code (2DBC) an be used to store passenger's name,�ight number, airline ode, date, and o�ial time of departure. The ode ouldthen be presented on the sreen of the mobile devie for reading at the baggagedrop and the seurity gate. Alternatively the mobile devie ould tell the sameinformation diretly to the terminal at these loations.
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3 Summary of tehnologies to be used3.1 Dynami on�guration of IPv4 addresses3.1.1 OverviewThe dynami on�guration of IPv4 link loal addresses is spei�ed by RFC3927 [4℄. It de�nes a mehanism for how a node on the network an on�gurean IPv4 address without the use of external servies suh as DHCP server.The address is de�ned to be link loal whih means that it an be used toommuniate with nodes in the same link. Being on the same link means thatthe nodes an ommuniate diretly with eah other so that the link-layer paketpayload arrives unmodi�ed. Address blok 169.254/16 is registered for link loaladdresses.3.1.2 Seleting an addressThe basi mehanism for obtaining an address is following:1. Seletion � a host selets an address using a pseudo-random numbergenerator with a uniform distribution in the range from 169.254.1.0 to169.254.254.255 inlusive.2. Probing � the host tests if the seleted IPv4 link-loal address is alreadyin use. On a link-layer suh as IEEE 802 that supports ARP [17℄, on�itdetetion is done using ARP probes. The ARP probes query whih hosthas a spei� IP address and the owner responds to it. The probe isrepeated a few times with small delays. If any host laims to own theaddress by sending an ARP reply, or tries to �nd out the owner in similarmanner, the address is onsidered taken and the algorithm returns toprevious state to selet a new address.3. Announing � When a host has found an available IP address it announesthe new address to the network. It broadasts a number of ARP announe-ments. The announements are like probes but the sender and target IPaddresses are both set to the host's newly seleted IPv4 address.An example of the mehanism is shown in Figure 1.3.1.3 Con�it detetionAddress on�it may our at any time of the operation, not only during theaddress seletion. For example, two hosts may selet the same address whenthey do not have onnetivity between them and later beome aware of eahother. At any time, if a host reeives an ARP paket on an interfae where the'sender IP address' is the IP address the host has on�gured for that interfae,but the 'sender hardware address' does not math the hardware address of thatinterfae, then this is a on�iting ARP paket, indiating an address on�it.On a on�it, a host has two possible options:
• The host may immediately on�gure a new IPv4 link-loal address.4
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Figure 1: New host selets an address. All messages are broadasted.
• The host may attempt to defend its address by reording the time thatthe on�iting ARP paket was reeived, and then broadasting one singleARP announement, giving its own IP and hardware addresses as thesender addresses of the ARP. Having done this, the host an then ontinueto use the address normally without any further speial ation. However, ifthis is not the �rst on�iting ARP paket the host has seen, and the timereorded for the previous on�iting ARP paket is reent, the host mustimmediately ease using this address and on�gure a new IPv4 link-loaladdress.Fored address reon�guration may be disruptive, ausing TCP onnetionsto be broken. However, it is expeted that suh disruptions will be rare. Beforeabandoning an address due to a on�it, hosts should atively attempt to resetany existing onnetions using that address.3.2 Servie Loation ProtoolServie Loation Protool[9℄ is protool spei�ed by IETF. It is targeted tosearh servies from the network based on type of servie and attributes. ThusSLP provides a dynami on�guration mehanism without the need to preon-�gure servie addreses. The servies are represented as URLs. URLs onsist oftype of the servie and the address where the servie is available. Additionally5



the servies an be grouped together with sopes and they an have attributesassigned.SLP inludes three entities that perform servie disovery funtions:
• User Agents (UA) perform servie disovery.
• Servie Agents (SA) advertise the loation and attributes of the servies.
• Diretory Agents (DA) store and distribute servie information.When performing a searh for a servie the UA sends a multiast or broadastServie Request (SrvRqst) to whih SAs with orresponding servies reply withuniast Servie Reply (SrvRply). An example of these is on �gure 2. It showshow a UA multiasts or broadasts a servie request and a SA replies withuniast. In the seond example, the UA has found a DA and uses it as a proxyto �nd servies. On the third example a DA informs of its existane when a UAor SA performs multi- or broadast tra�.

Figure 2: SLP agents and most ommon protool messages.3.3 The Session Initiation Protool FamilyThe Session Initiation protool (SIP) is a multi-purpose and �exible signalingprotool for session-based ommuniations in IP networks. SIP only handles thesession management phase, and one a session has been established, di�erentommuniation appliations an be used, e.g., Voie over IP, video onferening,and instant messaging.The arhiteture of the Session Initiation Protool (SIP) [7℄ is based onentralized entities. Two logial elements play a key role in the arhiteture,registrar and proxy servers. Registrars are the SIP entities where SIP usersregister their ontat information one they onnet to the network. In a basiregistration senario, a SIP user agent ommuniates to its registrar server (theregistrar IP address is usually preon�gured) the SIP user name of the user(s)using the devie, referred to as SIP address of reords (AOR) for that user,6



and the addresses where the user is reahable. Usually, ontat informationis stored in the form of IP addresses or resolvable names, but other kinds ofontat information, suh as telephone numbers an be registered as well.An assoiation between a SIP AOR and a ontat address is alled a binding.SIP registrars exploit an abstrat servie, alled loation servie, and return thebindings for the SIP AORs falling under their domain of ompetene to the SIPentities issuing a binding retrieval request.Proxy servers are needed beause SIP users annot know the urrent om-plete ontat information of the allee but only its AOR. SIP presupposes thatthe AOR (SIP user ID) of the party to ontat is known in advane, analogouslyto what happens when sending instant messages or e-mails. A basi SIP sessioninvolves the alling user agent ontating the alling side proxy server, whih inturn will forward the message to the proxy server responsible for the domain ofthe alled user agent. The alled side proxy server retrieves from the alled sideregistrar (i.e. utilizes the loation servie) the bindings for the alled user andeventually delivers the request to the intended reipient.Registrars and proxies are logial entities, and it is not an unommon on-�guration for them to be o-loated in the same node. Usually, user agents havea preon�gured outbound proxy server where all the outgoing requests are sentand through whih all the responses to the issued requests, or new requests, arereeived.A typial SIP session is set up as follows (Fig. 3). Alie tries to start sessionwith Bob. Alie's phone uses a proxy server that is in atlanta.om domain as it'soutbound proxy and Bob's phone uses proxy server in biloxi.om domain as it'soutbound proxy. Alie starts by sending sending an INVITE request (1) whihis reeived by Alie's outbound proxy. This proxy appends a via-header �eldontaining it's address to the request and forwards it to proxy in the domain ofBob's phone (2). Alie's outbound proxy an use DNS to loate the inboundproxy whih is in the biloxi.om domain. The proxy server at biloxi.om reeivesthe INVITE request, also appends a via-header �eld to request, and forwardsit to Bob's phone (3). The proxies also send messages bak to Alie to informthat they have forwarded the request(4,5).When Bob's phone reeives the INVITE request it sends a message tellingthat the request has been reeived by the devie and is ringing (6). Messageis routed bak to Alie's phone through same proxies that the request arrived.This is done by information in requests via-header �elds. Via-header �elds areremoved from the request message in reverse order by eah proxy in the route.When Bob answers the session invitation, a �nal response message is sent toAlie (7), whih Alie on�rms with an ACK message (8). the ACK message issent diretly to Bob's phone, beause both Alie's and Bob's phones know eahothers addresses after the INVITE message exhange proedure and no addresslookups are needed by proxy servers anymore. The Session is now established.The session is losed with a BYE-200 OK message exhanged (9,10).3.3.1 Instant Messaging and PreseneSIP is essentially a signaling solution. One the session is set up, an applia-tion is started to perform the atual ommuniation between the users. A verypopular type of ommuniation between people is instant messaging. SIP hasalso been extended to support instant messaging and presene (IMP) servies.7
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3.3.2 Distributed SIPDeentralized SIP (dSIP) [13℄ is a solution that allows deploying SIP withoutsupport from entralized servers: MANETs are an example of target networkenvironment for dSIP. The key idea of dSIP is of embedding in eah enableddevie a basi subset of SIP proxy and registrar server funtionalities, so thatdSIP users are self-apable to disover and ontat other users in a MANET.Deentralized SIP is partiularly suited for small MANETs, with few dozens ofnodes at most, a size that onstitutes a realisti deployment senario for ad-ho networks [19℄. We refer to suh partiular type of MANETs as proximitynetworks, and here we use the term proximity interhangeably with MANET.The software arhiteture of dSIP is shown in Fig. 4: the modules borderedwithin solid lines are standard SIP modules in a devie. The dashed modulesare instead the additions made to enable SIP in proximity networks. In astandard SIP lient, only the user agent (UA) side of the stak would bepresent. In MANETs, the server module is added, and the server standardapabilities are enhaned with proximity funtionalities. More details on therole of eah module are provided in [13℄.
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Figure 4: Software Arhiteture for deentralized SIPThe main point is that proximity apabilities are not realized by modifyingthe existing software modules of a SIP devie; rather, they are enabled by addingnew submodules. This hoie allows interoperability of dSIP UAs with standardSIP lients: in fat, a standard SIP appliation an be deployed on top of dSIPas well as an appliation that exploits the proximity enhanements. A nativeSIP appliation is unaware of the presene of a modi�ed SIP stak in the devie,sine it only utilizes the standard SIP features. Moreover, a native appliationan be utilized in MANETs, sine the underlying proximity-aware middlewareis able to handle all the SIP messages sent by the appliation in the proper way.The working priniple of dSIP is that in MANETs, the user agent registerswith the o-loated registrar server, aording to standard SIP proedures, bysending a REGISTER message. The server will then register the SIP user to9



the network spreading a SIP message; message spreading an be done in sev-eral ways, broadast, �ooding, or multiasting to the SIP well known multiastaddress. The server modules in the proximity network reeive a REGISTER,update their ahe entry with the binding, and an reply to the registering nodeby sending a 200 OK message. The registering node server module updatesits ahe with the bindings reeived from the other nodes. With this proe-dure, the SIP loation servie funtionalities, usually handled by a entralizedentity, the SIP registrar, are distributed among all the MANETs nodes. A na-tive SIP appliation would register to its prede�ned external registrar server;the proximity enhaned modules "interept" this message and route it to theloal server, transparently for the appliation. With this approah it is ensuredinteroperability.Inviting a peer to a SIP session is similar: the INVITE message is fored tothe o-loated server, whih heks in its ahe if it has a binding for the querieduser (i.e., it is exploiting the loation servie), and forwards the INVITE to theorret address in ase a math is found. Furthermore, a proximity aware SIPappliation may expliitly query the loal server for the list of users in theproximity network; the server ollets the list of urrently stored bindings andsends them bak, loally, so that a user in MANETs is able to begin sessionsalso with previously unknown users. The request and reply for user list is doneby means of SIP messages: server and user agent modules are not bound by anyfuntion alls.3.3.3 Seurity SupportSession management with SIP has various seurity issues, e.g., authentiation ofthe parties, integrity of the messaging, and on�dentiality. Beause SIP is basedon appliation layer routing, the integrity and on�dentiality of SIP messagingis typially handled independently between two hops. Therefore, we onentrateon seurity issues related to SIP ad-ho networking, and on how a SIP nodesare able to authentiate eah other.The main seurity onern in ad-ho networks is making sure of the identityof the remote party, and the seurity of the signaling itself. Appliation data�ows an be seured independently of the signaling messages. Very�ng SIPusers' identity an be handled by the SIP authentiated identity [16℄ extensionto SIP. The key idea of the extension is that SIP UAs onnet and authentiateto a SIP server, whih runs an authentiation servie. One the authentiationservie reeives a message from an authorized UA, it signs the message usingits domain erti�ate. The signature is omputed by hashing ertain relevantheader �elds of the message and added into the new SIP Identity header �eld.The UA reeiving the signed message an verify it using the authentiation ser-vie domain erti�ate; the erti�ate is either previously stored at the reeivingUA, or fethed at the address provided by the authentiation servie in anothernew Identity Info header �eld. The reeiving UA trusts the authentiation ser-vie, so by verifying the signature, it an be sure of the identity of the senderof the request and of the message integrity.We have modi�ed this approah so that eah node in an ad-ho networkssigns all the SIP messages sent to the gateway (or to another node) with a self-signed erti�ate. The gateway node reeives the signed message and veri�es itusing the ad-ho user's erti�ate; if signature veri�ation fails, or the gateway10



an not �nd the user's erti�ate, the ad-ho user is denied the gateway aess.Similarly, if the ad-ho node has stored the gateway erti�ate in advane, itan verify its authentiity and trust it for aessing the Internet. The ad-houser's erti�ate an be retrieved from a well-known repository in the Internet,or ould be previously stored at the gateway; this would be the ase of a gatewaymanaged by a network operator, whih only provides aess to subsribed userswith pre-shared erti�ates. The gateway node, in this ase, does not need to bea moving devie, but it ould be a node onneted to the infrastrutured networkwith one interfae, and to the ad-ho network with another. This senario ould�nd appliation in hot-spots, suh as, airports or internet afes; we deem it veryinteresting as it gives to ad-ho networking a business value even for networkoperators.3.4 SOAPSOAP is xml-based lightweight protool for exhanging information in a de-entralized and distributed environment. Typially SOAP-messages are arriedover HTTP-protool but other protools may also be used. Messages may travelfrom SOAP sender to SOAP reeiver through SOAP intermediaries, whih maydo some proessing with the message.The three main elements of SOAP-messages are envelope, header and body.Envelope is the top level element. SOAP header must be the �rst element insideenvelope, but it is an optional element. SOAP header may ontain hild elementswhih are alled header bloks. These header bloks an be used for passinginformation that an be used by SOAP intermediaries. SOAP intermediaries aninspet, remove and add SOAP headers to the messages. After SOAP headerthere is a mandatory SOAP body. SOAP body is the plae for the informationthat is meant for the ultimate reeiver of the message.
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transfer in WWW. The HTTP protool is a request/response protool. A lientsends a request to the server in the form of a request method, URI, and protoolversion, followed by a MIME-like message. The server responds with a statusline, inluding the message's protool version and a suess or error ode, fol-lowed by a MIME-like message. Usually, HTTP ommuniation is initiated bya user agent. [8℄3.6 Web TehnologiesThe user interfaes (UIs) of the appliations are build using novel Web teh-nologies, whih are mainly XML-based markup languages. The tehnologies aredisussed in the following subsetions.3.6.1 XHTMLXHTML, the XML-based ounterpart of the traditional HTML, is used to de�nelayout and struture of Web douments. XHTML's layout model (�ow layout),makes it easy to reate user interfae for all sizes of devies. That is, the layoutis not tied to absolute positions and sizes. XHTML is modularied. Thus, onean use desired subset of it and add modules from other languages, if needed.3.6.2 XFormsXForms 1.0 Reommendation [5℄ is the next-generation Web forms language,designed by the W3C. It solves some of the problems found in the HTML formsby separating the purpose from the presentation and using delarative markupto desribe the most ommon operations in form-based appliations [3℄. It anuse any XML grammar to desribe the ontent of the form (the instane data).Thus, it also enables to reate generi editors for di�erent XML grammars withXForms. It is possible to reate omplex forms with XForms using delarativemarkup, without resorting to sripting. XForms needs a host language, whihde�nes the layout of a form.3.6.3 SVGSalable Vetor Graphis (SVG) is a format for two-dimensional graphis. Sineit is vetor graphis, it an be rendered optimally on all sizes of devie. SVGdrawings an be interative and dynami. Animations an be de�ned and trig-gered either delaratively (i.e., by embedding SVG animation elements in SVGontent) or via sripting.3.6.4 Compound Doument FormatsSeveral XML voabularies have been spei�ed in W3C. Typially, an XML lan-guage is targeted for a ertain purpose (e.g., XForms for user interation orSVG for 2D graphis). Moreover, XML languages an be ombined. An XMLdoument, whih onsists of two or more XML languages, is alled ompounddoument. A ompound doument an speify user interfae of an appliation.
12



3.6.5 XBLXML Binding Language (XBL) provides mehanisms to bind an arbitrary XMLelement to a binding element. The binding element de�nes the behavior and/orpresentation of the arbitrary element. For instane, an XForms ontrol an bebind to a SVG ontrol, whih is displayed if a devie is apale to do that. XBLhas three main usage senarios. They are:1. Extending a doument.2. Presentation and behavior enapsulation.3. Presentation and behavior inheritane.3.6.6 CSSCasading Style Sheets (CSS) is a mehanism for adding style to Web dou-ments. CSS enables separation of style and ontent of the Web douments.That makes site maintenane easier and simpli�es Web authoring.4 Overview of the infrastrutureAn overview of high-level system omponents an be seen in Figure 6.
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Figure 6: System omponents.Passengers' lient devies are enabled to �nd the hek-in servie throughSLP passive servie disovery. This funtionality is implemented in the SLPdaemon proess. The SLP daemon passes information of disovered servies tothe SIP daemon, whih subsribes to SIP event noti�ations from the servie.These noti�ations an be used for pushing interation initiations (i.e. URLsto be loaded) or relaying real-time update noti�ations from the servie to the13



lient. The dynami user interfae is implemented in the X-Smiles browser thatis apable of handling SOAP messages passed to it by the SIP daemon. SVG isused to provide more speialized ontrols for the forms that are bound to themby XBL.5 Infrastruture: NetworkThe environment of the WeSAHMI projet onsists of an ad-ho network withmobile nodes using servies from the �xed infrastruture network using one ormultiple gateway nodes. The ad-ho network uses WLAN as low-level trans-port. The possible modes of operation are Managed using Aess Points to orAd-ho that does not use Aess Points. The network protool is IPv4 usingautoon�guration (setion 3.1).There are two possibilities using the servies from the �xed infrastrutureside: reating a diret IP onnetion or using appliation level proxies. Usingservies from multiple providers makes pure IP onnetion di�ult beause thenode has to route pakets to several di�erent IP gateways. Beause of this,the servies will be used trough proxies and the IP spaes will be ompletelyseparate.On the �rst phase the addresses an be set manually using private IP ad-dress bloks and making the gateway node as the default route. The gatewaynode performs NAT on the onnetions and allows diret IP onnetions tothe �xed network. The NATted onnetion an also be used with autoon�g-ured addresses by setting only the route manually. However, later the diretonnetions should be removed.6 Infrastruture: SLPSLPv2 open soure C implementation OpenSLP version 1.0.11 [15℄ was used inthe servie disovery sheme of SESSI projet, the predeessor of WeSAHMI.It was then deemed to be suitable for dynami ad-ho networks and is lightenough to run in mobile devies with limited resoures. It also provides a non-bloking servie disovery implementation for the lients in the sense that theappliations are able to funtion normally while they reeive updated servieinformation. Within SESSI projet a Passive Disovery (PD) funtionality forSLP was implemented. It provides a method for bootstrapping the SIP serviein the infrastruture while the address of the lient is unknown.The bootstrapping of the SIP servie is implemented as SA initi-ated servie disovery. The SIP servie is registered by server side SIPimplementation by alling Servie Disovery Module (SD Module) fun-tion SD_enablePassiveDisovery whih in turn alls LibSLP funtionSESSI_SLPPassiveReg. It onstruts and sends a ontrol message PDSrvRegto SLPD. SLPD will then broadast SrvAdvertisement messages ontainingthe SIP-address of the registered servie. The SIP servie an be unregisteredby alling SD API funtion SD_disablePassiveDisovery. It alls LibSLPfuntion SESSI_SLPPassiveDeReg that onstruts and sends a ontrol messagePDSrvDeReg to SLPD. SLPD responds with GeneralReplyMsg and both fun-tions SESSI_SLPPassiveDeReg and SD_disablePassiveDisovery return su-14



essfully. The advertisement messages an be signed by the server side SIP if theadvertised servies need to be authentiated on SD level. The lients are thusable to verify them. The registration and deregistration proesses are illustratedin Figure 7.The SIP daemon running in the lient initiates passive servie disovery byalling SD Module funtion SD_registerSrvAdvListener whih in turn allsLibSLP funtion SESSI_SLPRegFilter that onstruts and sends a ontrol mes-sage PDSrvRqst to SLPD. It registers a listener that then sends bak a servieaddress to LibSLP in another ontrol message alled PDSrvRply whenever itreeives a SrvAdvertisement message that ontains a servie of the observedservie type. LibSLP proeeds then to all a allbak funtion registered bySD Module when it reeives suh an ontrol message. The SD Module in turnthen alls a allbak registered by the SIP daemon to return the servie foundnew servie information. The SIP daemon stops passive disovery by alling SDModule funtion SD_unregisterSrvAdvListener whih alls LibSLP funtionSESSI_SLPDeregFilter that loses the ontrol message soket. When SLPDnoties that the soket is losed it removes the SrvAdvertisement listener. Thelistener registration and deregistration are illustrated in Figure 8.The SIP servie used in Wesahmi is registered with ID finnair and attributeevent that ontains the name of the event to whih it an subsribe to. The SIPdaemon may use SD Module funtion SD_getAttribute to obtain it separately.

Figure 7: Registering and unregistering servies for PD7 Infrastruture: SIPIn WeSAHMI SIP is used for registering to the servies of a servie provider,e.g., Finnair, and for reeiving event noti�ations. Client must �rst subsribeto server to tell that it is online, and willing to reeive event noti�ations. Aftersubsription lient reeives noti�ations about events that it has subsribed for.In the �rst phase these noti�ation arry information that some information hashanged and browser should refresh the viewed page.15



The server side must be able to proess SUBSCRIBE-messages for event�resoure-update�and send NOTIFY-messages. NOTIFY-messages will arrySOAP-messages in the body part of the message and the SOAP-message willhave more detailed desriptions of the event. Here is an example of SUBSCRIBEmessage.SUBSCRIBE sip:server.example.om SIP/2.0To: <sip:server.example.om>From: <sip:user�example.om>;tag=xfg9Call-ID: 2010�host.example.omCSeq: 17766 SUBSCRIBEMax-Forwards: 70Event: resoure-updateAept: appliation/soap+xmlContat: <sip:user�host.example.om>Expires: 600Content-Length: 0At the lient side there is SIP-daemon proess whih is responsible for han-dling the SUBSCRIBE/NOTIFY-messages. The daemon proess will reeive anSLP-advertisement to inform that there is a noti�ation servie available. Theadvertisement has the SIP-address of servie and the daemon proess may thendo a query for the attributes of this servie. The noti�ation servie will havean attribute that tells the noti�ation event type. When the daemon proesshas reeived the advertisment and made a query for the attributes it sends aSUBSCRIBE-message to the address that was in the advertisement with Event-�eld set to value �resoure-update�.The lient side has atually two proesses for handling SIP-messages. SIP-proxy and the SIP-daemon itself. This is beause we are using the distributed

Figure 8: Disovering servies with PD16



version of sip (dSIP) implemented in SESSI-projet and it has loal SIP-proxyson lient mahines. All the SIP-messages are sent and reeived through theloal SIP-proxy. If we wouldn't want to use dSIP the SIP-daemon and loalSIP-proxy ould be replaed by single SIP-daemon whih would reeive theNOTIFY-messages and send the SOAP-part of the message to the browser.
SIP-proxy

SIP-daemon

Browser

NOTIFY + SOAP

NOTIFY + SOAPSOAP

Figure 9: Proesses responsible of handling SIP and SOAP messages in thelient side.Noti�ation server reeives the SUBSCRIBE-message and after that it willsend NOTIFY-messages bak to the lient when there is some hange whih thelient needs to be noti�ed, e.g., hanges in �ights. These NOTIFY-messages alsohave an Event-�eld whih is set to value �resoure-update� and also a SOAP-body whih has a more detailed desription of event. Here is an example ofNOTIFY-message.NOTIFY sip:user�host.example.om SIP/2.0From: <sip:server.example.om>;tag=ffd2To: <sip:user�example.om>;tag=xfg9Call-ID: 2010�host.example.omEvent: resoure-updateSubsription-State: ative;expires=599Max-Forwards: 70CSeq: 8775 NOTIFYContat: sip:server.example.omContent-Type: appliation/soap+xmlContent-Length: 242<SOAP-body>The SIP-daemon reeives the NOTIFY-message (whih is reeived throughloal SIP-proxy) and by looking the value of the Event-�eld it knows how tohandle the message. SIP-daemon forwards only the SOAP-body of the messageto the browser appliation whih should be able to proess it. The SOAP-message is sent via a loal soket to browser. If the browser is not runningthe daemon will reate a new instane. In the ase the browser is running, thedaemon opens a new tab to the browser window. This ould be done, e.g., bygiving a ommand line parameters to the browser.The new omponents here are the daemon proess and server side applia-tion whih is able send SUBSCRIBE-messages and handle inoming NOTIFY-messages. In the �rst phase the server side an be a simple test appliation17



whih reeives SUBSCRIBE-messages and an send NOTIFY-messages by usersommand.The daemon proess will use a modi�ed version of the eXosip library forhandling SIP-messages and Servie Disovery module for listening servie ad-vertisements. eXosip is modi�ed to support dSIP.8 Infrastruture: SOAPSOAP-messages are arried in the body part of the NOTIFY-messages. SOAP-message itself ontains the detailed information aboud the event. Here's exampleof the NOTIFY-messageNOTIFY sip:user�host.example.om SIP/2.0From: <sip:server.example.om>;tag=ffd2To: <sip:user�example.om>;tag=xfg9Call-ID: 2010�host.example.omEvent: resoure-updateSubsription-State: ative;expires=599Max-Forwards: 70CSeq: 8775 NOTIFYContat: sip:server.example.omContent-Type: appliation/soap+xmlContent-Length: 242<SOAP-body>In NOTIFY-message there is Event-header �eld whih value is set to�resoure-update�. This header �eld indiates the type of the event whih re-eiver needs to know to proess it orretly. Content-Type header is set to value�appliation/soap+xml� to tell that the payload is SOAP-message.When the SIP-daemon reeives the message it heks the Event-header �eld.If it mathes to �resoure-update� it launhes the browser (if it is not alreadyrunning) and sends the SOAP-message to the browser via soket.In the �rst phase the SOAP-message ontained in the body has only infor-mation that something has hanged and the browser should refresh the userinterfae by retrieving the viewed page from the server. Later the SOAP-messages an ontain more detailed information about what has hanged sothat browser an update the user interfae only by using the information in theSOAP-message. The SOAP-message an now be something simple like<SOAP-ENV:Envelopexmlns:SOAP-ENV="http://shemas.xmlsoap.org/soap/envelope/"SOAP-ENV:enodingStyle="http://shemas.xmlsoap.org/soap/enoding/"><SOAP-ENV:Body><m:ContentChanged xmlns:m="Some-URI"><url>http://www.site.om/page.html</url></m:ContentChanged></SOAP-ENV:Body></SOAP-ENV:Envelope> 18



Figure 10: X-Smiles arhitetureIn the body-part of the SOAP-message there is a ContentChanged-elementwhih tells that something has hanged and user interfae needs to be refreshed.The url-element inside the ContentChanged-element tells the url-address whereto retrieve the page.9 Infrastruture: lient side9.1 X-Smiles XML browserX-Smiles1 is an open soure XML browser developed at the Helsinki Univer-sity of Tehnology. The main omponents of the X-Smiles browser an be di-vided into four groups: XML proessing, Browser Core Funtionality, MarkupLanguage Funtional Components (MLFCs) and ECMASript Interpreter, andGraphial User Interfaes (GUIs). They are depited in Figure 10.The ore of the browser ontrols the overall operation of the browser. It in-ludes browser on�guration, event handling, XML Broker, et. MLFCs handledi�erent XML languages and render the douments. There are several GUIsin the X-Smiles distribution. They are used to adapt the browser to variousdevies or as virtual prototypes, when prototyping ontent targeted to diverserange of devies. [20℄In WeSAHMI projet, we are using X-Smiles to render the UIs. We will useompound douments, whih onsist of XHTML, XForms, and SVG. XBL isused to tie ustom ontrols to the douments. X-Smiles is extended as a partof the projet to support required UIs. The extensions are disussed below.1X-Smiles, available online http://www.x-smiles.org19



Figure 11: XForms main aspets.9.2 XForms with SOAPXForms onsists of data instane, XForms model, and UI (f. Figure 11). Themodel modi�es the XML-based data instane. There an be more than onedata instane for a form. It is possible to sent data instanes and parts of themasynhronously all the time. Inputs and outputs of the UI are bound to elementsof the data instanes. Thus, the UI an be kept updated all the time.Sine SOAP messages are also XML-based, they an be used diretly as aXForms data-instane. In the form, it is possible automatially to add SOAPheader to the instane to be sent. An addition, a subtree of an instane an bemoved to another instane. Thus, a set of SOAP messages an be olleted toan instane and, on the other hand, a part of the instane an be extrated toa SOAP message and submitted.9.3 X-Smiles in WeSAHMIBy the summer, we will implement the interation with SIP daemon and X-Smiles browser. The interation is realized through the soket. At this phase,the daemon informs the browser that it should refresh the UI. For the userinterfae, we will use ompound douments by inlusion. That is, SVG elementsinluded diretly to an XHTML doument.Later, the SIP daemon will send SOAP messages through the soket andthe messages are used as a part of XForms data instanes as explained above.Thus, the whole interfae has not to be updated every something hanges. Someof the XForms ontrols will be replaed by ustom ontrols through XBL. Theontrols will be realized with SVG.10 Infrastruture: server sideThe server side infrastruture is depited in Figure 12. The server side ontainsprimarily the Web server. In addition, there is a need for Web Appliationserver, and later perhaps also a Work�ow server. The Web server is a standard20



Figure 12: Server side infrastruture.web server, whih stores the web pages of the use ase. The most ommon webserver is Apahe HTTP server, whih also an open soure server. Thus, it anbe used also in WeSAHMI projet.The Web Appliation server runs the atual business logi. The Web Appli-ation server provides the servie advertisement information to the SLP SA. Inaddition, it reeives the servie registration information from the SLP SA. Theweb appliation also proesses the SIP SUBSCRIBE and NOTIFY messages.After the SIP session has been established, the Web Appliation server an ex-hange SOAP messages with the lient. The Web Appliation server proessesalso the HTTP request, while the atual ontent omes from the Web server.For example, Apahe Tomat an be used as the Web Appliation server. Inthat ase, either Java Servlets or JavaServer Page an be used for oding theatual web appliation logi. In addition, interfaes to the SLP SA and serverside SIP user agent have to be developed (???).11 Seurity ConsiderationsSeurity is an important part of distributed system requirements in today'sworld. Authentiation and authorization play entral roles in servie provisionin both �xed and wireless environments. It is expeted that hybrid networksrequire novel seurity solutions, beause the assumption on the existene of adediated and stati seurity server must be relaxed for ad ho and peer-to-peeroperation.The seurity onsiderations presented in this setion are based on the airlinesenario desribed in this doument and we highlight the designs needed forseure operation in this environment. The airline senario is an example of asingle hop hybrid network. The seurity solutions needed for multi-hop hybridnetworks are based on similar onepts, but this environment is more omplexand requires further analysis.
21



11.1 RequirementsIn the airline ase, a number of servers o�er servies to mobile and wirelesslients. The servers may be loated on the �xed network, or they may employa single-hop wireless protool, suh as the wireless LAN protool, in order toommuniate with the lients. The interations in this environment have threephases: First, there is the disovery phase. Seond, there is a registrationphase. Third, there is the ommuniation phase, whih is either lient-driven orserver-driven. In lient-driven ommuniation, the lient requests information,whih is provided by a server. In server-driven ommuniation, a server pushesinformation to the lient terminal.The basi requirements of the seurity solution are as follows:
• Model for user/lient identities and their federation.
• Authentiation of lients at servers.
• Authorization and aess ontrol for authentiated users.
• Authentiation of servers and ontrol messages at lient systems.
• Con�dentiality of lient interests and delivered ontent.
• Basi Denial-of-Servie attak prevention both at lients and servers. Se-ure push funtionality.The non-funtional requirements are as follows:
• Identi�ation and elimination of performane bottleneks.
• The employed solutions should be energy-e�ient.
• The solutions should impose minimal state requirements for nodes.
• The solutions should integrate well with the X-Smiles browser and the SIPand SOAP seurity models.11.2 Building Bloks for SeurityThe basi seurity building bloks are provided by the di�erent standardiza-tion organizations, namely W3C and IETF. A key observation is that seurityis needed on multiple layers. Basi network and transport-layer seurity en-sure data on�dentiality and they may also be used for mutual authentiation.Session and appliation layer seurity is needed for environments with multipleseurity domains, for example, environments with gateways and di�erent servieproviders.11.2.1 End-to-End MeasuresTransport Layer Seurity (TLS) provides session-layer seurity with mutualerti�ate-based authentiation. IP Seurity (IPse) and Internet Key Exhange(IKE) (RFC 2409) may be used to set up seurity assoiation for network layerseurity. The Host Identity Protool de�nes a namespae for hosts that is basedon publi keys and integrates this new namespae with the transport layer APIsand network layer seurity. 22



11.2.2 SIP SeuritySIP seurity solutions leverage S/MIME, digest authentiation, and transport-layer seurity. The digest mehanism is the SIP baseline tehnique for authen-tiation. S/MIME enryption requires that the publi key (X.509 erti�ate) ofthe reipient is known. S/MIME may also be used to enrypt the payload ofthe Session Desription Protool.11.2.3 Web Servies SeurityW3C has a number of XML-related seurity spei�ations. The base spei�-ations are the XML Enryption and XML Signature, whih allow �exible en-ryption and signing of elements in XML douments. The signature operationis more di�ult of the two, beause of hallenges in XML doument anoni-alization. These two spei�ation may be used with the SOAP protool, forexample, for �exible header-based seurity.The WS-Seurity spei�ation de�nes the SOAP seurity header [14℄. SOAPmessages an ontain seurity tokens with authentiation information. This kindof support is needed for oping with multiple seurity ontexts.A seurity token represents a set of laims. In the WS-Seurity model atrusted third party, the Seurity Token Servie, issues these tokens. A seuritytoken may be self-generated, as in the ase of username/password, or it may begiven by a trusted third party.The seurity tokens should be signed and enrypted. In this ase, the WS-Seurity model prevents unauthorizes aesses and modi�ations also in thepresene of untrusted intermediaries.A standard Web servies interfae is needed for reating, exhanging, andvalidating seurity tokens issued by other domains. This is spei�ed in WS-Trust [12℄. In addition, a set of onrete seurity poliy douments are neededthat allow sites and servies to doument their seurity requirements. A seu-rity poliy might require that a message should be enrypted using a spei�algorithm and have a ertain key length.There are two interation models for establishing trust. First, we have thepull model and then the push model. In the pull model, the reeiver ontats aseurity token servie when it reeives a token. In the push model, the senderontats the token servie and obtains a signed token. In this latter ase thereeiver does not have to ontat the seurity servie. The Kerberos TiketGranting Tiket (TGT) is an example of the latter strategy. The push modelis more e�ient in terms of network operation, but the signed tokens may berevoked. The revoation requires that the token servie is ontated at somepoint.Using asymmetri ryptography in eah message is omputationally demand-ing. The WS-SeureConversation [11℄ spei�ation de�nes a session-key-basedmodel for WS-Seurity. The model is based on Seurity Context Tokens issuedby servers or generated by the requesters. The SCT ontains a shared seret.Eah Web servie endpoint implements a trust engine that understands theWS-Seurity and WS-Trust model [12℄. For the hybrid network environment,eah peer must implement a trust engine and be able to proess seurity tokens.
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11.2.4 Identity FederationWS-Federation de�nes a federated identity and mehanisms to broker and feder-ate identity, trust, and laims about them [10℄. Single-sign-on means the abilityto use federated servies without reauthentiation by signing into one of thefederations.In addition to WS-Federation, the Open Mobile Alliane (OMA) has de�neda system for identity-federation [1℄.11.3 Seurity Spei�ation11.3.1 OverviewFigure 13 presents an overview of the interations in the airline ase. In the�rst phase, the terminal reeives an SLP advertisement from the gateway. Theadvertisement message is signed. The lient authentiates the servie using apre-installed erti�ate (2).Then, the lient aesses the servie URI that is spei�ed in the advertise-ment (3). This may be standard web browsing or multi-hop message-basedinteration. In the former ase, TLS is used for end-to-end seurity. In thelatter ase, either SIP (S/MIME) or WS-Seurity needs to be used for seurity.The servie authentiates and authorizes the lient. Authentiation may beperfomed through hallenge/response, lient signature, or a seurity token. Theservie aess results in the desired ontent or an authentiation failure (5).
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Figure 13: Overview of interations.11.3.2 Bootstrapping TrustA key design hoie in the seurity spei�ation is how trust between lientsand servers is bootstrapped. Clearly, a solution is needed to enable the mutual24



authentiation of these di�erent systems. In the �rst prototype, trust is estab-lished through digital erti�ates issued by a trusted third party. This is theonventional way of enabling seurity in web browsers.Currently, the requirement for end-user erti�ations is seen as a serioussalability limitation in a distributed system. End-user erti�ates are di�ultto provide and maintain on a global sale. Self-signed erti�ates avoid thissalability limitation, but are prone to man-in-the-middle attaks.One key assumption that we need to make is whether or not random en-ounters should be supported. Man-in-the-Middle (MiM) attaks annot beprevented unless trust is bootstrapped somehow. For some senarios, ssh-likeseurity is enough. This type of approah an be used to ensure future trust inan entity.The following three trust obvervations form the base of the proposed seuritysolution.
• Servie and gateway erti�ates are shared by all entities. Certi�ates areissued by a trusted third party.
• Client terminals have a self-signed erti�ate or a erti�ate issued by atrusted third party. In the former ase, appliation-level interation isrequired to verify identity. In the latter ase, these are known to thegateway and the servies. In both ases the lient erti�ate is used forauthentiation and message seurity.
• For message intensive operation, a temporal session key may be derivedusing asymmetri rypto to improve performane.11.3.3 Client SeurityFigure 14 illustrates how a lient ontats a server and the server veri�es theidentity of the lient. The interation proeeds as follows:
• Client ontats server using a seure onnetion (TLS) (1-2).
• Server erti�ate is veri�ed. The lient may also issue a self-signed erti�-ate that asserts its SIP identity (3).
• Client aount is veri�ed. The server needs to know the lient SIP URIfor push funtionality. Alternatively a phone number for SMS / emailaddress is needed. The SIP URI will then be the identi�er of the user.
• The server issues a reverse-routability test message (4). The lient mustrespond suesfully to this message in order for the aound to be ati-vated. This test ensures that the lient is reahable through the SIP URIit has provided (5).Seurity tehniques used for subsequent ommuniations depend on the em-ployed protool. The transport onnetivity is proteted using TLS and thissupports seure web browsing. Any SIP messages between the lient and theserver are signed and enrypted.For subsequent messaging, eah message needs to be transmitted over SSLor enrypted and signed separately. This may be optimized by generating atemporal session key as follows: The server sends a signed message to the lient25
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Figure 14: Bootstrapping lient identitythat ontains a temporal symmetri key. The servies authentiate the lientusing this temporal key. The key has a life-time after whih the lient mustretrieve a new key. The key generation mehanism should guarantee perfetforward serey. After the temporal symmetri key is established between thelient and the server, publi key rypto is not needed for messages betweenthe systems, but rather eah end-to-end ommuniation is enrypted using thesession key. If the session is key is expired, the server may push a new sessionkey to the lient.11.3.4 Gateway SeurityThe gateway may or may not be a trusted entity. The SLP advertisementmessages broadasted by the gateway may be seured using S/MIME or usingsignatures. This requires that the publi key of the gateway and the serverproviding the advertised servie are known. If the gateway simply advertisesservies, it is enough to verify that the advertised message is not bogus.11.3.5 Seure PushFigure 15 illustrates seure push. A servie sends a push message to the lient(1). The lient is identi�ed using a SIP URI. The server should have previouslyveri�ed using some mehanism that this SIP URI belongs the the intendedreipient.The lient veri�es the push message (2). Sine asymmetri rypto is om-putationally expensive it is also possible to use HMAC here to drop bogusmessages. The message signature is heked and if the hek fails the messageis silently dropped. Otherwise, the lient terminal aepts the message and itis proessed aording to the loal message proessing rules.In the airline senario, the push message results in a web resoure being used(3). This entails also some level of lient authentiation and authorization (4)at the server. Finally, ontent is delivered for legitimate lient systems (5).26



Push messages are handled by the seurity system and they are passed tohigher levels only after their authentiity has been established.
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Figure 15: Seure push11.3.6 On AttaksIn the hybrid environment a maliious entity may attempt to disrupt a servie.Typial attaks inlude registration hijaking, server impersonation, messagedropping, and message tampering.Given the losed nature of the airline senario and that an out-of-band trustmehanism is employed, it is di�ult for an attaker to impersonate a server,hijak sessions, replay messages, tear down sessions (injet BYEs), or tampermessages. These attaks beome di�ult when the servie revolves around aknown servie, whose erti�ate is trusted, and the well-known authentiation,enryption, sequene number tehniques are used.However, an attaker may disrupt the ommuniation in various ways bydropping messages, injeting bogus messages, and simply �ooding the network.SIP reates a number of opportunities for distributed DoS attaks. Espeially,the SIP tehnique of forking may result in a message being repliated to multiplereipients.11.4 Implementation PlansThe �rst prototype is implemented without seurity features. The prototypeis then used to study the environment and the airline senario. Subsequentimplementation work fouses on seuring the SLP advertisements, mutual au-thentiation of the lient and server with Web browsing tehniques, and seuringSIP push messages.The implementation of the lient authentiation mehanism is an importantpart of this work. The simplest strategy is to use TLS and username/passwordfor browsing and server erti�ate for SIP push messages. A more advanedimplementation uses a lient erti�ate for authentiation, and seurity tokens27



for messaging. Any lient authentiation solution needs to be ompatible withthe X-Smiles browser.12 Detailed appliation-level desriptionFigure 16 gives an overview of appliation funtionality in the �ight hek-inservie ase.Appliation exeution starts with bootstrap phase (1). The appliationserver requests that the gateway starts to advertise the hek-in servie (messageSLPPassiveReg(CHECKIN_SRV), where CHECKIN_SRV stands for the URLand servie parameters of the servie). The Gateway will start to broadast pas-sive servie advertisements in the ad-ho network. Eventually the mobile devieof a passenger will reeive an advertisement (SrvAdvertisement). The SLP dae-mon proess in the devie forwards the servie URL to the SIP daemon proessthat sends a SUBSCRIBE message to the appliation server.After the bootstrap, the appliation server an push the front page of thehek-in servie to the passenger (2). This is aomplished using a SIP Notifymessage that arries a SOAP message instruting the browser to load the hek-in front page. The page asks the passenger whether he wants to hek in on his�ight.When the user selets the positive option, the atual hek-in page is loaded(3). Here the passenger supplies the relevant information, suh as number ofbaggages. In return, the user reeives his eletroni boarding pass together withinstrutions on where to drop baggage.When the appliation server reeives a noti�ation that the baggage has beendropped2, boarding instrutions are pushed to the passenger (4). This inludesinformation on how to �nd the seurity hek point and the gate.Later the system reeives information that the �ight has been delayed. A�ight status update is thus pushed to the passenger (5).The pre-�ight interation ends when the appliation server reeives a noti�-ation that the passenger has boarded.The interation depited in Figure 16 orresponds to phase 1 funtionalityof the WeSAHMI infrastruture. Later in the projet it will e.g. be possible tosend partial view updates to user terminals.13 Implementation sheduleCurrently the implementation shedule is divided into two phases:1. Initial phase: funtionality to be ompleted by the summer of 2006.2. Final phase: funtionality to be ompleted during the rest of the projet.Initial phaseThe funtionality to be ompleted in the initial phase orresponds to that de-sribed in Figure 16 in the previous setion.2The availability of suh information is not known. This noti�ation is not essential, butmakes the interation smoother. 28



Figure 16: Sequene diagram of appliation behavior.By the summer we will have ready an implementation that is able to boot-strap the SIP servie for an arbitrary mobile node.Final phaseThe �nal phase will be divided into subphases after the ompletion of the initialphase. Some of the planned improvements are desribed in the following. Thisis, however, not a omplete treatise of the overall tehnial goals of the projet.The Web Appliation server an be partly replaed by a Work�ow engine.The idea is that the business logi is expressed using some work�ow modelinglanguage, whih is then exeuted in the Work�ow engine. The Work�ow enginereeives SOAP/SIP messages, proesses them aording the modeling languageand sends further messages. It also keeps trak of the di�erent ativities, ativeproesses and their stage. This simpli�es the development and maintenane ofomplex business proesses.
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