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C = client
P = provider/verifier
V = validation server

E: chain complete
A: P asks for online check
        authorisation from C, 
             unless it was provided
                  together with CHAIN
                          or is not needed

E: P got
   authorisation
   certificates
   (Certificate 1)

A: for each online check
   in CHECKS:
   P negotiates SA with V
   if SA does not exist,
   makes a reservation

E: all reservations
   okay or no online
   checks

A: for each online check
   in CHECKS:
   P sends a signed
   request to V,
   asking to commit
   the reservations

E: event

A: action

(initial
state)

E: C 
contacts
P

A: SA negotiation
   b/w C & P

E: negotia-
   tion failed

E: negotiation
   successful

A: C sends service
   request and
   certificate
   chain CHAIN
   to P

E: SA b/W C & P exists
   and has sufficient
   lifetime
A: C sends service
   request and
   certificate
   chain CHAIN
   to P
(Message 1)

E: CHAIN
   incomplete

A: P sends
   request to
   resolver

E: no more relevant
   certificates

A: P says NO
(300,301,
303,304)
to C

E: found more
   certificates

A: resolver sends
   certificates to P,
   P may add to CHAIN

E: error, did not
 get authorisation

A: P says NO (300,302) to C

A: P asks
   C if
   should
   retry

E: C says no retry

A: P sends CHAIN to C if P completed it,
P asks V to cancel successful reservations

E: C says
should
retry

A: P waits a
moment, then
tries to reserve
checks not
yet reserved

Reserve phase

Commit phase

E: all commits
   okay

A: P gives service to C,
   and says YES (200)

E: critical failure:
   some commits failed
A: P reports error (5xx) to C

A: P asks C if should
   attempt to recoverE: C says

   no recovery

E: C says should
   try to recover

A: set list of online
   checks CHECKS to
   contain all checks
   in CHAIN

E: some
   reservations
   failed

E: all
failures
because
already
reserved
and
retries
left

E: not all failures
because already
reserved

A: P sets CHECKS to contain
   those online checks
   whose commit failed

E: there are no
   retries left

E: there are
   retries left

E: no SA b/w C & P

E: all reservations okay

E: not all failures
   because already
   reserved 

          OR

           there are no
           retries left

E: some
   reservations
   failed

E: all failures
   because already
   reserved and
   retries left

A: P waits a moment,
   then tries to
   reserve checks
   not yet reserved

E: reservations to commit
E: nothing to commit

A: P says NO
   (500) to C

A: for each online check
   in CHECKS:
   P negotiates SA with V
   if SA does not exist,
   makes a reservation

Reserve phase

A: for each online check
   in CHECKS:
   P sends a signed
   request to V,
   asking to commit
   the reservations

Commit phase

A: P says NO
   (300,305)
   to C

           A: P
      says NO (300,
400) to C, and sends
CHAIN with reason
codes if verbose

(final
state)
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(initial
state)

A: SA negotiation
   b/w P & V

E: negotiation
   failed
A: return NO
(305)
(connectivity
problem)

E: negotiation
   successful

E: timeout
   (no reply)
   AND
   authorisation
   exhausted
A: return NO (305)
   (connectivity
   problem)

E: V said YES (200,210,211)
   (reserved) (Message 5)

A: return YES (200,210,211)

E: no SA b/w P & V

E: SA already exists

A: P sends
   reservation
   request to V
   (Message 2 or 4)

E: V said YES (201)
   (approved) (Message 3)
A: remove the passed
   check from CHECKS,
   return YES (201)
   as a signed 
   message

A: return NO
   (4xx)

E: V said NO (4xx)
   (Message 3 or 5)

E: timeout (no reply)
   AND
   authorisation still valid
A: resend the request

E: V said
 NO (3xx) 
    (Message 3 or 5)

A: return
NO (3xx)
   (validity
      unknown)
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E: V said NO
   (Message 7)

A: return NO
   (5xx)

E: V said YES (2xx)
  (Message 7)
A: return YES (2xx)
   as a signed
   message

A: P sends V
   a signed
   commit request
   (Message 6)

E: timeout (no reply)
   AND
   authorisation still valid
A: resend the request

E: timeout (no reply)
   AND
   authorisation exhausted
A: return NO (305)
   (connectivity
   problem)

(initial
state)
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