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Fastnetwork conrectiors have madeit possible to develop truly distributedapplicatiors.
TheFinnishuniversitynetwork FUNET'sbackbonehasrecently upgradedto 2.5GB mak-
ing it oneof the world’s fastes reseach networks. Thesefastnetworks have shatened
the conceptua distarcesconsideraly which in turn hashasenedthe globalizaion of the
sociey andthe new society hasbrought along new problems.

In small communties, the membersof the community were identified based on their
names. The peopk knew eachothe beforehandand basedtheir trust on eachothe on
thatknowledge. A certralized compuer systen is a bit similar to a smallcommunit in
a seng that the idertity of the persm is known at leaston somelevel. However, in a
network, which crossesnational borde's, namesno longer provide sufficient information
on which trust could be based Therebre, merenamesshout not be usedasa bass of
trustdecisonsin widely distributedsystems.

Furthermoe, theidentity of the useris usudly not the essatial propety which we want
to know. Instead,the principal queston is the authaity of the user Various reseach
projeds have supprtedthis appraach. A more expressve and extensive andyet secure
way to de<ribe authorization informationis needel.

Onesuchmethodfor expressingtrug relaions and authorization information are SPKI
certificaes. Certificates bind authorizaion information directly to a public encryption
key instead of first identifying the pern andthen cheding the auttorizaion. Recer
studies have shawvn thatan encryption key is a far morereasmablepieceof informaton
to beusedasthe bask of recaynizing informationthana persons name.

In this thess | presenta study of the problems concening physcal accessontrd. In a
large setting, a certral adminidration of accessontrol is impossble becaseit canscale
up only to certan numberof users Thedistribution of the managemetnis thereforere-
quired Further different partsof the orgarization might have differentrequiremens for
accesgonrol. Thenew oppottunitiesandfeaturesof a distributed accessontrol sysem
arecompaedto thecentalizedsoluion. Thebendits of distributing boththesecuity pol-
icy manag@mentandaccessontrol permisson evaluaion aredisaussedandpointed out.
The new systen is even beter thanthe old oneandactualy offers new advantages.The
privagy of the uses is maintanedandthe berefits of the distribution of the managment
tasksgivesa moreexpressive tools for maintairing orgarization secuity.
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SPKI, privagy protection
Language: English
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Nopeattietoverkot ovat mahddlistaneethajautettyjen sovellustenkehttdmisen. Suomer
yliopistoverkko FUNETn runkoverkko onjuuri pawitetty mahdolistamaar2,5 GB siirto-
nopewen joka samala tekee siitd yhden maailmannopemmistatutkimuskaytssaole-
vista verkoista. Nopeat maailmandajuist verkkoyhteydet ovat samallalyherntanee
etaisyksia ja nopeuttaneet yhteiskunman globalisadiota. Tama kehitys on kuitenkin
tuonu mukananuusiaongemia.

Ihmiset elivét aikaissmmin pienissayhteisoisa, joissa miltei kaikki tunsivat toisensa
nimelta. Ajan myétaihmisten valille oli syntynyt erilaisia luottamussuhgita. Keskitdty
tietojarjestéma on jossan maarin verratavissa téllaiseenyhteisoon Keskiteyssajar-
jestemassakayttajat voidaantunnistaa heidin nimens tai kayttgatumukseansa perus
teella Tamaei padeendavaltakunnan raja ylittavientietoverkkojen suhte@. Nimi tai
kayttgatumusei endétakaa riittdvaainformaatida luottamussuteiden pohjksi.

Kayttajan tunnistaminerei yleerséole tavoiteltu asia Sensijaan tairkedmmassa@semassga
ovat kayttgan oikeudetja valtuudet. Viimeisimmattutkimustulokset osoitavat etta tal-
lainenlahestymistga on parempikuin ideniteettiin perusuva. Kayttgien valtuuksiaon
pystyttava ilmaisemaanjoustavammin ja hienosyissmmin kuin mihin kayttajatunnulsia
soveltamdla pystyttaidin.

Eras tallainen menetelméovat SPK sertifikaatit, jotka sitovat valtuudet suoman
julkiseensalalrjoitusavaimeenidertiteetin sijasta. Julkinensalakrjoitusasain on nimeg
mielekkdadmpitapa esiintya tietoverkoissa.

Olentutkinut diplomitydssanifyysiseenpaagynvalvontaanliitty vid ongemia. Keskitety
paasywvalvontaei ole riitt a&vanjoustava ratkaisu,mikali orgarisaatbn koko kasvadietyn
rajanyli. Tamanvuoks myoéspaasywvalvonnan hallinnoirti on hajauettava. Organisaa-
tion eri osilla saatta liséksi olla erilaisia, toisistaan poikkeavia tarpeita ja vaatimulsia
paasywvalvonnan ja soveltamansdietoturvapditiik an suhteen. Olen vertaillut hajaue-
tun paasywvalvonnan mukaraantuomia uusiaominaisiuksia kesktettyyn ratkasuun ja
nostanut esiin hajauuksenmukaraantuomiaetya. Hajauettu toteuus osottautw yhta
hyvaks kuin vanha keskietty ratkasu ja hajautuksen myota saautetaa merkittévia
etuja. Kayttgien yksityisyydensuoj sailyy ja hajautukseen myoétaorganisaéion eri osien
turvallisuuspagyrvalvonnanosaltavoidaantaatapaljon paremminkuin aiemmin.

Avainsanat: valtuutus paéasymalvonta, hajautettu jarjestelma, serti-
fikaatti, SPKI, yksityisyydensuoja
Kieli: englanti
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Glossary

+
kAlice

kAlz'ce

AC
ACL
ACM

ACMS

attack

Thepower setof A, i.e. thesetof all subset®f A.

An encryptedmessage = e(k,m). Also calleda cipher
text.

An encryptiontransformatiorusingthekey & to encryptthe
andmessagen. Thecorrespondinglecryptiontransforma-
tionis d(k, c).

A userentity e, which belongsto the securitydomainof
CertificationAuthority CA,.

A one-way hashfunction.
A MAC calculatedusinga secretkey k for amessagen.
A hashvalueof amessagen.

A universalencryptionor decryptionkey whichis notspec-
ified in moredetail.

Alice’s public key in a public key cryptosysem.

Alice’s private key in apublickey cryptosystem

A messageavhichis transferrecbver anuntrused network.
AccessControl,alsoAttribute Certificate
AccessControlList

AccessControl Manager The personwho definesandad-
ministerstheaccessontrolin anorganizationalnit.

AccessControl ManagemenSystem. The whole system
whichincludegshetechnicakolutions,securitypolicies,ad-
ministratas, andend-users.

An actiontakenby amaliciousintruderthatinvolvesanex-
ploitation of a vulnerabilty (or several vulnerabilties) in
orderto causeathreatto occur

viii



CA

Cartesian product

Cryptosystem

DAC

DN

DNS
DSS
GUI
IEC
ISO

ITU-T

MAC

Party

PDA
PKC

PKI

RFC

CertificationAuthority, a network noderesponsibldor es-
tablishing and giving statementaboutthe authenticity of
public encryptionkeys.

Giventwo setsA and B, the Cartesiarproductis the setof
all orderedpairs(a, b) wherea € A andb € B. Also called
acrossproduct.

A setof cryptographigrimitives,plaintext, ciphertet, key-
spacegencryptinganddecryptingtransformationsvhich as
awholeprovide securityservices.

Discretionary AccessControl. A set of accesscontrol
mechanismsvhich end-useherselfcansetor define.

DistingushedName. A nameusedin X.509 certificates
whichis assumedo be uniquefor everyindividual people.

DomainNameSystem

Digital SignatureScheme
GraphicalUserInterface
ISO/InternationaElectrotechnicaCommisson
InternationalStandard©rganization

InternationallTelecommuicationUnion— Telecommuita-
tion Standardizatioisector

1) MandatoryAccessControl. A systerawide setof ac-
cesscontrolmechanismsvhich the end-usercannotaffect.
2) MessagéiuthentcationCode.

A network nodepatrticipatingin a transactiorby carrying
outsomeprotocol.

PersonabDigital Assistant

PublicKey Certificate.In context with X.509, the standard
andRFCsdefinepublickey certificateto beanobjectwhich
bindsa public key to adistinguishedname.

Public-Key Infrastructure a certificatesystem,whereyou
canhaveacertainamounif assurancéhatyou have avalid
public key of someprincipal.

Request-or Comments A setof de-facto standardson-
cerninglnternetandinternetprotocols.



SD

SHA
SSL

TCB

TeSSA

threat

TTP

UML

vulnerability

SecurityDomain,a systemcontrolledby onesingleauthor
ity to which every nodein the systemtrust.

SecureHashAlgorithm

SecureSoclet Layer A public key cryptographymethod
usedwidely in WWW-browsers.

TrustedComputingBase.Thehardwareandsoftwaremech-
anismswhich enforcethesecuritypolicy of agivensystem.

Telecommunicatio Software SecurityArchitecture,an ar-
chitecturewhich hasbeendefinedandstudiedin HUT.

Any potental occurrencemnaliciousor not, thatcanhave an
undesirablesffect on a computersystem

TrustedThird Party, apartyof aprotocoltrustedby all of the
protocolparties,which canbe usedasa verifier of correct
protocolexecution.

Unified ModelingLanguage

An unfortunatecharacteristicen a computersystenmwhich
makesit possibé for athreatto potentialy occur
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Chapter 1

Intr oduction

After thesocalledcold war betweerthe supermpowersended spying andnational
espionagédasnowadaysconcentraten stealingbusinesssecretsandcorporate
informatian insteadof military secrets.Informationandknowledgeis becoming
the mostvaluableassetin businessmaking. Therefore,companieshave much
moreinterestin controllingwho canenterto the compary facilities.

Theveryfirst layerof the overall securityof an organizations the organizational
andadminidrative security[79]. Physicalaccessontrolto thefacility is the key
methodto ensurehatonly authorizedoersonnetanwalk in to thecompauy.

1.1 Motivation

Todayit is becomingmorecustomarythatevery actiona persontakesin a digital
ervironmentis linked with the identity of the person.Most of the accessontrol
decisionsare basedon the identity of the person. The developmentwhich have
leadusto the currentsituaton may have startedn the history of mainframecom-
puters. To accesgshesemainframespne neededa usernameanda passverd to
authorizeoneselfto usethe mainframe.

In a centralizedsystem identificationbasedaccesontrol wasadequate How-
ever, in a distributed system the plain identity tells very little of the accesger
missonsthe personhas. A moregeneralconceptknown astrust managements
neededo expressthe variousaccespermissios a personmight have in a net-
workedsystem

While increasinglymoreactvities of the societycantake placeremotelyby us-
ing Internet,the generalpublic is highly unavare of the cleartracesthey leave
behindin the network. However, this appliesalsoto the physicalworld. Credit
cards,magnetickeys, all of these whenthey areimplementecktlectronically are
basedon identity astherecognizingnformation The city of Espoohasrecently
launcheda project of 'memberof-the-city-card’which allows various services
like payingthe bus trips with the card. Basedon identity, this new cardmakesit



1.2. ORGANIZATION OF THIS THESIS

possilhe to collectinformationwhenandwhereindividual peopleusuallytravel.
Still, the basictaskis to paythetrip, not to leave traceswherewe aretraveling.
Personaprivacgy is widely acknavledgedasanintrinsic value[55, 73] andshould
be carefullyprotected.Technologyshouldmake our everydayliving easiernotto
createan Orwelliansocietyasa sideeffect.

In this thesis,we have studiedthe possibilty to leave theidentitiesasideandex-
pressthe physical accespermissonsin the form of certificateswhich bind the
authorizatiordirectly to public key insteadof any name.Our goalis to shav that
physcal accessontrol canbe implementedsafelywithout unnecessaridentifi-
cationaspartof theprocedure.

1.2 Organization of This Thesis

The restof this thesisis organizedasfollows. Chapter2 introducesthe tradi-

tional building blocksof securityin distributed systems.Chapter3 discusseshe

trustasa phenomenom humanrelations.It describeswo commontrustmodels
usedto securecommuicationsover untrused networks. Finally, it presentghe

recentresultsof trustmanagementoncept.In Chapter4 variousformsof digital

certificatesare studiedandcomparedo eachother The lastpartof the Chapter
introduceghe cryptologcal methodswvhich areappliedin certificates.Chapters

studieghe problemsof accessontrolon ageneralevel andthengoesinto phys-
ical accesontrolin moredetail. Traditional,centralizedversionof accesson-
trol is describedandanalyzed A distributedsolutian is introducedandcompared
againsthecentralizecone.Chaptei6 describe®ur proposedolutian to the prob-

lem. Differentsubproblem®f physicalaccessontrolaredescribed.Finally, an

exampleof an accesscontrol decisionis walked throughas a demonstratio of

how our solutionworksin practice.Chapter7 discussstheexperience®f imple-

mentingthe accesgontrol systemandevaluaesthetoolswhich wereusedin the

developmentprocess.

1.3 Notations Used

We usethe following notations and naming cornventions in this thesis When

we discusscryptographigorotocols,partiesof suchprotocols,andcryptographic
applicationprogramswve namethepartiesanduserausingEnglishfirst namedik e

“Alice”, “Bob”, “Carol”, etc.

File namesand class namesare written with fixed width font, for example:
letc/p asswd. Classnamesarewritten in capitalinitials, for example: My-
Class .

Certificatetagswhich denotepermissioninformatian are written in SansSerif
font, for example:my-permission-tag.



Chapter 2

Distrib uted SystemSecurity

A distributedsystems agroupof computerghatareconnectedo eachotherwith
somekind of network. Thesecomputersareusuallycallednodesandthey com-
municatewith eachotherthroughthe network. However, nothirg is presumed
aboutthereliability of the network. In otherwords,we cannotrely thatthe mes-
sagewe sentto somenodewill be receved by that node. This meansthat the
transportmedium,i.e. the physicalnetwork installaton - routers,switches,ca-
bles,andsoon- is unreliable. Evenif the destinatiomoderecevesour message,
we still cannotbe surewhetherthe messagevastamperedor whetherthe mes-
sagewas alteredwhile the messagevasbeingroutedto the receving node. In
this casethe network connections saidto be untrusted

Theseproblemgaisetheneedfor distibutedsystensecurity i.e. anumter of dif-
ferentsecurityserviceswhich guaranteghat our messagevill be securelytrans-
mittedto its destinaibn. Therearea numberof differentwaysto divide the secu-
rity servicegnto differentgroups.Amorosodefinesthreedifferentsetsof threats
to the distributedsystem[1]. Thesethreatsaredisclosue (compromsing confi-
dentiality), integrity (compromisng content)and denial of service(compromis-
ing availability). Disclosureof informationcausesan unauthorizegartyto gain
knowledgeof the informatian beingtransferred. Integrity meansthat the infor-
mationremainsunalteredduringtransferthroughnetwork. An attackwhichaims
to a denial of servicethreatto occut resultsa situatian in which the requested
informatian is notavailable.In suchasituation,eventhe authorizedhodescannot
gettherequestednformatian.

Thesethreesecurityaspectsare usuallyunderstoodo be the threebasicdimen-
sionsof computersecurity[83]. Any two of thesecannotbe usedto expressthe
third one.However, therearea few moresecurityfunctionsthatcanbethoughtas
meando achieve confidentiality integrity andavailability.

Nikanderlists the more detailedlist of securityservicesto be availability, con-
fidentialty, integrity, identificaton, authorization, delegation authenticaibbn and
non-repudiaton [51]. An additionalfunction,whichis oftenmentianed,is access-
control. Usingthe basicservicedisted above, access-contrdk understoodasa



2.1. CONFIDENTIALITY

combinaton of identification andauthenticatia. In the next sectionswe briefly
describehetermsandconceptdistedabove.

2.1 Confidentiality

Confidentialitywasthefirst thingaddressedhentalkingaboutcomputersecurity
or securityin general.Confidentialitymeanghattheinformationbeingsecuredn
a network nodeis availableonly to legitimate userswho have theright to access
theinformationin that particularnode. Thusunauthorzeduserswill never have
accesgo confidentialdata.

Cryptographiamechanismsrethe mostcommonmeango ensurethe confiden-
tiality of information[30]. If we wantto be surethatnobodyotherthanuscan
accessnformationwe wantto keepsecretwe canencryptour datausingsome
cryptographialgorithmandstoretheencryptednessagéo our computeisystem.
An outsiderwho doesnot know how to decryptthe data,i.e. doesnot know the
correctdecryptionkey, seegustgibberish.

Let ustake anexampk from thebusinesavorld. Assumethata largetelecommu-
nicationscompauy is developing a brandnew mobile phonethatis muchsmaller
andhasmuchlower power consumptia thanoldermodelsor any othermanufc-
turer's models. This researctanddevelopmentdatais crucialin the sensehatif
the dataof the new mobile phonewasstolenby someof the compary’s competi-
tor, the financialloss shouldbe hugefor the compaly thatinvestedin research
of the new telephone.However, if the compaly encryptsthe informationusing
cryptographicallystrongmethodsthe lossif the datawould be stolenwould be
zeroassuminghethief cannotfind outhow to decryptthe stolendata.

2.2 Integrity

Although our datahasbeensecuredy encrypting,we arenotfinished.Consider
adomainnamesystem(DNS) asanexample.ln orderto work properly the DNS
entriesmustbe correct. Let us assumédhat someonénasaccesgto DNS entries
which sheis goingto alterin a maliciouspurpose.Theintrudercouldchangethe
entryin awaythatanlP numberassociatedvith hostname saywww.bank. com
would now be associatedo the intruders own sener which is only pretending
to be the actualsener of the bank. In this case,the userof the bank services
accessinghe sener throughthe web cannotdistinguishthe fake bankfrom the
realoneif theintruderssener actsjust like the real one. Now the intrudercan
collectall informationthe unsuspctingusergivesandthenusethe pass-phrases
or numberdo accesgheusersaccounin therealbank. If tamperingof the DNS
tablesis possble, we saythattheintegrity of thetablesis compromsed.



2.3. AVAILABILITY

In practice,theintegrity of information canbe achiezed by usingone-way hash
functionsand messageauthenticatiorcodes(MAC). Hashfunctionswill be dis-
cussedn moredetailin Section4.4.3andMACsin Section4.4.4.

2.3 Availability

Availability meanghatthe network nodeis functioningproperly i.e. it canoffer
the serviceso the othernodesin somefinite time period. The conceptof avail-
ability, or of denialof servicethreatwasdefinedby Virgil Gligorin 19841, 49].

Until todaythe main securityfunctionsare consideredo be confidentialityand
integrity. However, computemetworks are becominga moreandmoreessential
partof large, multinaional companiesFor example,acompary which hasoffices
andagenciesn mary countriesall aroundtheworld, needsa securenetwork con-
nectionsbetweenits offices. A situaton wheredistantofficeswereunreachable
due somenetwork problemswould be nearlyunbearable At leastsucha break
wouldcauseconsiderabléinanciallosses Thusavailability hasbecomeoneof the
mostessentiahspect®f securityasconfidentialityandintegrity have previously
been.However, availability is quite hardto guaranteeProtectionagainstvarious
kindsof attacksagainstvailability is very hard. Suchattackscouldbe carriedout
practicallyfrom anywhere.Evenworse theseattackscouldbedistributedin such
amannerthattherearemorethanoneattaclersin variouslocations

If we wantto accesssay WWW servicein hostwww.tml. hutfi  we type
the hostnamein our web browserandwait for the pageto be loaded. If we are
usinga proxy service,thefirst thing is to checkwhethertherequestegagesare
alreadyin theproxy sener. Basically aproxy serviceis alocal smallcachewhich
keepsrecordfor the mostusuallyrequestedveb pagesandstoresa local copies
of themin localharddisks Now theresponséime decreaseasdoestherequired
network traffic sincethelocal copiescanbeused.If no proxy seneris usedthen
the requests sendto thewww.tml.h ut.fi  which sendsthe requestegages
asa reply on our request.However, if the www-sener happengo be down for
somereasonit cannotgive ustherequestedervice.We will nothave theservice
we areto accesandthusa denialof service(DoS)threathashappenedwhy the
sener is down is anotherquestion It might be a temporarymaintenancéreak
whichwould not lastvery long andis not necessarilya real DoS situation. It can
alsobeaconsequencef anattackagainsthe senerthathadbroughtit down. In
thelattercasethereasorfor the breakis arealDoSsituaton.

2.4 |dentification

identification: n. anything by whichidentity canbe established.

identity: n. thedistinctive charactebelongingo anindividual; personality;
individuality. [64]
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Identificationmeanghe procedureso asktheidentity of auseror anetwork node
n; who wishesto gainaccesso someothernetwork noden, or serviceprovided
by the noden,. Identificationis carriedoutin orderto ensurethe confidentiality
andintegrity of information. Whenwe asktheidentity of a personor a node,we

wantto getassurancéhatthe personmakingthe servicerequesthasthe right to

accessheserviceshewants.

Identificationandauthenticatiorareusuallyusedasa pair of conceptgl]. Some-
timesthey areevenusedoverlappingoneanothet. Identification,asthedictionary
entryin the beginning of this sectionshavs, meangechniquego getknowledge
of the identity of anotherparty However, identificationdoesnot give proof for
the statedidentity given by the otherparty As an addition, certainevidenceis
requiredto getassurancéhatidentity presenteds valid andnot forged. Authen-
ticationis describecasthe meando verify thatthe personor nodewho presented
someidentificationtoken(e.g.usernamejeally is who sheclaimsto be. Nikander
reseresthe term “authenticatim” for moregeneraluse,i.e. thatauthentication
meansassuranc®f somethingoeingauthentic,and statesthat the identification
mustalwaysbe donewithout doubt[51].

Identificationcanbe accomplisked by threeways,with somethig known,some-
thing embodiedor somethig possessd [1]. Somethingknown meanssome
knowledgewhich only onecertainpersorknows, lik e passverd for computeisys-
temor PIN of a bankcard. This meanghat one mustnever tell thesesecretgo
anyone. Otherwise this otherpersoncan pretendto be you andactasyou in a
computersystem.Somethingembodieddentificationis someavhat strongerthan
identificationbasedon somethingknown, sincethe ability to forge someting
embodieds muchharder Somethingembodiedmeansfor exampk, a persons
fingerprintor retinal patternswhich arebothassumedo be uniquefor every hu-
manaccordingto recentknowledge.Onemight think thata fingerprintor evena
retinal patternscould be stolenby someextremelyviolent manner Fortunately
thescannergandetectthelife signsin ahumaneye[62], thustheideaof stealing
an eyeball is doomedto fail. Finally, somethng possessd meansfor exampke
conventionalkey, or amagneticcardor morerecently a smartcard.

By combiring two or threeof thesecharacteristicsye canachieve strongidenti-

fication sufficient for our needs.For exampk, a smartcardis usuallycombined
with a PIN which mustbe presentedvhenusingthe functionalty of the smart
card. In this caseboth somethiig possessednd somethingknown are usedto

gainmoresecuradentificationmethod.We will discussnoreaboutidentification
in context of namecertificatesin Section4.1, andin context with authorization
decisiondasecdn identificationin Section3.1which dealswith trustmodels.

For instance Menezset al. [48]. definesidentificationby starting®Idertification or entity
authentication..”, i.e. usingtwo differentwordsto meanbasicallythe samecorcept.
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2.5 Authentication

authenticating: v.t. 1. To make genuine credible,or authoritatve; 2. to give
legal force or validity to; 3. to establi& or certify. [64]

As we mentiored previously in Section2.4, authenticatia is usuallyseenaspart
of identification[48,70]. Traditionally this problemis solved by usingusername
and passwverd as pairs to identify and authenticatgpersonsor network nodes.
WhenuserAlice wantsto identify herselfto Bob, shesendsherusernaméo Bob.
Now Bob wantsto be surethatit is “the right” Alice who introdwcesherselfto be
“Alice” insteadof animposer. Now Bob asksAlice to sendher personakecret
passvord to Boh. If Alice knowstheright passverd,thenBob canbe pretty sure
thatit reallyis Alice with whomheis communicating.

However, the problemis the passverdwhich Alice mustkeepsecretIf shewrites
herpassverd on a pieceof paperfor the situaton sheforgetsit, thereis a possi-
bility thatsomebodyfinds thatpieceof paperandlearnsAlice’s passverd. User
namesandpasswrdsarenotafoolproof methodto identify personor nodesn a
way thatthereis no placefor doubt. Thisis why passverd-baseddentificationis
sometinescalledweakauthenticatbn.

In orderto gaingreaterassurancaboutthe identity of the party we areidentify-
ing, moresecuremethodanustbe used.Strong authenticatbn (sometimegalled
alsochallenge-responsedentificaton) usesa methodof shaving thatwe know a
certainsecretwhichis associate@nly to uswithoutrevealingthe secrettself.

Nikanderdefinesauthenticatia to meanwaysto convince oneselfthatelectronic
documenor otherinformation is createdby the partywho claimsso[51]. When
definedthisway, authenticatiortanbe seerasa moregenerakoncepinsteadhe
oneassociateavith identification.

As a real-world examplewe could take a purchasepaid with a credit card. In
orderto give thevendorpermissiornto chage our accountwith the givenamount
of money, we signthe receiptandthis way we statethatthe credit card usedto
paythe purchasavasreally in our hands,.e. theright ownerof the card,instead
of someimpoder. If thereis somedoubtaboutthe money transactionthe vendor
canshaw thatshehasthereceiptwith asignaturevhich bindsthecreditcardused
to the userof the card. If thesignaturen thereceiptturnsoutto be a fraud, then
we canshawv thatsomeonédiasmisusdour creditcard.

2.6 Authorization

authorization: n. Theactof conferringlegality. [64]

Whenidentificationdealsaboutgetting certaintywho the useror network node
is, i.e. to getassurancef the identity of the nodeor the person,authorization



2.7. DELEGATION

dealsaboutthe rights the nodehas. Authorizationdefinesthe rights of the user
in a networked computersystem not the identity. Herethe word 'user’ mustbe
understoodo meannot only a humanbeing.A usercanbeanetwork nodeitself,

or the personusing a workstatio. Commonpracticethis far hasbeento base
authorizatiordecisiondo theidentity of thenodebut Nikanderstateghatusually
identity checkingis notnecessary51]. Onthecontrary sometimesit is noteven
wanted.

In the old dayscomputerssystemswvere mostusually large mainframesystems
which were composedf a one physicalcomputer The very first oneshad no

otheraccessontrolthanphystcal security Only speciallytrainedengineersvere

allowedto accesshe computersandexecutetasks.

A moresophisicatedaccessontrol mechanisntomparedo the physicaloneis
the usernamendpassverd which is still todayusedasa primary accessontrol
mechanismo shav andverify anauthorizatiorto usea compuer.

However, computeisystemdbeganto grow uplargerandlargerandwereextended
over a large physicalareaby connectinghe computergogetherby a network so
thatthey cancommuncate.A single username-passwd pairis notenougho ex-
pressaccesandauthorizationnformation. A morefine-grainedmethodolog to
expressauthorizatiorinformationis neededDifferentpartsof computersystems
might have differentsecuritypoliciesandusageestrictions.

As areal-world exampleof simpleauthorizationconsidera police officer. When
theofficerisin thefield doingtraffic control,shehastheauthorityto give speeding
ticketsif shecatchesomebodyspeedingHeretheauthorityto fine somebog for
speedings basedon the role of a police officer. The identity of the particular
policeofficer who gave the speedingicketis not essential.

As the abore examplestrongy suggeststhe authorizatiorfor certainactionsand
rightsis morerelevantthantheidentity of theactor

2.7 Deleggation

delegation: n.theactof deleggating: a delegationof powersor authority

delegate: v.t. to commi or entrust(powers,authority etc.) to anotherasan
agentor representatie. [64]

If a nodehasa certainauthorizationwhich definesthe rights of that node,the
nodecandelegatesomeor all of herrightsto anothemodeor person.It mustbe
notedthatit is not allowedto exceedtherightsthe original nodepossesseshen
it delegateshoserightsto anothemode.

Whendelggaion of rightsis done,it canbe definedthattherecever of the dele-
gatedrightsmay or may not delegatetherightssherecevedfurtheron. If we use
SPKI certificateg17] to the deleggaion, the certificatehasa specialentry called
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delgyation to expresswhetherthe certificatemay be re-delgatedor not. SPKI
certificatesarediscussedn moredetailin Section4.3.2.

Let us considera key of our homeasan exampleof delegation of rights. If we
are going on a trip for a while and we want to give the key to our friend for
the durationof our trip sothat shecanfeedour catwhile we areaway. Thisis
actuallya delegation procedure.We delegatethe right to accesur homefor a
certainperiodof time to our friend. Of course we musttrustour friend to give
the key backwhenwe return. If we areusingSPKI certificatesthis problemwiill

notoccur becauseve canassertatime periodunderwhich the certificateis valid.

2.8 AccessControl

Karila statesn his doctoraldissertatiorthataccesscontrol (AC) is not a similar
securityfunctionasthosediscussedabove, but rathermoreinvolvedto authentica-
tion [40]. However, Nikanders broaderdefinition of authenticatio51] suggests
that accessontrolis moreinvolved to identificationand authorizationthan au-
thenticatia.

For example,UNIX username&ndpassverd areoneway to implementanaccess
controlmechanismn a distributed system.If a personhasa usernamendpass-
wordto a UNIX sener, thenthe computersystemallows herto log in. Otherwise
the accesss prohibited. UNIX storesthe usernamesandpasswerd in a special
file, usually/etc/pass  wd?. Thisfile is anapplicationof anaccessontrollist
(ACL) which definesthe valid usernamedor the particularcomputersystem If
theusernameésin the/etc/pass  wd andtheuserpresentingt knowsthesecret
passverd attachedo the usernamethe computersystemwill have a certainlevel
of assurancéhatthe usercanbeallowedto usethe computersystem

Accesscontrolis usuallydividedto mandatoryaccessontrol (MAC) anddiscre-
tionaryaccessontrol (DAC). Mandatoryaccessontrolis a setof procedure®n
whichtheusercannotaffect. Discretionaryaccessontrolmeansuchprocedures
which userherselfcansetor define. The abore exampleof usernamendpass-
wordis MAC typebecauseiserhasnowayto affectthelogin prompt Insteadthe
computeradministatorcansetthe MAC parameterso thesystem1]. UNIX file
permissonsareanexampleof DAC. Theuserhasin herpowerto setpermissons
assheseedo bestfit herneeds.

An UNIX style accessontrol mechanismhasbeenavailableandhasbeenused
sincethe 19605. Therefore,a lot of scientificresearcthasbeendonecaovering
mary kinds of modelsof accesscontrol [58,59,66—69]. To mentionsomeof
thesemodels lattices[67] androle-based69] aresomeexamples.However, due
to therapidgrowth of Internetusageandnumberof usersthe practicehasshovn
thatACL-basedaccesgontrolis nolongeradequatenethodto manageomputer

2Todayit is more comman that different variarts of UNIXs uses/etc/sh  adow readable
only by therootinsteadof /etc/pass  wd to storepasswverdsin orderto preventdifferentkinds
of attackdik e attemptgo try to crackpoaly choserpassverds.
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resources. Firstly, in a centralizedsystem the identity of a useris quite well
known, but this doesnot necessarilyapply on a distributedsystem.Secondlyin
orderto haverobustandscalablesystemamethodfor delegatingrightsis needed.
Thirdly, ACLs arenot expressve enoughto declareaccesscontrol propertiesof
the system[8]. Finally, differentpartsof a certaindistributed systemmay have
different security policies. No centralpolicy can be applied. Recentresearch
showvs[7-11,24,25,46,54], thatamoregeneraimethodof resourcenanagement
is needed.

2.9 Non-repudiation

Non-repudiatioris a methodto preventa personor nodefrom derying thatshe
hassenta messag®r committedan actionsometinesin the past. Considerthat
we have purchasedsomethiig from a vendorasin our examplein Section2.5
discusang authenticationlf we decideto dery the purchasdransactiorfor some
reasontheremustbemeando resole thecontroversalsituation. The mostpossi-
ble consequencis thatthe vendorstartsa civil courtcaseto have anindependent
third partyto settlethe controversy A signaturen thereceiptis consideredo be
uniqueto every humanbeing.In the past,a graphologis wasthe specialisto say
whethera signatuie is signedby a certainpersonor not. Todaytherearemoreso-
phisticatedtechnicalwaysto analyzea samplesignatureandthe otheronein the
receiptandgetaresultwhetherthe signaturesverewritten by the sameperson.

In a distributed system the mereknowledgethat an event hastaken placeis not
usually enough. It is often requiredthat also the time of the eventis known.
The time of an event, or transactionmakes that piece of informationusefulto
be usedfor non-repudiatiorpurposes.To acquirethe time of the transactionywe
needa servicecalledtrustedthird party (TTP) [48] whichis independenfrom arny
bindingsandto whomeverybodytrust. A TTP canbe seenasa notaryserviceof
thedistributedcompuer system.TTP signsadocumenbr a certificatestatingthat
thetransactiorhastakenplaceat the exactmoment.If thereis controversy about
thetime of thetransactionthis notaryservicecangive anindependenjudgement
to theproblem.

2.10 Security Labels

So far we have beendescribingdifferentkinds of aspectsf securityof a dis-
tributedcomputersystem The next logical stepis to definesomeconcretetools
to preventor counterary threatsyulnerabilifes, or attacksthesesystemdhave or
face.Oneof suchasystemis securitylabels To properlydefinethis conceptwe
needto make somepreliminary definitionswhich are neededo understandhe
concepfully.
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Top Secret Restricted
Secre Proprietary
Confidential Sensitve
Unclassified Public
(a) (b)

Figure2.1: SecurityLevels

A partial ordering< onageneralsetS is definedasarelationon S x S sothat
therelationis

reflexive Va € S,a<a
transitve Va,b,c € S,if a < bandb < ¢, thena < ¢
antisymmetric Va,b € Sif a < bandb < a thena = b.

If two elements: andb arenotcomparablethenwe saythata £ b.

If we alsorequirethatVa, b € S, eithera < b orb < a holds,thensetS is a total
order[29].

Now, considera setof securitycatgoriesC = {a,b,c,d,e}. Herethe partial
orderingrelationis thepropersubsetelationC. For exampleletCy = {a,b, ¢},
Cy = {b,c},andC; = {c,d,e}. Now Cy C C; holdsbutCs; ¢ C; and
G ¢ Cs.

2.10.1 Securty Levels

A securitylevelis a hierarchicalattribute thatcanbe associatedvith an entity or

a nodeof a computersystemto describethe level of their sensitvity. In a dis-

tributedcomputersystemdifferentpartsandnodeshave diverserequirementsor

confidentiality integrity andavailability. For exampk, a disk sener might have

higherrequirementdor availability thana printersener. Therefore the security
level [y rs Of thedisk sener mustbe sethigherthanthesecuritylevel i, pp of the
printersener. Thus,l;pp < Iyrs. Differenternvironmens of operationrequire
differentlevels of securitybothin amountandin sensitvity. A typical examples
of bothmilitary (a) andcommercialb) securitylevelsis shavnin Figure2.1[1],

respectrely. Whensecuritylevelsaredefinedin themannerdescribedabove, we
cancomparedifferentlevels andfind out which itemsarein a higherlevel than
someothers. Thereforethe setof securitylevels can be inspectedas a totally
orderedset.

2.10.2 Security Categories

A securitycateggory is a non-hierarchicaket of computersystemnodeswhich
is meantto helpin groupingthe differentnodesin differentgroups. A typical

11
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cateyorizationof nodesmight be accordingto differentdetachmente military

ervironmentor differentdepartmentsn commercialervironment. A computer
nodecanbelongto morethanonecateyory ata sametime. Thisis oneof thetwo

main differencesvhencomparedo securitylevels The otheroneis a straight
consequencé&om the non-hierarchicabtructureof securitycategories,i.e. dif-

ferentcategyoriescannotbe arrangedo ary particularorderaccordingto equality

less-thanpr greaterthanrelation. In a military ervironment the need-to-knw

principleis usuallyrepresentetly the meanf securitycategories[1]. Theneed-
to-know principle meansthat only thosepeoplewho needsomepiecesof infor-

mationto have their work doneareallowedto learnit. No outsidersareallowed
to acquirethis pieceof informationbecausét is not relevantin theirwork.

2.10.3 Security Labels

A securitylabel is a tag associatedvith every computernodewhich describes
the sensiivity andneed-to-knw attributesof thenode. A securitylabelis a pair
consisting of a securitylevel andsomesetof securitylabels.Formally, a security
labelis a Cartesianprodict of alevel anda somesetof cateyories.For example,
considerafollowing commerciaketting wherewe have

levels = {public, secret}
categories = {marketing, R&D}
P(categories) = {0,{marketing},{R&D},{marketing, R&D}}

Now the setof all securitylabelsis a set

labels = levels x P(categories)
{(public, ), (secret, B),
(public, {marketing}), (secret, {marketing}),

(public, {marketing, R&D}), (secret, {marketing, R&D})}

Sofar we have discussedhe network nodesonly asplain “nodes” without dif-
ferentiatingthemin moredetail. A very comman practiceis to divide nodesinto
actve andpassve oneg[1, 27].

2.10.4 Subjectsand Objects

A subjectis a network nodewhich is active i.e. it caninitiate actions,make
requestof resourcesand perform compuational tasks. A subjectis usually a

3Herethe abbeviation’R&D’ denoteshe comma way to shorterthe 'ResearcrandDevel-
opment’ departnent
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processon a computersystemrepresentingand performing taskson behalf of
someperson.Traditionally, therelevantinformation of subjectghatthe particular
computersystemmustknow hasbeentheidentity of the userowning the process,
creationtime anddifferentsecurityattributes.

An objectis a passve storagaepositoryin acomputersystemwhosemaintaskis
storingdata. A typical objectcould be somefile or a directoryor maybea whole
directorytree,aswell asa databaseRelevantinformationassociatedo objectsis
ownerof theparticularobject,size,creationtime andsecurityattributes lik e read
andwrite permissios andpossibé executionrights.

Usuallythe split in subjectsandobjectsis quite obvious. However, in distributed
computersystemghedistinctionbecomesontriial. Considera distributedcom-
putingtaskwhich dividessomelarge probleminto smallerpartsanddoesthejob
in parts. In this scenariothe smalker units might sendsomesignalsof their cur-
rentstatuso oneandanotheror to themastemodeadminsteringthedistribution.
Now theborderbetweera subjectandanobjectbecomeblurred.

2.10.5 Clearancesand Classifications

A clearanceis a securitylabel associatedvith a subjectto denoteits security
sensitvity. A classificatim is a securitylabelassociatedavith an objectin a sim-
ilar manner Thereis a little differencesin the literature concerningthis nam-
ing corvention Amoroso[l] usestermsclearanceand classificationas stated
above to make the differencebetweensecurity levels of subjectsand objects.
Gollmann[27] usesthe generalterm securitylabelsbut makesthe remarkthat
sometinesthe maximal securitylabelsof theusersarecalledclearances.

We say that a securitylabel /; dominatesa securitylabel /; if andonly if the
securitylevel of labell; is greaterthanthe securitylevel of labell, andif security
catgyory of labell; is a superseof securitycategory of labell,. Formally,

Vi, ly € labels : Iy dominates Iy if and only if
level(ly) < level(ly) A cat(ly) C cat(ly)

andthe equalitycondition of a pair of securitylabelsi; andi, is obtainedby re-
placingthelessefor-equalrelation’ <’ andsubsetelation’ C’ symbds by equal-
ity relationsymbol’=’, respectiely. It alsofollows from the definition thata
securitylabell dominagsitself, i.e. [ dominates I.

2.10.6 Lattices and HasseDiagrams

With the constructios describedabore, we canstudythe propertiesof security
labelswhich form a mathematal structurecalled a lattice. A lattice is a pair
(L, <) whereL is asetand< is a partial order A lattice hastwo characteristic
featuresvhich areusefulwheninspectinghe propertieof asetof securitylabels.

13
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We will definethesetwo conceptsin the following. If (L, <) is a lattice, then
Ju € Landdl € L sothatgivenarya,b € L,

a<u,b<u,and YW eL:(a<vAb<v)= (u<w)
[<a,l<b,and VkeL:(k<ank<b) = (k<I)

The elementu is called a least upper boundand elementv a greatestlower
bound[27]. If we now wantto know whatis the minimal securitylevel which
asubjects musthavein orderto beallowedto readobjectso; ando,, we canfind
theleastupperboundof theseobjects.Further if we have two distinct subjectss;
ands, which have differentsecuritylevelsor clearancesye canfind themaximal
classificatiorof anobjecto which canbeaccessetly s; andss.

Returningto our setof securitylabelsdescribedn pagel2, we canillustratethe
setby a Hassediagramshawn in Figure2.2.

(private {marketing,R&D})
O

(private,{marketing})  (private {R&D})

(private,d)

(public,{marketing,R&D})

(public,{marketing}) (public,{R&D})

(publ,z)
Figure2.2: A Hassediagramof securitylabels

Now we cansee for example thatfollowing relationshold:
(public,0) < (private,{R&D}), but
(public, {R&D}) « (private, {marketing})

so (private, {R&D}) dominates (public,(), but (private, {marketing}) does
notdominate(public, {R&D}) norvice versa.



Chapter 3

Notion of Trust

trust: n. 1. A confidentrelianceon theintegrity, veracity or justiceof another;
confidencejfaith; also, the personor thing so so trusted. 2. Something
commitedto one’s carefor useor safeleeping;a chage;responsibity. 3.
The stateor position of onewho hasreceved animportantchage. 4. A
confidencen thereliability of personr thingswithout carefulinvestga-
tion. [64]

Trustis a difficult conceptto defineexactly. Thefirst thing, whenthinking about

trustitself asa conceptthatcomesto one's mind is thatgoodfriendstrusteach

other Friendshipis usuallyunderstoodasthe ability to shareevenyour deepest
thoughs andfeelingswith somebodywho understandgou. This alsoincludes

the confidencehatthe otherpersorwill keepyour secretanddoesnottell them

to anybody.

How do we definetrust? Therearea coupleof differentdictionary definitionsof
trust at the beginning of this sectionasdefinedby InternationaWebsterDictio-
nary [64]. Anotherdefinitionthathasbeensetsaysthattrustis somethiig that
“beginswhele predictionends [41,45]. This definitiontells usthattrustmeans
something aboutthe knowledge aswell. If we hadan ultimateknowledgeof ev-
erything, thenwe would know thingsandwe would not needto trust anything.
However, sincewe do nothave suchknowledge, we have to trustinsteadof know-
ing. If we have neitherprior knowledgenor understandig aboutsomematter
thenwe only canmake assumptinsor predictionsaboutthis matter However, if
we do know sometlng aboutit, we couldhave a bit of trustonit. Ourtrustonour
friendsis basedon the knowledgeof thatpersonasa characterUsually, asis the
situatbn whena friendshipis consideredihe trustis not obtainedeithereasilyor
rapidly. Insteadt takesalong time to starttrustingsomebodyor somethmng), it
is notunusualto talk aboutyearswhenbuilding trustis consideredWhatit needs
is arepeatederiesof pleasingeventsthatenablesneto build trustto somebog.

While the trustis difficult to gain, it is very easyto loose. Considera situation
whenyou hearsomethird personstatingyou somevery personalhing, maybe
something thatyou have keptasa secret,say for exampk, that you have some

15



CHAPTERS3. NOTION OF TRUST

kind of phoba, like agoraphobi& Thisis, in a senseguite an extremeexampk
of a secret. Neverthelessjt senesasa good exampleof a very personalhing
whichusuallyis abig problemfor apersorsuffering from suchphobia.Shemight
feelthatthe phobiais very embarrassinpecaus@therpeoplesometimegendto
underestimat her problemby sayingthat“Come on, theres nothingto be afraid
outsice”. Usuallythis makesthe personevenmoreembarrassedhile the others
doesnotreally meanto hurtthis person.If youtrustyourfriend enoughandshare
a secretlike the onedescribedabore andnext you hearyour secretfrom another
person,your trustto your friend will usuallyendat thatvery moment. It takes
averylong time beforeyour so calledfriend will gainyour trustandfriendship
back. It is notunusuakhatthetrustswill never bethe sameagain.

The discussiorabove is a quite ordinary exampleof the trustasa phenomenon
betweerhumans.Is the trustin distributed systemssomehav differentfrom the
trustin humanrelationshps? First, trustcanbe examinedin two differentmean-
ings. Usuallyin computersciencethereis an assumpbn of sometrustedcom-
putingbase(TCB), on which the theoryof securitysometimeseavily relieson.
Trustedcompuing baseis definedasthe totality of hardware and software pro-
tectionmechanismsesponsibldor enforcingthe securitypolicy of a given sys-
tem[1,27]. If thetrusteddevice breaksor turnsout to be not trustworthy, the
whole theoryusually collapses.This meansfor example,thatif the securityof
the computersystemrelieson the TCB, the securitywill belostif the security
of TCB is lost. Thereexists somethingthat hasto be trusted[52]. Trustis ne-
cessity Secondly the natureof trustis sometimesl|ike in humanrelationships
and more psychola@ically emphasizedontet, morethanin computerscience,
something thatcan exist Somethingcanbe trusted,but not necessarily Only if
someonavishesto do so, like two friendsdo. In our previous example,the trust
might be totally lost whenthe friend betrayedthe other’s trust, but beforethat,
trust graduallyevolved in a way that astime passedtherewas more andmore
trust. However, computercannotunderstandguchfine nuancestall. Therefore,
in atechnicalsensethetrustis usuallysomethinghateitherexists or not. There
is trustor thereis not, the concepis quite binary by nature[52].

The problemsarisewhenthe systemof trustbecomesnore complicatedinstead
of justa pair of friendsaswe describedabore. Considera groupof threepeople,
calledAlice, Bob, and Carol. Assune that Alice and Bob are goodfriendsand
they trusteachothercompletey. Furthermorelet usassumehatBob andCarol
aregoodfriendsalso. They trust perfectlyeachother However, nothingis said
abouttrust betweenAlice and Carol. Thereobviously are somecertainreasons
connectedo characterandpersonalitiesywhich makesAlice andBob trusteach
other Thesameappliesto therelationshipof BobandCarol. Alice andCarolmay
know eachotherandbe goodfriendstoo, but it might aswell to be the situation
thatthey arenot. They might never have met, or they have met but did not get
alongat all. As a summary while Alice trustsBob and Bob trustsCarol, this
doesnot automaticallymeanthat Alice would trustCarolaswell, i.e. trustis not

1Thefear of beingin openor public places.Sometims it may be so crippling illnessthatit
preventsthe persorsuffering from it evenfrom leaving home.
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transitive by definition. Trustis notnecessarilyeflexive, either It mightverywell
besothatwhile Alice trustsBob, Bob doesnottrustto Alice. Further theamount
of trustneednot to be equalto both directions.Whena friendshipis considered
asin our previous example,it is reasonabldéo assumehat the trust relationis
reflexive. But in generakcase theassumptn of reflexivity shouldnotbe made.

As abrief sumnary we concludethattrustbetweerhumansgs very differentfrom
the trust which a computercan process. Humanscan understandhe different
nuance®f trust. For computersirustis moreor lessa binary property It would
requireasomekindof anintelligence- moreor lessartificial - for computergo be
ableto procesgrustinformation ashumangio.

3.1 Modelsof Trust

In orderto expresstrust information in a digital world, certainsimplifications
needto be made. Otherwisecompuers cannotprocesshat informatian in ary

sensibleway. Therefore,variousmethodsof modelingtrustin digital systems
have beenproposedver the years. Theseare calledtrust models Thefirst, and
the mostsimple caseof trustmodelis directtrust, which, in essenceneanshat
a persontrustsher own self-generate@ncryptionkey, sincesheknows whereit

camefrom. As a more sophistcatedtrust modelsare X.509 hierarchical, top-

down modelbasedon namecertificateqd23, 39], andthe otheris thewebof trust

usedin PGP(PrettyGoodPrivagy) [86] encryptionsoftwarewritten originally by

Phil Zimmermann.

3.1.1 Hierarchical Trust Model - X.509

As therapidgrowth of Internetstartedsomeavherein the beginning of the 19905,

the needfor effective directory servicebecameevident Figure 3.1 shows the

exponental growth of Internethostssincethe beginning of the 1990%. Therecent
surwey conductedoy ISC shaws the growth of the numberof hostsfrom a little

morethanonemillion hosts(Januaryl993)to about72.5million hosts(January
2000)[38].

X.500? was designedo be a standardwhich definesone global, distributed di-
rectoryof Internetusersandhosts.It offersdecentralizegnaintenancepowerful
searchingcapabilitiesand single global namespaceamongother features[82].
X.509is a certificatestandardwhich is part of a X.500 Directory recommenda-
tionsfirst publishedn 1988.0nesinglke, globalnamespaceawithoutthepossibilty
to misinterpretary namesvasoneof thegreatestequirementor X.500directory
Globalnamespaces alsoa very challengingtaskto implement.Component®f

2X.500 was proposedas a standardby Internatimal Telecommuication Union — Telecom-
murication Standadization Sector(ITU-T) andISO/Internation& Electrotechical Commission
(IEC)
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Internet Domain Survey Host Count
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Figure3.1: Internethostgrowth betweeril991- 2000[37].

the X.500directoryentriesare calledrelativedistinguishednamegRDNSs) since
thearerelative to eachother Whenasked, we wouldtell thatwe work at

TeSSAresearclprojectin Telecommunicatios Software and Multi-
mediaLaboratoryin Departmenbf ComputerScienceandEngineer
ing in Helsinki University of Technologyin Espoo Finland.

This canbe expresse@nothemway alsoto illustratethe hierarchicahatureof our
work place:
Finland
Espoo
Helsink University of Techndogy
Departmenof Compute ScienceandEngineering

TelecommuniationsSoftwareandMultimediaLaboratory
TeSSAresarchproject

As we cansee the TeSSAprojectis oneof theresearclprojectsin Telecommuni-
cationsSoftwareandMultimedialaboratorywhichagainis oneof thelaboratories
of thethe Departmenbf ComputerScienceandsoon. Now, for example,we can
distinguishthe Dept. of CS from the departmenbf ComputerSciencein Uni-
versity of Helsinki[28]. Generally X.500 directoryforms a tree-like hierarchy
whereeachnodeconsistf severallower-level nodes.

The security the information which is storedin X.500 directoriesis basedon
X.509identity certificates We’ll discussmoreaboutthe conceptof identity cer
tificatein Sectiond.1,andpasst hereonly by mentionirg it. Insteadwe will now
concentrat®nthetrustmodelof X.509 certificates.
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(a) Separate security domains (b) Strict hierarchy

CA = Certification Authority
E = user

(c) Separate rooted trees

AR

Figure3.2: Differenthierarchicakrustmodels

As we mentioneckarlier X.509trustmodelis top-donvn oriented.Thismeanghat
thereis a hierarchyof levelsin which the nodeg(or leaves)in alevel n generally
trustthenodesn thelevel n + 1 (leafnodesareconsideredo bethelowestlevel,

or level 0, andtheroot nodeis the highestlevel, seeFigure3.2,item (b)).

Generallytherearethreedifferentsituatiansin hierarchicakrustmodel[48]:

e Separatesecuritydomains
e Stricthierarchy

e Multiple rootedtrees

Thebasicsituationis depictedn Figure3.2,item (a) wheretherearetwo distinct
securitydomairs (SD)whichareadministeredby certificationauthoritesCA,; and
CA,. Whenuserentitiese; andel wishto, for example,commuricate securely
they canobtainthe identity informationof eachotherfrom the commontrusted
third party (TTP) of thesingle securitydomain,namelyCA; . All communcations
insidethedomaincontrolledby CA; canbeestablisheeasily Theproblemsarise
whenentitiese, ande; wantto commuricate. They have nocommontrustedCA

from whichto getidentities of eachother
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To overcomehisincornvenience distinct SDscanbegroupedogetheto form one
larger SD, which is controlledby a higherlevel CA. This groupingcanbe done
againandagainresultinga hierarchicakreeof cascadingsDsasdepictedn item
(b). Thereis alwaysonehighestroot’ certificateauthorityin strictly hierarchical
model.

Thethird alternatve is to groupseveralsstrictly hierarchicalSDsto form a forest
of differentsecuritydomains. In this model,thereis no single highestCA, but
insteada groupof peerCAswhichtrusteachother

X.509trustmodelencompassemnassumpon thatby trustngthe CA, everybody
would implicitly trustevery otherCA,, onwhichthefirst CA decidedo trust. In

X.509model trustis transitve in nature whichis totally differentfrom the nature
of trustbetweerhumans.

3.1.2 Webof Trust - PGP

While X.509 adopteda hierarchicalmodel of trust, PGP (Pretty Good Privacy)
adopteda totally differentmethodof adminsteringencryptionkeys andtrustre-
lationsin theintegrity andvalidity of thosekeys.

PGPS original creatorPhil Zimmermanrrealizedthe authorites’ ability to mon-
itor and snoop- for exampleemail - without being noticedby the original and
intendedsenderandrecever. Concernedboutthe privagy of personatommuni-
cationwhichis widely concernedisoneof basichumanrights[55, 73] hecreated
aprogramwhichmakesit possiblefor a persorto encryptandsignheremailsand
otherelectronicdocuments.Zimmermannsaw thatthe newv programhe created
could be usefulfor otherpeopletoo. After PGPwascompletein 1991,he made
it publicly availableon the Internet. As a consequencéie wentthrougha three-
yearordealof criminalinvesticgationandharassmery the US Governnentsince
cryptographigroductsareconsiderecismunition andexportis thereforestrictly
restricted[84]. US Governnentdroppedthe casein 1996 but the vastpublicity
of thelawsuit madepeopleawareof the existenceof PGPandthereforejt canbe
seenasonefactorwhich hasmadePGPtodaythe mostpopularencryptionand
privagy-protectingtool usedworldwide. Sincethosedays,the United Stateshave
madeit easierto export cryptographicsoftware [50]. Zimmermannhasanim-
pressingeputationasa prophetfor freedomof speechandprotectionof privacy.
He hasrecevednumeroudothtechnicalindhumanitariarawardsaswell ascom-
plimens of single persong of his pioneeringwork in cryptography{71,75,85].
Duringtherecentyears new informationandnew disclosuiresaboutprojectsspy-
ing emailsandtelephonénasbeenpublisted. Oneof theseprojectswhich perhaps
is themostwidely known is calledECHELON [6, 71]. Althoughit is todaywidely

30n the very dayin October1993 whenBoris Yeltsin was bombirg the Latvian Parliament
building, Zimmermann receved a messagdrom a personsomavher in Latvia. The message
wasasfollows: “Phil, | wishyouto know: let it never be, but if dictatorshiptakesover Russia,
your PGPis widespeadfrom Baltic to Far easthowandwill helpdemocatic peopleif necessary
Thanls’
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known that ECHELON is realandnot just gossiptalk, governmensg have strictly
deniedthe existenceof suchprojects.

In PGR eachusercancreatea numberof differentencryptionsigning keys for
himself. Keys canbe of differentlengthsand the information identifying the
single keypair can be chosenfreely. An exampk of a coupleof PGP keypairs
is shovnin Figure3.3.

As we can seefrom the Figure 3.3, multiple identities can be associatedo a
single keypair. Although thereis no specificformat for the identity field, it is
suggeste@B6] thatit could be formedby concatenating persons emailaddress
afterhername for example:’Pekka Kanerv a <pekka@tml.hut.f i>’
Insteadof email addresspne could usetelephonenumler or someting unique
enoughto recognizethe correctkey so that thereis no placefor confusionof
whichkey to use.

pub 1024 Ox6AB19A96  1998-02-2 6  ------- DSS Sign & Encrypt
sub 2048 0x6398DE64  1998-02-2 6  ------- Diffie-Hellman

uid Pekka Kanerva <pekka. kanerva@hut.fi >

uid Pekka Kanerva <ptkane rv@niksula.cs. hut.fi>

uid Pekka Kanerva <ptkane rv@cc.hut.fi>

sec+ 1024  Ox5A31BA34  1998-11-2 5  ------- DSS Sign & Encrypt
sub 2048  Ox5F1774 F9 1998-11-2 5  --—---- Diffie-Hellman

uid Pekka Kanerva <pekka. kanerva@tml.hu t.fi>

uid Pekka Kanerva <Pekka. Kanerva@tcm.hu t.fi>

uid Pekka Kanerva <pekka@tcm.hut.fi>

uid Pekka Kanerva <Pekka. Kanerva@hut.fi >

Figure3.3: An Exampleof PGPkeys

Keypairsarestoredn keyrings whichareessentiallyacoupleof files, onefor pub-
lic keys andonefor secretkeys®, storedin users homedirectory Publickeyring
containsthe public keys of oneuseraswell aspublic keys of otheruserswhich
have beenreceved sometinesin the pastfrom a keysener or directly from an-
otheruser maybein afloppy discor attachedo anemail.

Figure 3.4 shavs anexampleof a generalizedllustration of the PGPtrustmodel
with somefictional users.Differentellipsesrepresentslifferentusersandarrowns
denoteghe public keys storedin public keyrings of users.For exampk, thereare
arrows from Alice to Bob, and David, so Alice hasthe public keys of Bob and
David storedin her keyring. We assumeéhat eachuserhasmadesurethat the
keys storedin their keyringsreally belongsto right personsandthatthe keys are
valid.

As PGPdoesnot have ary singlehighestroot authoritywho certifiesall the keys,
everybodycanact asa certifier Using our previous exampk of friends, Alice
andBob canexpresstheir truston eachotherspublic key by signing the public
key andassociating trustlevel to the signature PGPhasthreelevelsof trust[4],

4Thereis no limitation to the nunber of key files, oneusercanhave severd of them,but if not
othewise configued, PGPwill usethedefadt files pubring.p  kr andsecring.skr
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;
|
I
:

Figure3.4: PGP5webof trust

completemargina anduntrused, oneof which canbestatedvhensigningsome-
body’s public key. The situationis the samein the caseof Bob andCarol. Now,

if Alice andCarolwantto sendsecureemailto eachother they first needto have

public keys of eachother Thesituaton canbeseenin Figure3.4,item (a). Now

Bob canactasatrustedintroducer, who haspublic keys of both Alice andCarol.
Sinceboth Alice andCaroltrustBob, they canbe quite surethat Bob would not
fool them by giving false public keys insteadthe real key of Alice and Carol.
WhenAlice andCarol getthe public keys of eachother they cancheckwhether
Bob hassignedthe keys to certify their validity. Now, if Alice andCarolwish,

they cansignthekeys to certify thatthey alsotrustandbelieve thatthe keys are
valid.

Thevarioussmallgroupsof principalsin Figure3.4shavstheunstructurechature
of PGPtrustmodel.In generalfrustrelationsform adirectedgraph. Thesegraphs
canvary considerablydependingon whosegraphis in concern. For example,
in item (b) Eric hasthe public key of Fred but not vice versa. This canbe the
situaton, for example,in which Eric sendsegularly somereportto Fred.

Figure 3.4 item (d) shows the situationwhere everyoneof the local PGP user
group have eachothers public keys andthuscanalways encrypttheir message
transfer Item (e) shaws the situation of single usersken andMatt, who do not
have ary foreignkeysin their public keyrings. For example this canbethesitua-
tion wherethesepersongustusesPGPto encrypttheir privatefiles storedin their
workstation’s harddisk, but who doesnot usePGPfor encryptingemails.
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Problemsarise,whentwo distinctuserswantto exchangepublic keys but, firstly,
they doesnot know eachother beforehand. Secondly they cannotmeeteach
othersincethey, for example,live far away from eachother As a soluion to
this problem ,PGPintroducesa keyserverwhich simply recevesandstorespublic
keys userssendto it (a keyseneris shavn in Figure3.4,item(c)). How canwe
be surethatwe will gettheright publickey from thekeysener?

Considera situaton where Alice wantsto sendan encryptedmessagdo Ken.
First, Alice downloadsthe public key of Kenfrom Keysener. Then, Alice en-
cryptsher messagavith this public key andsendst to Ken by email. Unfortu-

nately a maliciousimposterMatt hasgenerateé public key with identity of Ken

andsentit to the Keysener. Thisis possible pecausehe Keysener cannotknowv

whois thesenderof the public key andwhethersheis the legitimateownerof the
publickey. Now Matt canreceve anddecryptmailssentto Kenbecauséatt has
the matchingprivate key. Matt evencanhave thereal public key of Kenanduse
it to re-encrypthemessagesriginally intendedor Kento receve andsendthem
to him sothatnobodywould suspectarny wrongdoing.Of course Kenwould (or

at leasthe should!) wonderwhy Alice hasnot signedher messageMatt cannot
generatea falsesignatureof Alice provided that he hasnot forgedanotherkey-

pair with ID of Alice. FurthermoreMatt canevenforge signatuesof Ken,since
everybodywho wishesto verify the signatue would usethe boguspublic key of

Ken. Digital signaturesrediscussedn moredepthin Section4.4.2.

How canwe preventthis disasterfrom happening?The PGPway to do thisis

to asksomebodyto validatethe public key beforeit is sentto the Keysener [4].

Kencanasksomeof his friendsto sign his public key andtherebyvouchfor the
integrity of the public key. Although Alice doesnot know Ken nor ary of his
friends, shecan checkthe public key shedownloadedfrom the Keysener and
seethatsomebodyassignedKen’s public key andthereforeAlice canlay a bit

moretruston the validity of the public key comparedo the situatian thatthe key

would have no signaturesat all. A muchbettersituationwould be, if Alice and
Ken would have someoneas a commonfriend, who could act asan introducer
betweerthem.

As a final note of the trust modelusedin PGPis, that althoughPGP doesnot
enforceary structuredtrust hierarchy it works equallywell in an ervironment
with somecentralizedCertificationAuthority.

3.2 Trust Management

As describedhabore, thetwo majorexisting conceptdgor expressingrustrelations
in distributednetwork, namelythe X.509andPGR addres®nly aportionof agen-
eral problemof trust management X.509 solves the problemby introducingan
optimistic, generalmodelof hierarchywhereeveryoneimplicitly trustsomeCA
who is certifying thatthe mappingfrom a persons nameto somepublic encryp-
tion key is valid. PGPtook anopposie directionon decidingwhomto trust. The
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starting-pant [4] for Phil Zimmermanrwasto presere personalprivacy against
govermrmentalprojectsaimedto give authoritespracticallyfree abilitiesto listen

andtappersonatommurncationsbetweerordinarycitizens.Becaus®f thebase-
line, the userof PGP canchoosefreely the trustedpartiesby giving public keys

somestatementgbouttheir trustworthiness. The documentabn enclosedn the

distribution of PGPfreavare [4] mustbe seenasa scientificstudy Insteadjt is a
morecommercialadwertisementvhich emphasizethe benefitsof the PGR asin

pointing out that PGP certificatemodel suppors both the web-of-trustbasedso-
lution andhierarchyof CAs aswell. X.509 aswell asPGPsolvesonly a smaller
subproblenof trustmanagement.

Until today authorizationquestionshave beenansweredoy dividing the ques-
tion into two differentpiecesnamelyto authentcationandaccessontrol, which

are handleddifferently. For example,whenlogging into a multi-user computer
ervironment firstly, the computerasksfor a usernamenda secretpassvord to

authenticatehe useP. After successfulogin, useris freeto usethe computerin

the limits setby computeradministrato. As we mentionedbefore,for example,
in UNIX machinesusersmay setvariouspermissios for herfiles. Theseper

missonscontrol which userscanread,write or executeher files. Whenanother
usertriesto read,write, or executethosefiles, operatingsystemmakesa checkby

matchingthe usernamenakingthefile acces®operationto thefile permissonsof

thefile in questiorandmakesthe accessontroldecision.

Centralizedmodelof accessontrol hasworked pretty well in centralizedcom-
putersystemsor evenin distributedsystemswhich areclosedor relatively small
in sizemeasuredy numberof useraccounts UNIX systemsfor exampk, have
beenservingcomputerusersalong time sincethe daysof its creationin 1969. A

goodexampk of a quite large-scalecomputerfacilities is the ComputingCenter
of HelsinkiUniversty of TechnologyIn fall 2000,thetotalnumberof useran the
UNIX systemavailablefor bothHUT staf andstudentss roughly 15,500users.

However, sincelnternethasbeengrowing exponenially whethemeasuredby the
numberof hosts(seeFigure 3.1) or by the numberof users,computersystems
arenot so centralizedanymorenor smallin size. Therefore,asthe recentstud-
iesshow [7,8,10,11,24,25,46] a more generalmethodof trust managemenis
neededConsiderawww-basedservicewherethe subscriberef a newspaperfor
exampleHelsinginSanomatcanbrowsethe electroniccopy of the newspapeiin
Internet. In this context, it is not necessaryor requiredto know who the person
browsing the paperis. The serviceprovider knows the addressf the electronic
subscriberi.e. thelP numberof thesubscribesothereis evenno needto resohe
theaddres®f theuserby finding outtheusernameThevalid questions, whether

SActually, to be precisejoggingin to acomputeris alsopartly accessontrd of natue. If the
usernaratheuserpreseredis notlistedasavalid usernara for thesystenin questiontheaccess
is forbidden.

SMeasuredin October 19, 2000 by courting entries in /etc/pa sswd in compuer
kosh.hut .fi . We executed’cat /etc/pa sswd | wc -I ' which gave the exad count
to be 15,404 users. 2,30l of themhadthe shell setto /bin/lu  pailmo , i.e. the accoun is
closed.
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theelectronicsubscribers alsoa subscribeof thecorventioral paperi.e. “Is the
requesterauthorizedto performthe action? The fundamentakeasonswhich
renderdraditionalACLs inadequat¢8] in distributed systemsre:

authentication in anoperatingsystemgheidentity of a principalis usuallyvery
well known which doesnotapplyin distributedsystens.

delegation is necessarjo achieve betterscalabilityof thedistributedsystem For
exampk, adminstrationcanbe distributed with the help of delegation

expressibility and extensibility. Usually ACLs are implementedas a part of
someapplicationprogramor an operatingsystem. This setscertainlimi-
tationsto the implementation,which, in turn, setsconstraintgo the exten-
sibility.

local trust policy Ascomputersystemgrow large,differentpartsof thesystems
may have differentneeddor security Therefore no global securitypolicy
canbeapplied.

Generally a trustmanagemensystemunifiesthe notions of securitypolicy, cre-
dentialsaccessontrol,andauthorizatiorj7]. Thebaseof thetrustmanagemeris

thesecuritypolicy which defineshe conditionsandrulesunderwhichthe service
is provided. Whenan userrequestghe service,shepresentsa setof credentials
to prove thatshehasthe right to usethe provided service. The algorithmc core
of the trust managemenis an enginewhich performsthe compliarce-dedking

anddecidesvhetherthe serviceshout be providedor not. Formally, givensome
request with a setof credentials” andalocal securitypolicy P, doesthesetC

prove thatther complieswith P? Thus,the trust-managemer@ngineis a func-

tion f(x1, z2, x3) which hasthevaluetrue, if » andsetC' comply with the local

securitypolicy P, or false otherwisei.e. f(r, C, P) — {true, false} [10].

To achieve general,scalable andflexible trustmanagemensystem it is crucial
thatthe compliance-checkingngineis implementedndependenyl from ary ap-
plication[9,11]. As in generallevel, the problemof proof of compliance(POC)
is arything but a trivial questionto answey andis undecidablevithout any limi-
tations.Variouslimitationscanbe statedfor the compliancecheckingprocedure,
for example limiting the globalor local runtime. Evenwith thesdimitations,the
boundedPOCis computatioally intractable[11]. This meansthatimplement-
ing a compliancechecler is very challengingtask, andit shouldbe donewith
greatcaresothattheresultingchecler canbe provento be soundandreliablefor
boththe designandtheimplementabn phase.Thisis very importantthing since
applicationsusinga standardcompliancechecler canbe surethat the outputof
the compliancechecler depend®nly ontheinput,i.e. the therequestthe setof
credentialsandthe policy, andnot on ary featureor a real bug in the designor
implementationof a self-madechecler.

From recentpastwe know severalincidentsof how lousy and security-ignorant
programmirg and software designcould causeeven large corporatenetworks

25



3.2. TRUSTMANAGEMENT

to crash. Somerecentcaseswhich got a lot of publicity were email worms
Melissa[56,76] and LOVELETTER [5,33,61]. Theseemail causedenormous
amountsof emailtraffic which jammedthelocal networkstotally. LOVELETTER
even destryed datafiles from workstatons. Nonethelessit is not even enough
to do to checkthat the systemimplementabn compliesthe specifications. A
few yearspast,an attackcalled’'Ping-of-Death’[12] crashedhot only worksta-
tions with operatingsystemsbut also firmware like routers,and peripheralde-
viceslike printersanddumbterminals The attackwascarriedout by sendingan
oversizedping(1) paclket’ which usuallycausedhe destinatiomodeto hang,
kernelpanicor reboot.

A compliancechecler programmedn a similar fashionlike the the aforemen-
tioned email software or office suiteswould be no good. The 'Ping-of-Death’-
exampleshavsthatevenmeetingtherequirementsf the specificationsnight not
beenough Evenmore,theprogrammersnustconsideralsotheexceptionakitua-
tionsoutsdethe specificationandbe preparedo handlethosecasesalso.Lousy
work doneby somebodyelsecould jeopardizethe stability andintegrity of our
compliancechecler. As policiesandcredentialdecomemorecomple, therole
of goodcompliancechecler growvs evenmore. A cleanseparatiorof the compli-
ancecheclerandapplicationausingit makesthewhole systemmoremodularand
thereforemoremanageablandeasyto customze or tailor to variousneeds.

"The ICMP ECHO request which is usedby ping(1 ) is normally 64 bytes of size. Some
implementationsof ping(1 ) (Windows 95, Windows NT 3.51andNT 4) allows userto set
thesizeof theping(l) pacletfreely. Usuallytheseover-sizedpacletsneedto be fragmented
to several smallerpacletswhich aretransmittedover the network. The fragmentationis neecekd
duethe maximumpaclet sizeof theIP protoml or duethe maximun transferunit (MTU) of the
uncerlyingnetwork. Thepacletreassemly in thedestinatio hostcausesnunexpectedcondtion
whichin turn cancauseanoverflow of 16 internalvariables. The casewasspecialbecaus@f the
peripheralsandfirmwarewerein dange also.

8Very oftenthe attacksaganst computersystemsarebasedbn somemisuseof a certainproto-
col or such.lt is veryhardto comeup with all possiblewaysto misuseandto pratectthe system
agairstthemall.
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Chapter 4

Digital Certificates

certificate: n. 1. A written declaratiornor testimonal. 2. A writing signedand
legaly authenticated64]

Certificateglay aninvisible but importantrole in mary essentiaépisode®f life.
Weall have birth certificatesijf we getmarriedwewill have amarriagecertificate.
If somebodygivesus a valuablegift we might alsohave a gift certificatewhich
maybe neededor taxationpurposesFinally, onedaywhenwe departthis world
we will have deathcertificate. As we now see,a certificatemeansa document
of proof or evidenceof somematteror event which is sometimesalso legally
important In somecasegherearea public notarywho signsandtherebyproofs
thelegality of the signeddocument.Someothercasegsherearetwo independent
personsactingaswitnessegor theaction.

Digital certificatesarequite similar by nature.The very first functionof a digital
certificatewasto be a signedproof given by sometrustedCertificateAuthority
(CA) which provesthatsomepublic encryptionkey £ belongsto someperson.
Someliteraturestill definesdigital certificatesonly asa certifiedbindingbetween
somename(or otheridentifying thing) anda public key!. We wantto emphasize
the morebroaddefinition of a digital certificate. E.g. Ellison et. al. [19] define
a certificateas”a signedinstumentthat empowes the subject. Thus,it follows
thata certificatealwayscontainsat leasttwo objects,anissuerof someproperty
and a subjectreceving that property Issueris the signerof the certificateand
the sourceof the empaverment. Subjectis the thing which is empavered by
the certificate. As a generallevel, this 'thing’ canbe a name(like in identity
certificates),or someobject, or a hashof an object. Certificatescanfurther be
categorizedin threegroups- identity certificates(sometimescalled also name
certificates) authorizdion certificates andattribute certificatesWe will discuss
eachoneof thesein moredetailin thefollowing sections.

'For exanple, Feghh, Feghhi andWilliams [23] still definedigital certificatesto meanonly
bindngsof anameanda puldic encrygion key.
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4.1 Name Certifi cates

As menticnedbefore,the very first function of a certificatewasbind somename
to apublickey, i.e. to make themapping(name — key). This mappingshoutl be
doneby sometrustedparty, whichis calleda certification authority. In particular
the X.509identity certificatesloesthemappingof somedistingushedname(DN)
to thecorrespondingublickey (DN — key).

4.1.1 Certification Authority

A certificationauthority (CA) is a trustedorganizationwhich acceptscertificate
applicationsfrom peopleor organizationsand authenticateshoseapplications.
After that,the CA issuescertificatesto the applierandkeepslist of valid certifi-

cates. The mostimportantphaseis the confirmationof the identity information
the certificateapplierpresentgo the CA [23]. If thedatawereincorrect,the CA

mustnoticethe error (andthe possble imposterfalsifying identity information)

beforeissuinga certificate.Otherwisetheimpostercanessentiall masquerad®

someotherpersonandcarryoutfrauds.

The conditionsandrequirementandpoliciesunderwhich acertainCA operates,
canbe provided in a certificatepracice statemen{CPS. CPSis a free-formed
documentlescribingfor exampk, theliability issuesandthe usageof certificates
the CA issues.t canbe arything from afew pagedo over a hundredpagedong
documentlike the VeriSign CPS™?2 is. Recantly, VeriSignreleaseda security
alert concerningtwo certificateswhich were issuedto a personwho fraudently
claimedto bearepresentatie of Microsoft Corporation77].

After the certificateis issued,the CA mustkeepa recordof the validity of the
issuedcertificates By default, a certificatehasa validity periodafterwhichit be-
comesdnvalid. But acertificatemightbecomanvalid for someotherreasonslso.
The private partof the certifiedkey mightbecomecompromigdfor somereason.
A compromsedkey cannotbe usedanymoreandthereforethe whole certificate
must be revoked as soonas possibé. Therefore,the CA publishesregularly a
certificaterevocationlist (CRL) which lists the revoked certificatesvhich cannot
be safelytrustedor usedarymore. It dependsn the CA how oftenit publishes
CRLs. A typical periodmight vary from hoursto weeks,dependindhow critical
thevalidity informatian of the certificatess consideredCRLs canbedistributed
over untrused networks, sincethey aresignedby the CA. If somebodytampers
with the CRL, end-usecandetectit by verifying the signatureof the CRL.

CRLs can be distributed to the end-usersn three different methods[23]. We
will describeeachof thesemethodsshortly. An applicationcan poll for CRLs
periodically It is requiredthatthe applicationknows the updatinginterval of the
CRL soit knowswhento poll for anew CRL. Betweertheupdatestheapplication

2https://wwwverisign.condrepositoy/CPS1.2/CPS1.2db
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is operatingn asomeavhatunsafenanneibecausé is unavareaboutthepossibé
certificaterevocationswvhich could have happenedfterthelastpoll.

CA canpushCRLsevery time whenarevocationof a singlecertificatehastaken
place.This ensureghatthe applicationsarealwaysworking with afreshandup-
to-dateCRLs. The dravbackis thatif anintrudermanagego destry the CRL
duringthe network-transnission, the applicatiors will not receve the revocation
informatian. Anotherproblemis network traffic which couldcongesthe network
if revocationswould happerfrequently

Thethird way is to do on-linestatuschedsfor the CA to obtainthevalidity infor-
mation. This methodhasmultiple advantagesFirst, it avoidsthe unsureperiods
of operatiorbetweerthe CRL polls. Secondlythenetwork traffic ismuchsmaller
becausehewhole CRLs arenot broadcastedb everyonewho might needthem.
Further the CA doesnot needto keepa centralizeddatabasef the CRL users
becausdhe end-usersnitiatesthe queries. However, the on-line checkrequires
thatthe CA is availableall the time which malkesit vulnerableto DoS attacks.
Singlequeriesmustalsobe signedby CA which might causeheary loadto the
CA'ssenerif queriescomefrequently

4.2 Attr ibute Certificates

An Attribute Certificate(AC) makesa binding betweensomeattribute anda DN
(attribute — DN). An attribute could be someauthorizationor a membership
informatian aboutthe DN belongingto somegroup. One exampk could be an
attribute certificatewhich stateshatsomeDN is adoctor Thus,shehastheright
to practicemedicine- to fill prescriptionsto performsumgeryandsoon. Thus,
thedifferenceto theidentity certificateds thatinsteadof somepublickey &+, we
have anattribute or alist of attributesboundto someDN.

Thereis only few studiesavailable discussig attributecertificates.Theconcepbof
anattributecertificatess definedn AmericanNationalStandard#nstitute(ANSI)
standardX9.57. The PKIX working group® of The InternetEngineeringTask
Force (IETF) hasnoticedthe needto defineand supportattribute certificatesin
X.509-basedPKI. Themainpointsof their proposal22] are:

1. Thedifferent nature of PKCsand ACs. Publickey certificate(PKC)binds
aDN to akey asnotedbeforewhereasAC bindsa setof attributesto a DN.
PKC canbethoughtasa passportvhichidentifiesthekeyholderandAC as
avisa. It' susuallyneededo presentavalid passporto getavisa.

2. Different life-cycles DN-public key mappingcan last quite long, asin
the passporimetaphorthe lifetime canbe montls or evenyears. This is

3Public-Key Infrastricture (x.509) (PKIX) working group’s home page can be found in
http://w  ww2.ietf.o  rg/html.cha rters/pkix- charter.ht  ml. The goalsof the
working grougs is to develop Interret standard to utilize X.509-basedPKI
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the oppositeto authorizatiorinformationwhich might be valid only avery
shortperiodof time, maybeonly for somehours.

3. Different sources DifferentauthoritiesissuePKCsandACs. Somegov-
ernmentabuthoritycanissueidentity certificatesafter a ratherlong period
of validating the informatian the party acquiringthe PKC presentedThus,
aPKC s ratherhardto obtain,sincetheinformation mustbe checledto be
correctto preventfrauds. A completey differentauthorityor even several
authoritescanissuedifferentkinds of ACs dependingon the attributesor
authorizatios they wantto give aperson.

4. ldentity is not essential Therearealot of situatiors wheretheidentity of
DN is notthecritical informationwhentheaccesgontroldecisionis made.
Therole or groupinformation to whichthe DN belongss moreimportant

Ellison etal. presensimilar resultsin theirwork on simplepublic key infrastruc-
ture (SPKI) working group[19]. The public key is the mostusualway to actand
berecognizedafelyin computemetworks. Thereforetheverifier of somerequest
mustmalke two distinctmappingn orderto verify therequesti.e. first, to find out
andcheckthe (attribute — DN)-mappingandsecondlythe (DN — key) to have
the full (attribute — DN — key) mapping[19]. Becausehe two differentcer
tificatesusuallycomefrom distinctissuerspothmustbetrustedseparatelyvhich
raiseshe securityrequirement®f thewhole process.

ACLs canbe actuallyseenasa form of an AC. Traditiorally, the functionof an
ACL is to list somekind of propertiesor authorizationgo differentnames.From
this point of view, attribute certificateshave quite thoroudh researchheingdone
aswe mentioredin Section2.8.

4.3 Authorization Certifi cates

Authorizatio certificatesaredesignedo makethemapping(key — authorization)
in a one, single certificate. The needfor simple authorizationcertificatesarose
from the difficulty to give uniquenamesto different principalsin a distributed
computersystem[19,54]. The SPKI working group hascomeup with a solu-
tion thata single,distinguishedX.500-like namespaces notvery likely to occur
ever. We will discusghegroundsof thisargumentin moredetailin thefollowing

section.

4.3.1 Global vs. Local Name Spaces

The SPKI working group proposeghe applicationof local namespaceswhich
wasoriginally proposedn ButlerandLampsonn theA SimpleDistributedSecu-
rity Infrastructurg(SDSI) [65] researclproject. In asmallervironment,the sim-
ple mappingof namesto public encryptionkeys makessense.To usenamesas
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identifiersis a naturalway for humanswhich everybodyhaslearnedn childhood.
In the past, peopleusedto live in small communites where almosteverybody
knew eachother In sucha communty to know a personwasequalto know the
specialcharacteristicef thatperson.Furthermorejt wasalsoequalto know the
nameof the personandto know his identity [16]. This doesnt apply ary more.
Telephonesfaxesandmorerecently Internethasmadethe globesmallerin the
sensahatwe canhave corversationwith otherpeoplewho areonly characterized
by somevoicein atelephoneor someemailaddressn our emailprogram.There
is no suchthing asa global distinguishedhame. The SPKI working grouphave
listed several reasonswvhich strongly argue againsta successfutreationof any
globalnamespacen thefuture:

e Computersdo never make ary decisionsbasedonly on a name. Thereis
alsosomeadditionaldataon which thedecisionis based.

e Thenameswe useto identify peopleareuniqueonly on our own domain,
but notglobally.

e A global databasevhich would contain enoughinformatian for making
somesecuritydecisionsvould be sucha big securityviolation thatit would
berejectedaspolitically impossible.

e We do not necessariljknow the whole nameof the personave aredealing
with.

¢ Whensearchingnanuallysomedatabasewe might pay attentiononly to
the nameof a personand ignore the other part of the DN and therefore
make a mistake.

Yetanothemrgumentfor justifyingtheglobalDNsis to have aninescapal# iden-
tifier which would restraina personfrom doingary evil undersomename[19].
After a misuse- a crime or such- the personcould changeher nameand start
over again. Sincethereare severalcompaniesioingidentity certificatebusiness,
thereis noway to hold a personto changethe CA in thefly to someanothemwith
anotheDN’s namespace.Sotheinescapablédentifiercreatedoy a CA is notso
inescapablafterall.

TheSDSI2.0methodof describingocalnamess to usearesenedword’'name’
andthe nameof the principal,for exampk,

Alice: (name Bob)

represents simplename’Bob’ in Alice’s namespace.Further if Bob definesa
nameof hisown, like,

Bob: (name Carol)
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thenAlice canreferto this sameentity by stating
Alice: (name Bob Carol)

Thus,thelocal namespacesanbeusednotonly locally, but alsoglobally [19].

4.3.2 SPKI Certificates

An SPKI certificateis aresultof work doneby the SPKIworkinggroup.An SPKI
certificateis designedo authorizesomeaction,grantoneor morepermisgnsor
capabilitiesto a keyholder The identifying thing hereis the public encryption
key, which canbe assumedo be unique. Insteadof the public key itself, a hash
of akey canbeusedinstead.We will discusshasheandhashfunctionsin more
detailin Sectior4.4.3.

Definition 4.3.1 AnSPKicertificate[18, 19] isafive-tuple(Z, S, D, A, V), whee

e IssuerZ istheprincipalissungthecertificateandgrantingthepermissons
or rightsit communicates

e Subjea S istheprincipal or nameacquiring the permisson or rights

e DelegationD = {true,false} is a flag notingwhetherthe subjectS has
theright to delegateall or part of the permisgonsit acquiresthroughthe
certificate

e Authorization A is afield specifyinghe permissbn beingcommunicated

e Validity V is the specificationof the datesor on-line conditions under
which the certificateis assumedo bevalid.

SPKI certificatesadopta totally differentview point comparedo X.509 certifi-
cates.SPKI certificatespecificationgloesnot give ary definitionshow to express
theauthorizatiorrules. Therepresentatioformatis left to theauthorof theappli-
cationsoftware,so shecantailor it to bestsuit to the application-spcific needs.
Similarly, thedistribution of the SPKI certificateds left asanopenquestion.The
working grouphave madean assumptia thatthe certificatedistribution is made
directly from theissuerZ to the verifier so no specialdistribution infrastructure
is needed.If somebog wishesto usesomedirectory servicesike LDAP [80],
DNS [15,31], or PGPkeysener, the specificationandimplementatn is again
up to the application author Further the SPKI certificateis expectedto carry
only the minimum information necessaryo getthe authorizationdecisiondone
so that the risks to any securityor privacy violation would be minimal. Also,
SPKiI certificatesnustsupportanorymous certifying. Anonymity of SPKI certifi-
catesis consideredrery important property sincetherearemary differentkinds
of applicatimsto certificatesvhereanorymity is highly desirableor evenneces-
sary Someapplicationsgrequiringanorymity are secretballoting, elections,and
auctions.
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4.3.3 TeSSA

TeSSA(TelecommunicationSoftware Security Architecture)is an architectural
model[54] which putsthe SPKI certificatesnto useascorveying mediumof the
authorizationand deleggaion informatian. Figure 4.1 depictsthe different con-
ceptualbuilding blocks of the TeSSAarchitecturg54]. The original definition
of the SPKI certificatesn the requesfor commentgRFC) [19] doesnot specify
wherethecertificatesshoutl bestored.In TeSSA thecertificatesarestoredin the
domainnamesystem(DNS) [31].

Trust and policy management

Application Authentication | Certificate Host

Host protocols protocol(s) repository oS

(0N

Session / connection level security

Communication infrastructure

Figure4.1: TelecommuicationSoftware SecurityArchitecture(TeSSA)concep-
tual building blocks

All communicationsis basedon the TCP/IP protocolsuitewhich is thefamily of
protocolson which the Internetis based.SincelP which is the protocolrespon-
siblefor only transmiting the datagramsn orderover the network [63] provides
no security anotherprotocolfor ensuringsecureconnectionss needed.The Se-
curity Architecturefor theInternetProtocol(IPSEC)[42] is anIETF standardor
securinglP paclets. The usageof IPSECis optionalin currentlPv4 implemen-
tationbut it is a mandatorypart of forthcominglPv6 [14]. The handshakingnd
negotiation of encryptionkeys andsuchneededo establifi securecommurica-
tionschannelis doneby the InternetSecurityAssociationandKey Management
Protocol(ISAKMP) [47]. Java Virtual Machine(JVM) is operatingasthe host
OSin the network nodes. JVM was chosenbecausét offered object-oriented
ernvironmentwith decentaccessontrolcharacteristics.

In TeSSAarchitecturearnybodycanactasa CA andissuecertificatesof herown.

This hasbeenseenwise choicefor several reasons.Firstly, requestinga name
certificatefrom someCA usuallytakesquite long time, at leasta few daysor so.
Secondly namecertificatesare valid usuallyfor a long time, at leastweeksor
montls. The long-livenesspropertyitself is not a problem. A typical exampk

of a namecertificateis an SSL certificatewhich is acquiredfrom someCA to
a WWW sener. It is reasonableéhat sucha namecertificateis valid for some
montls or evenawholeyear A WWW seneris expectedo work alongtime and
it is not sensibleto issuecertificateswith validity of a few daysonly. The SSL
certificateof someweb sener mightbecomenvalid by a corporatebankrupty or
a corporateacquisition Combinedwith the long acquisitiontime, the long life-
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time of a namecertificateis nota problem. Thirdly, the mostusualsituationis to
authorizesomeaction,whichis slightly cumbersomeisagefor namecertificates
in thefirst place. Instead,an architectureof SPKI-certificatesis proposedvhere
thecertificateshaverelatively ashortlife spanbut which allows morefine-grained
managemerf trust.

BecauseSPKI certificatesallow delegationof rights andcapabilities certificates
form chainswherecertificatesaresemanticallypoundtogether

Server’s policy
admin
PA key

User's policy
admin
PA, key

(PA,PA g may delegate, \—’
limited access to

"Server", forever)

(Self, PA s, may delegate, ‘ (PA,User,no delegation, ‘
access to "Server", access to "Server",

time constraint) time constraint)

Proves possession Oker key
Server T
Self key

Figure4.2: Basicauthorizatiorcertificateloop

Figure 4.2 shows a possilke authorizationcertificateloop with TeSSAarchitec-
ture. The Sener hasdelegatedthe permisson to accesghe serviceto its policy
adminidrator(PA). Thedelegationbit in this certificateis seton sothatthe PA can
further delggatethe access.The accessauthorizationpropagateso the end-user
who provesto the sener thatsheis the owner of the privatepart of the userkey,
which closesthe certificateloop.

Anothercertificateloop is neededor the userto be surethatsheis accessinghe
correctsener andnot animposter Figure4.3 shawvs theidentificationloop. The
CAs neednot to be official CAs like the oneswe discussedn the caseof X.509
namecertificates.The assurancef the identity of the sener canbe obtainedvia
moreunoficial path.

For example Alice canaskBobto waterherhouseplantswhile sheis onvacation.
Alice hasa modernelectroniclock in herfront door, so shecanauthorizeBob to

acces$erapartmento watertheplantsby issuingBob acertificatewhichis valid

during her vacationand which gives Bob permissio to openthe front door of

Alice’s home. BecauseAlice hassignedthe certificatewith her privatekey, the
electroniclock in her door canverify the signatureof the certificateanddeduce
thattheincomeris in alegalbusinessincehejust presentea certificatewhichis

signedby Alice.
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: o (CA,CAsmay delegate, CA trusted by
Service certifier identify services, the user
time constraint)
CAs key CA, key

(CAg, Server, no delegation, ‘ (Self,CA ,may delegate, ‘
identify "Server", forever) identify,time constraint)

Proves possessmn BErver key
Server
Server key

Figure4.3: Basicserviceidentificationloop

Theadwantage®neachiezesby usingTeSSAarchitecturas thatno physcal keys
have to be given to Bob. Further the key in sort of self-degradessincethe cer
tificate is valid only a limited time intenal. Thus,thereis no needfor Alice to
collecta key backafter hervacationsincethe certificatewhich is actingasa key
will beinvalid afterthe predefinedime period.

4.4 Cryptology usedin certificates

Sincethe certificatesaretransferredver anuntrustechetwork, they mustbe pro-
tectedfrom tamperingandalteration. The mostusualsituaton is thatthe issuer
of the certificatesignsit to ensuretheintegrity of the certificate.If the certificate
is alteredduringthetransmissia, therecever or theverifier noticesthealteration
whenshechecksthe signature.

We will discussthe cryptographicprimitives which are neededto provide the
neededsecurityfeaturedor transmittng certificatessafelyover anuntrused net-
work.

4.4.1 Symmetric and asymmetric cryptosystens

A cryptosysem in generalis atuple < P,C, £, D, K > whereP is a setof all
possilbe plain texts, C is a setof all possble ciphertexts, £ is an encryption
transformationD is a decryptiontransformatiorand K is the setof all possibé
keys.

Cryptosystermarein anessentiatole whenbuilding securecommuncationssys-
tems.Symmetriccryptosystemaremucholderandhencemuchmorethoroughly
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studied.Yetthey have anincorvenient property namelythe needto sharea secret
key or passverd, beforethe cryptosysem canbe established Figure 4.4 shavs
the principle of a symnetric cryptosysem. The namesymnetric comesfrom the
factthatthe samesecretkey is usedbothto encryptthe messagandto decrypt
theciphertet to revealthe original message.

Encrypted message

y= e(k,m
through an
Key k untrusted network Key k
Message m
—g> Encryption Decryption Message m

Figure4.4: Symmetriccryptosystem

Sincethe key mustbe sharedandyet secret,theremustbe somesecureway to
sharethekey beforehandin theold timeswhenthecryptosysterawererelatively
simple andthe passphrasesr passwordsmuchshorterthantoday the sufficient
condition wasthatthe partiescould meetin public andsharethe passvord. As a
very simpde exampk, considera cryptosysem wherewe take somesingle word
asa passwrd andthenlist the remaininglettersin order The only requirement
for the password is thatevery singleletter appearsat mostonetime in the word.
For exampk, theword’haupt werk’ would besuchaword®.

plainext:  abcdef ghijkilmno pqgrstuvwx yz
ciphertext: hauptw erkbcdfgi  jlmnogsvx yz

Figure4.5: A simplesubstitition cipher

Figure 4.5 shaws the encryptiontransformationfor sucha subsitution cipher

The systemworks asfollows. In orderto encrypta word, say’cat’, we startto

replacelettersby takingthe plaintext letterandcheckingfrom thetablewhich is

the correspondingiphertext equ\alent. For letter’c’ thecipherletteris 'u’, and
continungthiswaywe obtaintheciphertext 'uho’. Thedecryptiontransformation
canbeobtainedby inverting theencryptiontransformation.

“Whenchoosinga passverd for a substitutioncipherlik e this one, the greatadwartageis to
choseanuncanmonandperha a foreignword which is harcer for anintruderto guess.The
reademustalsonotethatthe cryptosystempresentd abore might have provided somesecurity
somehurdredyearsagobut canbetrivially crackedby compuerstoday Also, statisticalanalysis
of thecipherhelpsto crackit quite effectively [72].
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Figure4.6 shaws the principle of anasymmetricor public key cryptosysem. As
we describedn the Section3.1.2whenwe discussedGR an asymmetriccryp-
tosysemconsistf two keys, a publicandasecretnewhichis oftenconsidered
apair.

Encrypted message
y= eks,m
over an untrusted
network
Publickey k" Secretkey kK

| |

Message m ) y g - )
————— | Encryption | T (I - [————| Decryption

Message m

Figure4.6: Asymmetriccryptosyseém

In a public key cryptosysemeverybodyhasa public key which canbe published
in anewspapenr in apublicdirectoryor such.If Alice wantsto sendanencrypted
messagéo Bob usingapublickey cryptosystento encrypthermessageshemust
first obtainBob’s public key. For now we assumehatboth Alice andBob will
somehav obtainthe correctpublic keys of eachothervia somesecurechannel.

The systemworks as follows: Alice writes a messagen andencryptsit using
Bob’s public key £}, to have an encryptedmessage: = e(k},,, m) Wherec
is the encryptedmessageande = e(k,m) is a encryptiontransformationof
two variables,namelythe public key £ anda messagen. Now Alice cansend
the encryptedmessage: to Bob, who in his turn deciphersthe messagewith
his secretkey usingthe decryptiontransformatiorto obtainthe original message
m = d(kg,,,c). Only Bob canopenthe messagéecaus®nly he possessethe
secrekey k.

In generalthe messagen which is encryptedwith somepublic key £+ canbe
decryptedonly with thecorrespondingecretkey k. Secrekey cannotbe calcu-
latedor deducedrom the public key andvice versa.

In practice,symmetrc andasymnetric cryptosystemsreusuallycombinedto a

hybrid cryptosystem This meansthat the messagen is first encryptedwith a

symretric cryptosystenmusingsomesharedsecretkey k. The symnetric key is

thenencryptedusing an public key cryptosysem and attachedo the encrypted
datain somepredefinedormat. Figure4.7 shavs the principle.

SOneof the designrequilementsof a pubic key cryptasystemis, thatfor a unique public key
kT theremustexist only oneuniquesecrekey k ~ to ensue thataneavesdropercannd generate

rancbm keys andfind anotter secretkey k¥ which would alsodecypt messageencrypedwith
k.
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Message m Session key kg
Sessionkey ks | Message Publickey k™ | session key
> | encryption ~| encryption
ym: es(k s n) yk = ek( k+1 ks)

y= ed(ki k) |l efksm

Figure4.7: A Hybrid cryptosystem

The biggestmotivationfor the hybrid cryptosystenis efficiency. Symmetricen-
cryptionis bestfor encryptingdatabecausét is ordersof magnitidesfasterthan
public key encryption[70]. Further symmetricencryptioncannotbe attacled by
chosenciphertext attacklike public key systens. However, the symmetrickey
mustalsobetransferredgsecurelysomehav. This problemcanbesolvedby public
key cryptosystenasdescribedabore.

4.4.2 Digital signatures

For alongtime, handwritensignaturesareusedto prove authenticityandauthor
ship of a document. A signatue is alsoan expressim of commimentto some
agreement.In Applied Cryptagraphy, Bruce Schneierhaslisted several charac-
teristicsof a handwrittersignature$70]: Thesignaturds authenti¢ unforgeable
not reusablethe signeddocuments unalterable andthe signaturecannotbere-
pudiaed Noneof theseis absoluely true but we cancopewith the uncertainty
becausdorging signaturess difficult andtherisk to getcaughtis quite high.

In digital world, thesituationis quite different. Bits canbe copiedandduplicated
easily which makes duplication of the signaturetrivial. Secondly handwritten
documentswhich are signedcannotbe alteredafterwards without high risk of
detectionof modification. This doesnot apply to digital world either A mere
signaturecan be easily cut and pastedfrom one documentto anotherwithout
detection. Thereforethe digital signaturemustbe tightly attachedo the signed
datathanthetraditioral handwrittenone.
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Publickey cryptographycanbe appliedto make digital signatwes. The principle
is asfollows (Figure4.8): Insteadf usingthepublickey to encryptiontheprivate
partis used.Sincepublic key cryptographyis computationlly quite expensve, a
hashof the documenis signedinsteadof the whole document.The signedhash
andthedocumentreconcatenatedndencryptedandthensentto therecever.

Message m One-way hash
™ function

Secret h(m
signing

key kg .
Signature
*>| generation

=S

(Qu)yx)e

Publi
encrsptlign \ Si gned and encrypted nessage

key ki c=e(ks (m ] ey(ks, h(m)))
Encryption >

<

\/

Figure4.8: Generatiorof adigital signature

The order of signingandencryptionis crucial. For example,thereis an attack
againsisystemwhereencryptionis donebeforesignirg [70], if RSAis used.Let
us considera situaton where Alice want to senda messagen to Bob. First,
Alice encryptsthe messagavith Bob's public key &}, afterwhich shehasc =
e(k},5,m) mod npe . Thenshesignsit with her private key andobtainss =
e(k 1jice- ©) MOd Najice. (Herenpgy andn . arethe RSA modui of Bob and
Alice, respectiely). Now, Bob who knows thefactorizatiornof n g, cancalculate
discretelogaritrmswith respecto his moduls. All he hasto dois to find = such
thatm'® = m mod npe. If henow publisheszk , ashis new public key and
still hasn g, ashis RSA modulus hecanclaimthatAlice actuallysendmessage
m' encryptedwith the new key, insteadof m. The attackis not limited to RSA
only, it workswith ElIGamaltoo providedthat Bob canchoosehis own modulus
freely [2]. Thereforethe orderis to first to make the signatureandencryptafter
signirg. After all, nobodysignsarnything by handshecannotread,either At least
sheshoud notdo so!

4.4.3 Hashfunctions

Cryptosysteradiscusse@bove do not provide protectionof dataintegrity against
attaclers. If the databeingtransmited is alteredby a maliciousoutsicer, we
cannotdetectit. If the datais encryptedandis alteredthenwe aremostlikely to
have somesenselesgibberishwhendecryptingthe data.
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A hashfunction is a computatbnally efficient function which essentiallymaps
arbitrarily long binarystringsto specifiedengthstringcalleda hashvalue- some
timesalsocalleda messge digest The secondprincipal propertyis the easeof

computatdn. Givena preimagen it is efficient to computethe hashvalueh(m)

but it is computatbnally infeasibleto do theinversemapping, i.e. to getm when
h(m) is known. For example,SHA-1 (SecureHashAlgorithm - revised)mapsa
bit stringto a 160bit hash[48].

Theideaof hashfunctionsis thateventhemostsmalkestchangean theinputstring
causeshe hashvaluechangeradically sothatary alterationof the inputstringis
detected However, sincethedomainof a hashfunctionis arbitrarylarge andthe
codomainis limited, it impliesthatcollisionrs, i.e. thetwo distinctimagesn; and
msy Would mapinto a samehashvalue h, mayoccur This mustbe keptin mind
when hashfunctionsare designed. This propertyis called collision resistance
someéliteraturealsocallsit strongcollisionresistanceBasicallyit meandhatit is
computatbnally infeasibleto find any two distinctmessages: andm' suchthat
h(m) = h(m').

4.4.4 Messageauthentication codes

Messageauthenticatiorcodes(MACs) are hashvalueswhich are calculatedby
addingsomesharedsecrepartlike asymmetrc encryptionkey to theinputof the
hashfunction. Hashfunctionswhich take a key asa seconcdparametearecalled
keyed hashfunctionsandthe outputa MAC-valueor MAC. Looking backto the
Figure 4.8 the situatobn is similar, but in additon somesecretparametets fed
to the one-way hashfunction 4 with the original messagen. The requirements
of a keyed hashfunctionsare similar to the plain hashfunctionswith two addi-
tional claims.First, givenzeroor moreplaintext-MAC pairs(z;, h(k, x;)) it must
be computatimally infeasibleto generateary new text-MAC pair (z, h(k, z)) for
ary r # x; [48]. At afirstglance thisdoesnotmeanthesecreg of theMAC algo-
rithm but insteadthe secrekey mustbeknown in orderto beableto generatenew
MACs. Secondlyundersimilar assumpbnsasabove it mustbe computatimally
infeasibleto recover k£ by usingtext-MAC pairs.

The differenceof MACs anddigital signaturesarethatthe original messagean
usuallyberecoveredfrom adigital signatuie aswe presentedhemin Sectiord.4.2
whereagjivenonly a MAC the original messageannot.If comparedo hashes,
the addedvalueof MACsarethatonly the party knowing the secretkey cancal-
culatethe MAC. This is usefulfeaturein virus protectionfor example.Alice can
calculateMACsfor herimportantfiles. If sheusedonly hashesthe virus could
infectthefiles andafterplantingitself into filesit could calculatenewn hashvalues
andAlice would noticenothingif shedid not keepcopiesof hashvaluesin some

5Thereexists no function that is proven to be oneway without any assumptias [48]. All
applicatimsaretherefae morelik e “candidates”to oneway functions. Therefore, mathenaticians
conside it possiblethough very unlikely, thattruly one-way functions doesnot exist.
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secureplace. By usingMACs, virus will be detectedsinceit cannotalter MACs
becausét doesnotknow thesecretkey.

4.4.5 Tamper-resistant tokens

The conceptof authorizationcertificatesimplies needto store private keys on
somereliableandsecurewvay sothattheusercanfeel relatvely safethatthekeys
cannotgetin the handsof misusers.A smartcardis onesolutionfor a storage
device. Smartcardshave memoryandprocessoof their own which areprotected
from tamperingirom outsice.

However, the computirg and storagecapabilitiesof a smartcard are ratherre-

strictedsincethe smallsizedictatedby the physcal sizeof sucha card. Theideal
situatbnwould bethatthe carditself would generatehe keypairsandwould only

give the public partoutsideto be listedin somedirectoryservice. Traditionally,

RSA hasbeenthe de-factoalgorithmfor both public key encryptionanddigital

signatures.The problemis thatthe RSA key generatioris computatioally quite
anexpensve operation.Thetwo largesecrerandomnumbergp andqg thatRSA s

basedheednot only be randombut alsoprimes[48] at leastwith very high prob-
ability. It is the testirg for primarity which is expensve. Therefore, public key

cryptosysemsbasedn elliptic curvesaremoreattractive solutionto beusedwith

smartcardssinceelliptic curve cryptosystem$ECC)needonly arandomnumber
which neednotto beprime.

Tommi Elo studiedan application of elliptic curve digital signaturealgorithm
(ECDSA) on a smartcardervironment[20], namelyon a JavaCard, in his mas-
ter’s thesis. His conclusiomls were that performanceof currently available smart
cardscannotmeetthefeasiblerequirement$or speedf implementationaredone
in software. Although the implemenétion is possibg, the responsdime of the
JavaCardwould befartoo big for the needsof any commerciabroduct.Eventhe
actualavailability of thecardswhichsomemanufcturersadwertisedandtold they
hadreleasedvashighly questionable.

"JavaCardis aregisteredradenark of SunMicrosystemsinc.



Chapter 5

Distrib uted AccessControl
ManagementSystem

5.1 Previouswork

Theoryof accessontrolhasbeenstudiedfor alongtime. Sandhwetal have done
extensve researclon AC and AC modelsbasedon roles[68], andlattices[67].

However, thesestudieshave beenbasedon the assumpbn that first the subject
is authenttated,i.e. theidentiy of the subjectis verified. Secondly the rights

of the userareinspectedijn this casewhatkind of accesshe subjectcanbe al-

lowed. Sandhustatesthat authenticatioris one building blocks of information
security[66]. Mostly Sandhus and his researcHellows’ work have beenbased
onidentity-based\C but they have notedthattherole basedAC is alsoimportant
andin mary casesnoreinterestig thanidentity based.

Blaze and Feigenbaunhave taken a differentapproachto the problem. As we
have describedearlier they have studed the problemfrom a moregeneralpoint
of view, i.e thetrust-maragementapprach [9-11]. They have found out thatto-
day, identity carriesinsufficientinformationin orderto beabasisfor authorization
decisionin adistributedsystem A bettersoluion would beto basetheauthoriza-
tion decisionn credentialsvhich apublic key presentandwhich arecompared
againsta local securitypolicy [8, 24,25].

Ellison andthe SPKI working grouphave worked on the sameproblemasBlaze
and Feigenbaum.SPKI is a steptowardsan architectureof authorizatio, not
identification.SPKI forms partof thefoundationon which TeSSAarchitecturas

built. Nikanderhasdiscoveredthe sameinsufficiency of the identity asthe basis
of authorizationas Blaze and Feigenbaunhave done. TeSSA-architecturgs4]

hasbeendevelopedfrom the perspectie of authorizingactions.

In TeSSAResearh project,Heikkild andLaukkahave implementeda distributed
bankingsystenmusingTeSSAarchitecturd32]. We areapplyingthe TeSSAarchi-
tectureto implement a phystcal accesscontrol systembasedon SPKI authoriza-
tion certificates.
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5.2 Onthe BasicProblems of Acces Control

Basically the function of physicalaccessontrolis very simple: To allow autho-
rizedpersonneto enterthe building andforbid unauthorizeeentry. Of coursethe
real problemis muchmorefine-grainedandcannotbe simgified this drastically
Themeredefinitionof 'authorized’accesss notunambiguas. Let usassumeéhat
the building is an office andthe peoplewho work theredo some’general’ office
work. Which oneof the personsn the following two caseshasgreaterauthority
to enterthe building, the ordinary guy who works there,or an errandboy who
delivers somecompuer hardwarethatwasrecentlyorderedrom alocal store?In
bothcaseghe persorhasanequaljustifiedneedto accesshe building.

In the following, we list serencommonproblemareasof physicalaccessontrol
systems

Key distrib ution. Ordinaryworkersare quite an easycase. The accessontrol
managegivesthe appropriatekeys to the personsvhenthey startworkingin the
compary. But, how to distributekeysto theauthorizedusersvho mightneedthem
only temporarily like our courierboy in theabove scenariojs abiggerproblem.

Returning the keys Usuallythe old keys area larger problemthandistributing
thekeys. If old workersdo notremembeto returnthekeyswhenthey leave, they
have a possbility to comebackwith malicious purposes.Locks canbe recon-
figuredsothatold keys will not be valid but thatwould be enormoudaskevery
time.

Keyduplication. How to ensurehatunauthorizegartiescannotduplicatevalid
keys. Most advancedphysicalkeys have usually patentswhich protectboth the
keys andthelock industy sothatonly the original manufcturercanmalke more
duplicatedor thecustomers.

Key borrowing. How to preventthe authorizedusersfrom borrowing their keys
to unauthorizegersons?

User information management How to adminster the userinformation, i.e.
personalnformationandaccessightseffectively.

Recognizinginformation. If we are using physical keys the situaton is quite
simple. Eitherthe key opengthelock or doesnot. In digital world, the problemis
muchmorecomplicatecbecaus@hyscal keys cannotstraighforwardly beturned
ondigital form.

Different roles Very often peopleare actingon somerole whenthey do their
everydayduties.A computermadministatorhave accesso a computeroomof the
computercenterwhich s otherwisestrictly guarded.

The above list depictssomeof the comma problemswhich are usuallynoticed
but in practicevery oftenmisused.For exampk, key borrowing is very common
practicedespitethe factthata corporatesecuritypolicy mostprobablydeniesit.

Basedon the obsenations above, we describemore detailedrequirementsand
criteriafor a bettersolutionin Section5.6.
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5.2.1 Why Do Distinguished NamesFail?

In centralizedsystemswhere accesscontrol have generallybeenimplemented
with usernamesandpassverds,authorizations usuallydividedinto two distinct
subprobler. Firstis theidentity, i.e. “who madethe request?”. After the first
guestions answeredthe secondneasks'is sheauthorizedo take theaction?”

Figure5.1depictshegeneraproblem.If adistinguishechameof apersornis used
asthe basisof theidentification,we areusingthe binding (a) i.e. Person — DN

to link somereal personto a subjectin cyberspaceNow thefirst question‘who

madetherequest?’is answeredNow we needto know theanswetrto thequestion
“is the requesteruthorizedto take the action?”. This canbe checled from an
accesgontrollist (ACL). For example,a UNIX filesystemkeepsinformationof

thepermission®f everyfile in thesystemwhichconsiss of threeflags,theowner,

the group,andthe otherwhich controlsthe accesgo thefile. Thisis the binding
2,DN — authority in theFigure5.1.

?
Name
g ‘ 2.ACL or
attribute
a. certificate
1. Name or
®

identity
certificate
e.g. X.509
Person
3. Authorisation
‘ certificate
e.g. SPKI
Key

Figure5.1: Theauthorizatiorproblem

In Finland,the estimatechumberof usersof Internetby NualLtd. is about2.27
million people[57], whichis roughlythe numberof working agedpeoplein Fin-
land. If we look the statistcal figuresof namesthe mostcommonfamilynamels
Virtanen.In March2000,thereare24,998peoplehaving the surnameVirtanenin
Finlandaccordingo thePopulatiorRegisterCenter{78]. Themostcommonmmale
first namein Finlandis Matti [3]. Combining thesewe canmake theassumpon
thatquite probablythereexists at leasttwo distinctpersonswith the name’Matti

Virtanen’. Thereforea merenamecannotbe usedeitherasa pieceof identifying
or authorizinginformationin eithera nationwidenetwork or a global network as
thelnternet.

Even more complicatedis the usageof name-certificatesvhich bind a distin-
guishednameto a public key (binding 1). As the public key is the reasonable
representeof a personin the networked world, we also needsomeauthoriza-
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tion given to the public key to make someactions. This final binding is doneby
key — authority mappingin Figure5.1. We hadto do threestepsin orderto get
answerto the basicquestiam “Is the persomauthorizedo take theaction?”

TheFigure5.1suggestshatthe easiestvay to getthe answers to take only two
necessargtepsfrom a personto the authority Firstis to bind a nameto a public
key andthenbind the public key to someauthority Nameis not neededat alll.
Thisis alsotheway how the systemworksin the“real world”. As we shavedin
Section5.3.1,traditionally a physcal key is given to a personwho usesthe key
to access lockedfacility. No identificationis donein the actualaccessontrol
situatbn whenthe personopensthedoor.

5.3 AccessControl Architectur e

5.3.1 A Centralized Solution

The principalguidelinesof anaccessontrolmanagemergystemaredepictedn

Figure5.2 In phaseonethe personacquiringthe accesg¢o somefacilities goes
to meetthe accesontrol manage(ACM) to have a key?! to the facility. ACM

checksthe identity of the userandgivesan appropriatekey to the user Usually
the usermustsignfor the key sothatthe ACM cankeeptrack of the keys which
are givento the people. This informatian is storedto a secureddatabase.The
importantthing to notice hereis thatthe identity of the useris checled here. If

everythingis in orderthenthekey is given. If it turnsoutto be sothattheuseris

someimposer thenthefraudis detectechere(or atleastit shouldbe!).

Now theuserhasakey soshecanenterthefacility. Dependingheimplemenation
of theaccesgontrolsystemtherearetwo generaklternatves.

First is the caseof a plain, corventional lock and a physcal key. A physical
key is mostusually very difficult to forge or even manugcture. Moreover, the
mostadvancedkeys are patentedso that nobodyelsethanthe patentowner can
manufcturethosekeys. If thelegal userwantsaduplicatekey, it mustbeordered
from the manufcturerof the lock who will make duplicatesonly to the original

purchaseof thespecifiedock. Theconditimswhich theuserof thekey commits
herself,amongothers,whensherecevesthe key is not to give to key ary other
person.Theseproceduresindcorventiors ensureshatthe ACM canbequitesure
thatonly authorizedoersonnetanenterthefacility beingprotected.Thereis, in

mostcasesno receptionor guardin the doorswho would checkthe key owner’s

identiies. Only facilitieswhichrequirevery high securitymighttake thisactionto

ensurehigh security A nationalcentralbankwould beanexamplewhichrequires
sucha high securitylevel.

The secondalternatve is the electronickey, a magnetickey for example. The
mostusualimplementabnsare suchthatevery key hassomeuniqueidentifying

'Herewe theterm’key’ to meana very geneal key, it might be a traditionalphysical key as
well asamagnéic key or asmartcardbasecdne.
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Access
Control
Manager User

3. Door

Database

Figureb.2: A traditionalaccesontrolmanagemengystem

numberwhich individualizesthat particularkey. The doordoesnot know which
keys arevalid onesso the door mustmake an inquiry to somecentraldatabase
askingwhetheror not to grantaccess.This is the step5 depictedin Figure5.2.
If the key which was presenteds valid then the databasesystemtells door to
grantaccess.e. to open(stepst and7). Thetrustrelationshipsaresimilar to the
previoussituationwith the physicalkey.

However, thereare a few dravbackshere. Firstly, the systemrequiresa central
databaseo storethe valid key-IDs (if electronickeys areused). If the connec-
tion to the databasés brokenor the databasé selfis down, thewhole systemis

inoperatve. The otheralternatve is thateachlock would knew which arevalid

keys andwhich arenot. Thisis not arealisticassumptn sinceit would require
to somehav updatethe informationof all the locks every time a new key is in-

troducedor anold oneis revoked. If theervironmentin which theaccessontrol
systemis usedgrows large enoughthe task of updatingeachlock becomegoo

big. In caseof physical keys, they mustbe hardto forge, andthe keys mustbe
collectedbackwhenpersondoesnot needthemarnymore.

5.4 A Distrib uted AccessControl Management Sys-
tem
Figure5.3shavsthegenerahrchitecturef our certificate-basedlistributedsolu-

tion for anaccesxontrolmanagemergystem(ACMS). Conceptuallythe setting
is asfollows: to be a truly distributed system eachdoor is the beginning of the
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authorization A doorcanissuea certificatein whichthedoorgives permissiorto

grantaccesgightsto that particulardoor. Every door automattally issuessuch
a certificateto the accessontrolmanagef(ACM) of the system This certificate
basicallygivesthe ACM total authority over the door. Also, the permissio to

furtherdelegatetheaccesxontrolis granted.

Door Access
— Control
1. Manager
- Database
o] 2.
3.
5.
User
Lattice of
Security
Labels

- 4

Figure5.3: Distributedaccessontrolsystem

The AC managemeris distributedalso.An organizatiorusuallyhassomeperson
whois responsibléor the generabkecurityof theorganization However, sincethe
organizatiommight bequitebig, it is notwiseto definethemanagemertuf thesys-
temto be constrainedo onephyscal personWe will thereforeassumehatthere
is oneorganizationlevel securityofficer who is responsibldor the organization-
wide security However, shecannotreally do all the job by herself. Therefore
shehasdivided the accesontrol managementio smallerpartsaccordingto the
organizationstructure.Every organizationalinit hasa accesontrolmanageof
their own, who controlsthe smallerorganizationalunit. Her job might be further
split to smallerparts. Thesesplit upscancontinueasmary timesasneededThe
accessontrol managemenpart of our systemsystemis actually a tree which
hasthe chief securityofficer asaroot nodeandleaf nodesaresecuritymanagers
of differentsmallestunits of the organization The Figure5.4 shows the general
modelof suchatree.

The organizatimmn managemho haspermissio to give accesdo ary building or
facility in the organizationissuescertificatesto every departmentevel security
managemwhich grantspermissbnto give accessvithin the particulardepartment.
Dependingthe organizationsize, the tree can have asmary levels asnecessary
For example,in the leaf nodesare the manager®f the smallestunits which can
be officesor laboratories.Theseoffice level managersandefinethe local secu-
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Organization level

%\

Department level

/\

Office / Unit level

Figure5.4: Accesscontrolmanagemerttree

rity policy of the particularoffice which definesthe rulesandaccesgermissons
in thatoffice. Differentofficescanhave differentneeddor a securitypolicy and
thereforeit is the manageof thatparticularoffice who knows the local needshe
best. Usually thereare organization-wi@ generalguidelinesof securitypolicies
but the morefine-grainedpolicy is createdn every office accordingto the guide-
lines of the generalpolicy. Arrangedasdescribedabove, the accespermissons
which aredeleggatedonwardson eachstepform a sequence; > p, > ... > p,
wherep; is the organizatioawide accesspermissim on the root of the treein
Figure5.4andp, theoffice level permissioron someleaf of thetree.

The manageof eachoffice writesacertificateto the peopleof thatoffice with ap-
propriateaccessights. In theoffice level, the securitypolicy andtheaccessights
canbemodeledwith alattice of securitylabelsaswe describedn Section2.10.6.
Amoroso[1] andGollmann[27] give someexamplesof securitylabelswith cat-
egoriesgroupedby ratherbroadlevel, like departments anorganization.How-
ever, becausdatticesare ratherdifficult to visualze by Hassediagramsif the
lattice becomexomplex andlarge[1]. Thereforeit is betterto introduce security
labelsonly asthefinal solutionin a office level, notany higher However, nothing
preventsusingsecuritylabelsalsoby the non-leafnodesof the AC management
tree. Thismight be usefulin afollowing scenario.Let usassumehatmorethan
one officesor organizationunits arelocatedon a samebuilding which quite of-
tenis the case. It is more corvenientthat the AC managemresponsike for the
building-wide securityissuesthe certificateswhich grantaccesdo the building
insteadof the office level AC managers.

The accesscontrol managelin the leaf nodeissuesa certificateto the end-user
who actuallyusesthecertificateandpasseshroughthedoors.Theleaf ACM has
definedappropriatdocal security policy and classificationgo eachdoor under
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her adminigration. Following the policy, shecannow issuea certificatewith
an appropriateclearancedo the end-usersThe end-usercertificateexpresseshe
clearancdevel explicitly - for example,a compuer systemadminstratorcould
have clearance

(restricted, {computer — admin, staff})

Now theusercanaccesshefacility with thecertificatewhich shehas.Depending
of the solution of the accessontrol system,the certificatecould be storedin a

smartcardor atrustedPDA. Maybeevenon a cellularphonewhich cancommu-
nicatewith thedoorviaanIR link.

5.5 On Certificate-Chains of the AccessControl Ar -
chitecture

To furthersimplify andmake the conceptclearerwe will describethe certificates
andcertificatechainsin moredetailnow.

First, the door hasissueda certificateto the ACM on top of the accessontrol
managemerttierarchyof the organizationin question.This certificategrantsthe
ACM permissiorto totally controlandgrantaccespermission®f thedoor. This
is representedscertificateCert.1

(D, AC My, true,"ManageAccess") (Cert.1)

Sincethis permisson is valid forever, thereis no validity field V' in the certifi-
cate[53]. Becausehe SPKI certificatespecificatiordoesnotgive ary description
of how theauthorizatiorinformationshouldbe presented19], we canchoosehe
representatioform freely. Herewe wantto emphasizehe conceptitself sowe
decidedo encodeheauthorizatiorinformationin thefield A in ahumarnreadable
form.

Dependingon the structureof the organization,the structureof the ACM tree
describedn the previous sectionmay vary a lot. However, in generallythere
is somepathng, ny, ..., n; onthetreefrom theroot noden, to someleaf node
n;. The authorizationfrom the headACM to the leaf ACM is representedy
certificateCert.2,..,Cert.4

(ACM,, AC My, true, “ManageAccessOnDivA") (Cert.2)
(ACM;, AC My, true, “ManageAccessOnDeptB”) (Cert.3)

(ACM,_1, ACM,, true, “ManageAccessOnOfficeZ”) (Cert.4)

Theabove chainshavs how authorityinformationflows from upperto lower lev-
els. First, from thechief ACM AC M, ontherootto the ACM; of somedivision
of theorganizationandaftersomestepgo theoffice level onthehierarchy Onev-
ery stepthe authorizatiorbecomes bit narrover thanpreviouslevel asintended.
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Herethe AC M, is responsile for describinga security policy on office level.
Dependingof thelattice structureshehasdefined sheissuesa certificateCert.5

(AC' My, u, false, (restricted, {computer — admin, staff}))  (Cert.5)

Here the authorizatio field A , namely (restricted, {computer — admin, staff})
is the clearanceof the useru. Theuseru is not allowedto further delegat the
accesgpermissios. Actually, this depend®n thelocal securitypolicy. It might
be allowed for end-useto further delegatethe accesgermissio. Furtherdele-
gationmight be restrictedto only a onestep. Sincedelegation field of the SPKI
certificateis binaryin nature this mustbe specifiedn theauthorizatiorfield with
theclearance

Whentheuseru accesshe doorshepresentshe certificateCert.5to thedoor D.
Sincethe accesf the particulardoor happengyuite frequently it is reasonable
thatthedoor D storeghecertificateCert.1locally soit canbeaccessethst.Once
thecertificatechainof distributedACM is completefrom thefirst certificateCert.2
to theleaf certificateCert.4,it canbereducedo a singlecertificateCert.6

(AC My, AC My, true, “ManageAccessOnOfficeZ") (Cert.6)

Thedoor D cannow checkthatthechainof certificatesCert.1,Cert.6,andCert.5
is valid. Sincedoor D isthesourceof authorizatiorandit knows theclassification
of itself, it can concludethat the the accessmnay be grantedprovided that the
clearanceof the useru domimatesthe classificatiorof the doord. Otherwisethe
accesss denied.

5.6 Desig Criteria

In previous sectionwe describeda centralizedaccessontrol systemfrom which
we pointedout several dravbacks. We will now describeandstatecriteriafor a
bettersoluion.

The new accessontrol systemshouldbe basedon authorization to go through
doors.Physicakey is theauthorizingtokenwhich have beenusedsincethelocks
wereinvenedsome4000yearsago[13]. Therehasbeemoconstantdentification
afterthekey hasgiven to aperson.

Accesscontrolsystenshouldbetruly distrib uted withoutaneedfor acentralized
databaseAccesscontroldecisionshouldbe possibleto make withoutary queries
to ary databasesr at leastany suchdatabasehouldbe distributed. Further the
managemernf accesontrolrightsshouldbedistributed. Variousrecentstudies
have shavn [24,46,54] that large distributed systemshasvariousdemanddor
securitywhich differsin differentpartsof the system.

Key-managementof the systemshouldbe flexible andscalableandyet secure.
By flexible we meana systemwhereold keys, for exampk, do not comprisea
problemlik e the situatbn is with physicalkeys if adminigeredpoorly. It should
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be possibé to describewhetherthe key holder may give or borrov the key to
anothempersontemporarily

Unnecessaryog-generatiorshouldbe avoided. Privacy of the legitimate key
holdersshould be respected. There cannotbe ary arguablereasonto monitor
the movementsof legitimateusers.Only thosewho aretrespassin@r otherwise
making an unauthorizedaccessshouldbe tracked and detected. Working time
calculationis totally anothemproblemandis out of the scopeof this work.

Accesscontrol checkingshoutl be asefficient aspossible. Using new technol-
ogy for accessontrol shoul simplify ordinarytasksand enhancehe security
If openingthe door takestoo long time, peopleonly getirritated. An optimal
performancewnould be fasterthan one secondfor door to make the accesson-
trol decision. Lower thana secondresponsas like a blink of an eye for human
beings[20].
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Chapter 6

Implementation

Basedon our conceptuabesignintroducedin the previous chapterwe will now
describeourimplementaton in moredetail.

6.1 Architectural Elements

6.1.1 Unified Modeling Language

As thenamesays Unified Modeling LanguaggUML) is amodelirg tool for soft-
waredevelopmentprocess.The UML wasstandardizedby ObjectManagement
Group(OMG) andthe currentversionis 1.3[81]. UML is a modelinglanguage,
notamethodof design.Usually methodsconsistbotha modelinglanguageanda
process Theprocesglescribesvhich arethe stepsin the pathfrom the scratchto
afully functionalprogram.

UML offersmary differentgraphicaltoolsfor designtask. Fowler hasdescribed
them quite thoroughlyin his book UML Distilled [26]. We found usecasedia-
grams classdiagramsandinteractiondiagramsamostuseful.

A usecasediagram is a tool for identifying differentactorsof someusecase.
A usecaseis a setof scenarioswhich are tied togetherby somecommonuser
goal[26].

A classdiagram describedlifferenttypesof objectsandthe staticrelationsbe-
tweenthem. It is the mostimportanttool of the UML becausedf the power of
expressior74].

An interaction diagram is a tool for modelirg how objectscollaborateandwork
together[26]. Interactiondiagramsare further divided into two subtypes,.e.
sequencealiagramsandcollabaation diagrams A sequenceliagramshov how

objectssendmessage$o eachothersand how thingshappenin a sequence A
collaboratiordiagramshaow the staticconnectiondetweerobjects.

We foundthe usecasediagramamostusefulin the beginning of the development
phaseo distinguishthedifferentpartiesandactorsof the accessontrolmanage-
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mentproblem.Theinteractiondiagramsverevery usefulsoonafterthebeginning
whenwe studiedhow the differentpiecesof informatian flows in our system.In
theend,the classdiagramswverethe maintool to describethe objectsandclasses
of the accesscontrol managemensystem. An interactiondiagramwas usedto
illustratethe stepshow theaccesgontroldecisionis donein practice.

We testedseveral differentUML tools duringthe designphase.After trying Ar-
goUML?Y, Dia?, andMagicDraw 4.0° we foundthelatterthe mostusefultool.

6.1.2 Java

The Java programminglanguagehasbeendevelopedat Sun Microsystens Inc.
The goalsthatthe designersof Java programminganguagesetin the beginning
wereto develop a programminglanguagewhich is simple object-orienteddis-
tributed robust, secue, architectue neutial, portable interpreted high perfor-
mance multithreaded anddynamic[34].

Javais aninterpretedorogramming language.The Java sourcecodeis compiled
into Java bytecodewhichis executedn a JavaVirtual Machine (JVM). Theprin-
ciple ideais that the Jara byte code compilersand JVMs can be implemented
on differentcomputerarchitecturesand the actualbytecodeis thusarchitecture
independent.

Securityof Javacodeis basedn checkdoneby JVM onrun-time.JVM provides
a so called sand-boX60] which gives certainbasicresourcedor the byte code
beingexecuted. The byte codemay quite freely operateinside the sand-boxbut
it needssomespecialpermissios if it wantsto accessary externalresources,
like disksor printers,which are outsidethe sand-box.This is an effort to try to
minimize the possibilty of pestprogramdik e wormsor Trojanhorsesor viruses
to do maliciows things.

The syntaxof JavaresemblegloselyC andC++ which makesJava easyto learn
if eitherof theseprogramminganguagess alreadyfamiliar. To avoid potential
sourcenf bugsandprogrammiig errors,thereare no pointersin Java. Further

the memorymanagemernis automaticj.e. the programmeneednot to take care
of memoryallocationfor objectsbeingcreated.Also objectsneednot to be ex-

plicitly deletedbecauselVM containsa garbagecollectorwhich cleansmemory
for objectswhich arenolongerbeingused.

The choiceto take Java asa programmig languagefor our prototypewasquite
obvious,sinceall theprogrammingn TeSSA-ermironmenthasbeendonein Java.

http://arg ouml.tigris .org/
2http://www  _lysator.li u.se/~alla  /dia/dia.ht mi
Shttp://www .magicdraw. com
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6.1.3 Java DatabaseConnectiity

Java DatabaseConnecwity (JDBC)is a Java applicationprogramming interface
(API) to useary kind of tatular or relationaldata[36]. Thefirst versionof JDBC
wasreleasedn summerl996by SunMicrosysemsLtd. JDBC allows program-
mersto accesslatabasetrougha Jara APl by usingStructuredQueryLanguage
(SQL). Still today databaseareoneof the largestapplicationareaof computer
systems Therefore the JIDBC wasoneof the largestimprovementsfor Java en-
vironmentbecausalsothe IDBC API is platformindependenso anapplication
accessinglatabaseavritten in Java canbe executedin ary platformrunningary
databaseysten|35].

JDBC consistsof two layers[35]. On top of the stackis the JDBC API which
provides classesand methodsto execute,queryandupdatedatabaseising SQL
statementsSecondrom thetop is the JIDBC driver managemwhich recevesthe
SQL statemergandcommunicatesvith a databaseendorspecific driver. JDBC
driver manageiconnectdo the actualdatabasend executeshe queriesandup-
datesand returnsthe resultsfrom the databaseéo the upperlayers. The upper
layersencapsulatéhedatawhichis arrangedn takular form into Java classstruc-
tures.

Programmergsanthusimplement applicationswith Java programminganguage
and accessdatabasdrom the applicationby using the familiar, standardized
SQL statementsThe lower level drivershide all vendorspecificfeaturesof the
databaséeingusedsothatthe programmercanconcentrat®n programminguni-
versalapplicationsvhich canbe executedndependentlyrom the hardwareplat-
form. To make this possible all JDBC driversmustcomplywith atleastSQL 92
standard35].

6.1.4 SemanticalOverview

Whenwe startedo outlinethefeaturesof the ACMS we adoptedh designmethod
which studiedthe problemfrom the userpoint of view. We tried to divide the
probleminto smallersubproblemsbasedon differentkind of usecases.

As aresultof ourinitial analysiswe identifiedfour differentsubprobémswhich

led usto a structuredepictedin Figure6.1. Accesscontrol managemengystem
is dividedinto four differentlower level tasks.ThesetasksareUsermanayement
Local SecurityPolicy Management Trust Deleggation Management and Compli-
anceCheding Daemon We will describehesetasksin moredetailin thefollow-

ing sections.

6.2 Usermanagenent

A more detailedclassdiagramof User managemenpartis depictedasa UML
classdiagramin Figure6.2. The usermanagemenpartis responsike for col-
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Figure6.1: Semanticarchitectureoverview of the prototype

lecting the necessaryserinformation of the workers of an organization. This
informatian includesnameand addressphonenumbersand email addressand
birth date¢!. Userinformatian is collectedinto a User classwhich containsthe
necessarytility methodgor parsingandprocessinglifferentdateandtime rep-
resentatiorforms, for key and certificategeneration,and for representinguser
publickey in amorereadableBASE64encodedorm.

-database
security

UserGUI PasswordDialog

-data
storage -collect

data

-user clearance
efinition

‘ DBConnection ‘ ‘ User ‘ ‘CIearanceDefinitionDiang ‘

Figure6.2: A classmodelof userdatamanagement

The graphicaluserinterface (GUI) for the usermanagemenis shovn in Fig-
ure 6.3. The necessarynformationlike the clearancdor the currentuseris de-
fined hereamongthe total validity time of the certificate. The certificatefor the
useris generatechere. After the certificategeneratiorthe userdatais addedto
the database.The certificateis alsostoredin the databasesinceit containsthe
informatian of the useraccesgprivileges.

Personatlataof theuserds storedin asecuredatabaseSinceourimplemenétion
is doneonaRedHat6.2 Linux onaPentiumll 333MHzwe chosePostgreSQlas

4We wantto emphasizéhatwe storeonly the birth date, notthe socialsecuritynumker.
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[Create user [View users (Remove user |
Name
Birthdate
Address
Zip code
Post office
Telephone
Mobile
Email
Clearance S5et Clearance... |
validity Eegin| |End|
Select key length| 2048 v| | Generate RSA key |
key hash
| Clear || Add to database |
Exit

Figure6.3: A screershotof thegraphicaluserinterfaceof usermanagement

our databasesolution sincePostgreSQlis includedin the RedHatdistribution®.
PostgreSQldevelgpmentteamhasjust recevedthe 2000Linux JournalEditor’s
ChoiceAward for BestDatabasg Thereforewe believe that PostgreSQlis one
of thebestopensourcedatabaseavailableto chooserom.

The databases protectedwith usernamesind passverdsto block out unautho-
rized access.Whenthe userdatais updatedto the databasethe GUI shows a
passverd dialog which is implemengd in the PasswordDialog class. DB-
Connection encapsulatesll the necessarynformationandmethodgo access
theunderlyingdatabase.

6.3 Trust Managenment and Delegaton

Trustmanagemerdanddelegaion handleghedistribution of the AC management
into differentsmallerorganizationalunits aswe describedn Section5.4. Each
organizationalnitis representedsanOrganiz ationUni t whichcancontain
moresubunitswhichin generaform atreestructure.Every unit hasoneor more
trust managers more than one is neededsinceit is wise to have a vice trust
manageif the primary manageis sick or on awork trip or otherwiseprevented
from doing her duties. However, onetrust manageis responsibleor only one
unitatatime. This ensureshetruedistribution of AC management.

Trust managerdefinesthe local security policy which is encapsulatedn Lo-
calPol icy class.Localsecuritypolicy andLocal Policy classis described
in Section6.4in moredetail.

Shitp://mww  .redhat.com
SFor more information on PostgreSQL databaes, see the homepage http:/
postgres ql.rmplc.c  o.uk/ .
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Figure6.4: A classmodelof trustmanagemerdnddelegationin anorganization

Every trust managerhasa certificatewhich containsa public key. Trust man-

agerissueghe end-usecertificatedor the userswith appropriateclassifications.

The classdiagramin Figure 6.4 shaws the classstructure.In the certificate,we
includedonly the classesvhich areinterestingfrom our point of view. Also, the
certificatehasa coupleof moresubclassed$or exampleComment An exhaustve
list of subclassesanbefoundfrom [44,60]. In thecertificate,TrustMana ger
is representedby the issuerwhich essentiallyis a PublicK ey. The Subject

is the public key of theend-userTag andValid classesredescribedn more
detailin Section6.4.

6.4 Local Security Policy Management

Structureof local policy managemerns shavn in classdiagramin Figure6.5. A

localpolicy whichis definedby alocal securitymanageconsistsasetof usersand
doorgroups.Door groupscontainsoneor moredoors. It is very likely thatthere
is several groupsof doorswith equalclassifications By groupingthemtogether
asdoorgroupsthe managementecomesasier

End-usemay have one or more certificates. This is necessaryn the situation
which we alreadyoutlined conceptuallyin Section5.4. Several officesor small
departmentsnaybein onelargebuilding. It is practicalthattheaccespermission

to the building front doorsis definedin anothercertificatefor several reasons.

First, the personmight work in several organizationunit at the sametime. This
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LocalPolicy
User DoorGroup
Door
1.*
1
Certificate
1/ \ 1
Valid Tag

Figure6.5: A classmodelof local securitypolicy management

is possibé at leastin a universty ervironment Theseunits might have different
restrictionsfor accessaandthereforethe accesgo the building cannotbe defined
on basednly oneorganizationunitsneeds.

Doors, however, have only one certificate,i.e. the onein which the door have
delgyatedall the accesscontrol to the ACM - or trust manager on top of the
organization.

Valid field describeshevalidity periodof thecertificateandthusthevalidity of
theaccespermisson. Validity of an SPKI certificateis definedby two datesd;
andd,. Betweenthesedates,.e. onthe closedintenal [d;, d»], the certificateis
valid.

However, a suchsimple validity periodis not necessarilyenoughon an access
controlsituation.It might be requiredthatthe accesgermissions valid only on
working days,i.e. startingon Mondayandendingon Friday. Further it mightbe
necessaryo statesomedaily time limits also. Accesspermissio might be valid
only on office hoursstartingat 8 amandendsat 4 pm.

To allow a morefine-graineddefinition andrestrictionof accesgpermissionwe
decidedto include an additionallimit entryin the Tag-field. We extendedthe
basicTag definitionof the SPKI certificateby defininga specialDoorTa g class
which inheritsthe basicpropertiesand methodsof SPKI Tag. A DoorTag is
constructedrom two differentparts.Dependingpntheownerof thecertificatethe
tagcontainseitheraClassi fication oraClearance for Door andUser ,
respectrely. Both the Class ification andClear ance arebasicallySe-
curity Label sbutwe decidedto follow thetraditionalnamingcorvention[1]
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Tag
N
DoorTag
0
1 1 1
Classification Clearance Limit
\A / t 1.7
SecurityLabel LimitEntry
SecurityLevel SecurltyCategory

Figure6.6: Our extensiondo thetagfield to expressbuilding AC information

which hasbeenusedfor sometimein theaccesgontrolfield. A Security La-
bel containsa Security Level andasetof Secur ityCatego ry saswe
describeckarlierin Section2.10.2.

Time constraintsof the accesspermissons are representedy a Limit  class
which cancontainoneor moreLimitE ntry s. This way we canexpressfine-
grainedtime constraing in avery detailedevel.

6.5 AccessControl Decisin

Whena usercomesto a doorandpresentder certificate,the doormustmake an
accesgontroldecisionwhetherto let thetrespassen or not. Eachdoorrunsand
instanceof anAccessCon trolDeci  sionDaemo n whichtakesthecertificate
andevaluatest. The classstructureis depictedin Figure6.7. The SPKISer-
vices isanexisting utility classto searctcertificatechainsandevaluatetags.

Whenthe door recevesthe certificate, it first checkswhetherthe certificateis
valid. The requiredinformationis easily checled from the certificate Valid

object. In a positive case,the door collectsthe necessaryertificatesby apply-
ing the searchFor Chain() methodof SPKIServices . If the chaincan
be constructedthe doorthenappliesthecheckPe rmission( ) methodof the
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|AccessControIDecisionDaemon |
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SPKIServices |DoorTagTO0I | |D00rTagEvaIuat0r
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interpets

Certificate

identifies

DoorTag

Figure6.7: A classmodelof acceszontroldecisionchecler

SPKIServices with thepreviouschainandtheDoorTag objectfrom theuser
certificateasparameteror the method.

Sincethe SPKI documentatiomoesnot specifyary pre-definedstructurefor the
tag field, the applicationprogrammemustfirst introducethe tag structureand
thenimplementan applicationspecificevaluata for the tags. We have imple-
mentedaDoorTag Tool whichgenerateandinterpretdDoorTag objects.Sec-
ondly, sincetaghasnostandardorm, theDoorTag objectmustknow andbeable
to tell the objectwhich knows how to evaluatethesespecifictags.We have imple-
mentedalsoan evaluator for doortags. DoorT agEvaluat or implenentsthe
generalPermiss ionEvalua tor interface[60].

DoorTagTool constructsandinterpretsaccesgpermissios asfollows. Con-

sider an examplefrom a university environment. The door gives the first cer

tificate to the ACM as describedn Figure 5.4 in Section5.4. The tagin this

certificateincludesthe permisson’hut’. Let ussaythattheroot ACM thenissues
a certificatefor the ACM responsibldor the Departmentof Computerscience
andthe ComputerSciencebuilding. Thetagin this secondcertificateincludesa
permisson ’hut.cs-dept’. Thelatter ACM further delegatesthe authorityto con-
trol TML laboratorys accesscontrol to the laboratoryengineer The certificate
which the laboratoryengineereceveshasthe permisson 'hut.cs-dept.tml-lab’.

Finally, the end-userrecevesa certificatewith a tag, say 'hut.cs-dept.tml-lab

:(restricted,{computer-support,admin}):0800-2000°’. This tag gives the user
permissonto accessloorsbelongirg to doorgroup2 in TML laboratorybetween
8 amand8 pm. In generalthe end-usetagis constructedf threeparts.Firstis

the definitionof the building or otherorganizationunit which dependseavily on

theorganizatio structure.In theseconds theclassificatiorof theuser Third and
final partis thetime limitation of theaccespermissiorin theunit level.
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Constructedhis way, thefirst partsof thetagfieldsarealsopartially ordered27]
if we definethe partialorderingrelationsuchthatgiventags'a’, 'a.b’, 'a.b.c’, and
'a.d’ therelationis definedasfollows. Let the’lessor equal’ relation< besuch
thattaga.b is lessthantaga, i.e. a.b < a. Now we have a.b.c < a.b < a but
a.b £ a.d. Similarly, atagwith atime limit is’lesser'thanatagwithoutary time
limitation. Now tag’hut’ gives largeracces®rivilegesthantag’hut.cs-dept’, but
tags’hut.cs-dept’ and’hut.as-dept’ areincomparable.

6.6 An Example of an AccessControl Decisian

Considermanexamplewheretheusercomego thedoorandpresentshe certificate
chain shehas. The messageassingbetweenthe objectsis presentedn Fig-
ure 6.8. First the userpresentdher certificatechainto the door which asksthe
AccessControlDecisionDaeam to checkwhetherthis certificatechain provides
accesr not. The daemoninstantiatesan SPKIServicesobjectwith check-
Permis sion() method(message® in the Figure). This methodcall takesfor
arguments the Tag of the usercertificatethat the userpresentedand an array
of SPKICert ificate objects,.e. thechain,which shouldform the certificate
chaindescribectarlyon Figures4.2and5.3.

Certificate

User l Door l l AccessControlDecisionDaemon l
T 1: Provide T T
I I I
i

2: isAuthorized

3: checkPermission()
=[[ SPKIServices
i
4:isValid
5: searchForChain

6: implies( tagl, tag2

{isValid = true,
chainFound = true}

DoorTagEvaluator
i
I

8: return oo __Tiretun ‘
!
‘

9: grantAccess

10: Door Opens

Figure6.8: Accesscontroldecisionmakingwhenanauthorizedusercomeso the
door

"We decidedto omit the argumentsfrom the figure in order to make the geneal situation
clearer
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First, the SPKIServices checkswhetherthe usercertificateis valid. If it is,
the next thing to checkis whetherthe chainis complete. If it is, the final thing
is to checkwhetherthe userhasenoughhigh clearance Permissi  onEvalu-
ator interfacespecifiesaboolearmethodimplies (tagl,tag 2) whichtest
whetherpermissionspecifiedin the first tag implies the permissios of the sec-
ond. In our case thefirst tagis thetagin the users certificateandthe seconds
thetagin thecertificateof thedoor. If thefirst tagimpliesor morelike dominates
the secondag, the accesss granted.In this scenariojmplies () returnstrue
whichflowsin steps/—9 (Figure6.8)to thedoorwhich grantsaccesandopens.



Chapter 7

Evaluation and Conclusions

7.1 TeSA Architecture

Theoriginsof TeSSAlay in Nikanders vision abouthow to delegateaccesper
missbnsandhow to modeltrustin adistributedsysteni{54]. Traditioral, physical
accesgontrolmanagemergystemsarebasedn moreor lesscentralizedcadmin-
istration An exampleof sucha soluion is the physcal accessontrol system
currently beingusedin our university. We have a centralFacility Management
andSecurity(FMS) which ultimately adminstersthe key distribution andpolicy
definition. Rumorstell that sometimestherehave beenargumentsbetweenthe
university researcherandthe FMS concerninghe accesgo the university Re-
searchersvantedto have an unlimited 24-hour7-dayaccesand FMS wantedto
restrictthe accesgo office hoursonly, i.e. startingat 8 amandendingat4 pm.

Thisis aconcreteexampleof how theend-usersbr departmentseedscompared
to the needsand policies of the centraladministations, may sometines differ
drasticallyfrom eachother By applyingTeSSAarchitectureve believe thatthe
aforementioneg@roblemcouldbesolved. However, technologyitself cannotsolve
all problems A meaningfulandrealisticsecuritypolicy is alsoneededWhenwe
acquiredboth our physcal and magnetickeys to the universty, the laboratory
engineemwondered quite philosophcally whatdoesthe professorsio with 24-
hour 7-daysmagnetickeys. They mostusuallyhave familiesto spendtime with
in the evenirgs. It is the studentsvho work daysandnightswho arethe actual
usersof the 24-hour7-daya weekaccespermisson.

Definingthelocal securitypolicy which would satisfyboththe needf theusers
and the restrictionswhich comefrom the generalorganizatiom-wide policy is a
difficult job. Our solutioncannotsolve that problembecausaet is not only tech-
nical in nature. Yet our solutionis a stepforward from a centralizedsoluion

becauset distributesalsothe policy definitionandmanagemerdasmuchasit is

technicallypossibé to do.
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7.2 Javaand DesignTools

The designgoalsof Jara programminganguagehadbeensetquite ambitiously.
The supportfor securityfeaturesnetworking, multi-threading variousextension
APls,andgraphicaluserinterfacewidgetshave madeit anaturalchoicefor apro-
gramminglanguagenot just for us but almostarybody Platform-independence
hasworked out quite well. The mostobvious problemwith differentplatforms
in Java hasbeenthe file access.Jara hasnot succeededhn hiding the different
waysto addresdile namesandpaths. The structureof file systemsn Windows
ernvironmentandvariousUNIXs is sodifferentfrom eachotherthatthe difficulty
of hiding the differencess nearlyimpossble. Thereforethe platformdependent
featuregn Javafile handlingis ratherwell understandable.

Findinga good UML designtool was also quite problematic. We have already
listed ArgoUML, Dia, and MagicDraw as the differenttools which we tested.
The principal factoron which we basedon our evaluation wasthe completeness
of the supportfor the variousUML diagrams. We found out that the suppport
was quite incompktein varioustools. The secondfactorwasthe requirements
for the hardware which the applicationstated. ArgoUML and MagicDrav have
beenmplemenédin Javawhich placedquitehighrequirementsenboththeRAM
andprocessarWe abandonedrgoUML just becausef the sluggisinessof the
implementation.Dia wasquitegoodwhenit comedo thespeedf theimplemen-
tation. Thisis understandablsinceDia wasimplementedn C or C++. However,
the classdiagramslooked extremely rough and coarse. Combinedwith the to-
tal lack of codegeneratiorpossiblity from the classdiagramwe abandonedia
aswell. The only alternatve left wasMagicDrav which wasgoodenoughfor us.
Although it wasquiteslow to start,it wasratherquick to useafterthestartup.The
quality of UML diagramsandnumker of featurest offeredfor thedesignemade
it fairly goodtool in general.

The GUIs weredesignedandimplementedwith a Visat. Visaldis a rapid appli-
cationdeveloprenttool which is alsoimplementedn Java. It hada full support
of Java FoundationClassesndJava 2 platformwhich madeit aninterestingool

to take a closerlook at. Althoughit wasnearlyimpossible to learnto usewith-

out taking a tutorial lessonwith the manual,it turnedout to be a goodtool for

GUI design.Thecodeit generated¢ouldbe furthermodifiedandatthe sametime

the GUI could be modifiedalso. It detectedthe sectionswe had modified and
regeneratedhe GUI partscorrectly without destrgying our modificationsto the
code.

7.3 Reading the DesignGoals

Sinceour solutian is basedn usingthepublic keys asthe pieceof recognizingn-
formationof theuser no nameor otheridentifying informationof the useris ever

*http://www  .ist.co.uk/
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revealed. Further sincewe do not log authorizedaccesslecisionstracesor log

files of comingsandgoingsof theusersareleft nowhere.Usuallythereis nojusti-

fiedreasorto log authorizedentering.Sincethepublickey is directly boundto the
authorityin the SPKI certificate, we do meetthe requiremenbf authorizatiornof

actionswithou ary identification Also the privagy of the useris preseredsince
nologsaregeneratedThe Finnishlaw concerningoersonalnformationregisters
requiresthat only legitimatedpersonnekcanaccesghe personaldata[43]. The
organization-wile securitypolicy shouldcomply with the law andthereforeall

informatian which boundsthe public key andthe certificateto the persons name
shouldbekeptin safehandsandnot visible to unauthorizegersons.

Sincethe local securitypolicy definitionis distributed to the lowestlevel of the
organizationstructure thereis no centralauthoritywho hasto dictatethe whole
securitypolicy. Further in our solution, theuserhasthe completechainof certifi-
cateswhich shecanpresento thedoor. Thereforethedoordoesnot needto start
collectingthe certificatesfrom ary databasevhile the accesglecisionis under
way. Thuswe meettherequiremenbf distribution.

Thelocalsecuritypolicy managedefineghevalidity periodof theusercertificate.
Therefore the certificatebecomesnvalid sometine in the future and cannotbe
usedafter the validity is exceeded.Thus,the problemof non-returnecphysical
keys doesnotexist. Our prototype doesnot specifythe mediumin whichtheuser
certificatesarestored.If it wasa cellularphone we couldnotforbid theuserfrom

borrawing the phoneto somebodyelse. However, sincethereis therisk thatthe
borrover would make expensve callswith our phonei|it is quite unlikely thatthe
phonewould be borrowvedin thefirst place. Thereis no absolutelysecureway to

preventthekey borroving - unlessthekey is stronglyboundto uslike sometling

embodiedaswe discussdearlier

Sinceour implemenétionis still incomplete we cannotmake any measurements
yet. The efficiency of our prototype cannotbe measuredet. However, we tried
to make somedecisionson the designphaseto meetthe efficiency requirements
aswell aspossible. The decisionfor betterefficiency wasto requirethat the
usercarriesthe whole certificatechainwith her If the doorhadto searchor the
certificatedfrom DNS [31], it would be quite certainthatthe sub-secondesponse
time would beoverrun.

7.4 Genagal Condderations

Mostof thecompaniesodayareheadingor electroniccommercean the Internet.
Themajority of recentcommerciakolutionsfor doingsocalled’secureelectronic
commercearebasednidentifyingthe parties. The X.509 hasbecomea de-facto
standaraf securityin commerciakolutiors. Somemanutcturerssell their prod-
uctsby statirg that“Electronictransactiongndcommercewill notwork without
secureidentification” [21]. However, thereis no proof that the persons name
would betheinescapabl@ropertyto ensuresecurity
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We have studiedandshavedthatphyscal accessontrolcanbe designecandim-
plementedy usingTeSSAarchitecturavithout usingnamesor similar identities
atall. Althoughtheimplementatioris still incomplete the formal descriptionof
certificatechainsin Chapter5.5 and securitylabelsin Chapter2, Section2.10
alreadyprovesthatthe concepts applicable.

Themostimportantcontributionsof thiswork arethe distribution of themanage-
menttaskandthe detachmenof identificationandauthorizatiorfrom eachother
asdistinct and separatgroblems The distributed managemenprovides better
toolsfor administeriig the physicalaccesgontrol. Theplainidentity revealsvery
littl e if nothing eitherof the generalpermissios or the trustworthinessof a per
son. Therefore,the identity cannotbe the relevant propertywhen authorization
decisionsarein question.

However, theremight be someervironmentsor tasksrequiringso extremelyhigh
securityprecautionshattheidentificationis alsonecessargspartof thephysical
accesgontrol. Somemilitary applicationsareanexample.

Anotheraspecis thatin our currentsolution thereis no way to revoke the cer
tificate during its validity time after it is issuedto the user Using our general
solution, it is possiblebut the functionalty is notimplenmentedin the prototype.
Therearetwo differentoptions. First, the certificatecould be issuedfor only a
shortperiod, like a monthat a time. Whenthe time is runningup, the end-user
device could automattally fetch a new certificate. If thereis a reasonto not let
thecertificatebe updatedthentheautomaticupgradenvould notwork. Thiscould
be a situaton if the userwasgiven a notice. The secondalternatve is to addan
onlinetestin additionto the validity informatian. In every leaf-level unit, there
could be an additionalonline sener which to askwhetherthe certificatestill is
valid in additionto the plain time constraint. Suchan additioral securitymea-
surementouldbe usefulin anervironmentwherethereis high requirementgor
physcal securityanaccesgontrol.

7.5 Further Work

SinceJavabytecodds interpretedat run-time, it is clearthata native binarycode
implementationwould be muchfasterin a real situaton. A native codeimple-
mentations neededor testingthefinal efficiency andresponséime of thedoors
whenthey are doing the AC decision. It is highly probablethat end-userswill
never accepia solutionin whichit takessecondgor doorsto open.

Anotheraspects theusabilty of themanagemen®UIs. Our GUIsweredesigned
for a prototypeusageonly without ary usertestsandfurther evaluations More
researchis neededn the usability area. The visualizationof securitylabelsis
anotherifficult task. It needsmorestudyng.

A prototypeof somecommerciabpplicationbasedn TeSSAarchitecturevould
alsoprove thatthereis no actualneedfor identitiesin electroniccommerce.The
storeleepers principalinterests to have the paymentfor the goods nottheiden-
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tity of the custoner. Nobodyasksfor our identity todaywhenwe buy our daily
groceriesWhy shouldarybodyaskit ontheInterneteither?
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