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Fastnetwork connections have madeit possible to develop truly distributedapplications.
TheFinnishuniversitynetwork FUNET’sbackbonehasrecently upgradedto 2.5GBmak-
ing it oneof the world’s fastest research networks. Thesefastnetworks have shortened
theconceptual distancesconsiderably which in turn hashastenedtheglobalization of the
society andthenew society hasbrought along new problems.

In small communities, the membersof the community were identified based on their
names.The people knew eachother beforehandandbasedtheir trust on eachother on
thatknowledge. A centralized computer system is a bit similar to a small community in
a sense that the identity of the person is known at leaston somelevel. However, in a
network, which crossesnationalborders,namesno longer providesufficient information
on which trust could be based. Therefore,merenamesshould not be usedasa basis of
trustdecisionsin widely distributedsystems.

Furthermore, the identity of theuseris usually not theessential property which we want
to know. Instead,the principal question is the authority of the user. Various research
projects have supportedthis approach. A moreexpressive andextensive andyet secure
way to describeauthorization informationis needed.

Onesuchmethodfor expressingtrust relations andauthorization information areSPKI
certificates. Certificates bind authorization information directly to a public encryption
key instead of first identifying the person and thenchecking the authorization. Recent
studies have shown that anencryption key is a far morereasonablepieceof information
to beusedasthebasis of recognizing informationthana person’s name.

In this thesis I present a study of the problems concerning physical accesscontrol. In a
largesetting, a central administration of accesscontrol is impossible becauseit canscale
up only to certain numberof users. The distribution of the management is thereforere-
quired. Further, differentpartsof theorganization might have different requirements for
accesscontrol. Thenew opportunitiesandfeaturesof a distributed accesscontrol system
arecomparedto thecentralizedsolution. Thebenefits of distributing boththesecurity pol-
icy managementandaccesscontrol permission evaluation arediscussedandpointedout.
Thenew system is evenbetter thantheold oneandactually offers new advantages.The
privacy of theusers is maintainedandthebenefitsof thedistribution of themanagement
tasksgivesa moreexpressive tools for maintaining organization security.

Keywords: authorization, accesscontrol,distributedsystem,certificate,
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Nopeattietoverkot ovat mahdollistaneethajautettujen sovellustenkehittämisen. Suomen
yliopistoverkko FUNETn runkoverkko on juuri päivitetty mahdollistamaan2,5GB siirto-
nopeuden joka samalla tekeesiitä yhden maailmannopeimmistatutkimuskäytössäole-
vista verkoista. Nopeat maailmanlaajuiset verkkoyhteydet ovat samalla lyhentäneet
etäisyyksiä ja nopeuttaneet yhteiskunnan globalisaatiota. Tämä kehitys on kuitenkin
tuonut mukanaanuusia ongelmia.

Ihmiset elivät aikaisemmin pienissäyhteisöissä, joissa miltei kaikki tunsivat toisensa
nimeltä. Ajan myötäihmisten välille oli syntynyt erilaisia luottamussuhteita. Keskitetty
tietojärjestelmä on jossain määrinverrattavissa tällaiseenyhteisöön. Keskitetyssäjär-
jestelmässäkäyttäjät voidaantunnistaaheidän nimensä tai käyttäjätunnuksensaperus-
teella. Tämäei pädeenäävaltakunnan rajat ylitt ävientietoverkkojen suhteen. Nimi tai
käyttäjätunnusei enäätakaa riittävääinformaatiota luottamussuhteiden pohjaksi.

Käyttäjän tunnistaminenei yleensäole tavoiteltu asia. Sensijaan tärkeämmässäasemassa
ovat käyttäjän oikeudet ja valtuudet. Viimeisimmättutkimustuloksetosoittavat että täl-
lainenlähestymistapaon parempikuin identiteettiin perustuva. Käyttäjien valtuuksiaon
pystyttävä ilmaisemaanjoustavammin ja hienosyisemminkuin mihin käyttäjätunnuksia
soveltamalla pystyttäisiin.

Eräs tällainen menetelmäovat SPKI sertifikaatit, jotka sitovat valtuudet suoraan
julkiseensalakirjoitusavaimeenidentiteetin sijasta. Julkinensalakirjoitusavain on nimeä
mielekkäämpitapa esiintyä tietoverkoissa.

Olentutkinut diplomityössänifyysiseenpääsynvalvontaanliitty viä ongelmia. Keskitetty
pääsynvalvontaei ole riitt ävänjoustava ratkaisu,mikäli organisaation koko kasvaatietyn
rajanyli. Tämänvuoksi myöspääsynvalvonnan hallinnointi on hajautettava. Organisaa-
tion eri osilla saattaa lisäksi olla erilaisia, toisistaanpoikkeavia tarpeita ja vaatimuksia
pääsynvalvonnan ja soveltamansatietoturvapolitiik an suhteen. Olen vertaillut hajaute-
tun pääsynvalvonnan mukanaantuomiauusiaominaisuuksia keskitettyyn ratkaisuun, ja
nostanut esiin hajautuksenmukanaantuomiaetuja. Hajautettu toteutus osoittautuu yhtä
hyväksi kuin vanha, keskitetty ratkaisu ja hajautuksen myötä saavutetaan merkittäviä
etuja.Käyttäjien yksityisyydensuoja säilyy ja hajautuksenmyötäorganisaation eri osien
turvallisuuspääsynvalvonnanosaltavoidaantaatapaljon paremminkuin aiemmin.

Avainsanat: valtuutus, pääsynvalvonta, hajautettu järjestelmä, serti-
fikaatti,SPKI,yksityisyydensuoja

Kieli : englanti
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Glossary

C?D�E,F
Thepowersetof

E
, i.e. thesetof all subsetsof

E
.

G An encryptedmessageGIHKJ DMLONQPRF . Also calleda cipher
text.

J DSLONQPRF An encryptiontransformationusingthekey
L

to encryptthe
andmessage

P
. Thecorrespondingdecryptiontransforma-

tion is T DSLON G F .
J�UV A userentity J V which belongsto the securitydomainof

CertificationAuthority CA U .
W

A one-wayhashfunction.
W DMLXNQPRF

A MAC calculatedusingasecretkey
L

for amessage
P

.
W D�PRF

A hashvalueof amessage
P

.
L

A universalencryptionor decryptionkey whichis notspec-
ified in moredetail.

L�YZ�[]\_^
` Alice’s public key in apublickey cryptosystem.
LaZ�[]\_^
` Alice’s private key in apublickey cryptosystem.
P

A messagewhich is transferredoveranuntrustednetwork.

AC AccessControl,alsoAttributeCertificate

ACL AccessControlList

ACM AccessControlManager. Thepersonwho definesandad-
ministerstheaccesscontrolin anorganizationalunit.

ACMS AccessControl ManagementSystem. The whole system
whichincludesthetechnicalsolutions,securitypolicies,ad-
ministrators,andend-users.

attack An actiontakenby amaliciousintruderthatinvolvesanex-
ploitation of a vulnerability (or several vulnerabilities) in
orderto causea threatto occur.
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CA CertificationAuthority, a network noderesponsiblefor es-
tablishingand giving statementabout the authenticityof
publicencryptionkeys.

Cartesian product Giventwo sets
E

and b , theCartesianproductis thesetof
all orderedpairs

DSc�NedfF
where

c�ghE
and

dig b . Also called
a crossproduct.

Cryptosystem A setof cryptographicprimitives,plaintext, ciphertext, key-
space,encryptinganddecryptingtransformationswhich as
a wholeprovidesecurityservices.

DAC DiscretionaryAccessControl. A set of accesscontrol
mechanismswhichend-userherselfcansetor define.

DN DistinguishedName. A nameusedin X.509 certificates
which is assumedto beuniquefor every individualpeople.

DNS DomainNameSystem

DSS Digital SignatureScheme

GUI GraphicalUserInterface

IEC ISO/InternationalElectrotechnicalCommission

ISO InternationalStandardsOrganization

ITU-T InternationalTelecommunicationUnion– Telecommunica-
tion StandardizationSector

MAC 1) MandatoryAccessControl. A system-wide set of ac-
cesscontrolmechanismswhich theend-usercannotaffect.
2) MessageAuthenticationCode.

Party A network nodeparticipatingin a transactionby carrying
out someprotocol.

PDA PersonalDigital Assistant

PKC PublicKey Certificate.In context with X.509,thestandard
andRFCsdefinepublickey certificateto beanobjectwhich
bindsapublickey to adistinguishedname.

PKI Public-Key Infrastructure,a certificatesystem,whereyou
canhaveacertainamountof assurancethatyouhaveavalid
publickey of someprincipal.

RFC RequestFor Comments. A setof de-factostandardscon-
cerningInternetandInternetprotocols.
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SD SecurityDomain,asystemcontrolledby onesingleauthor-
ity to whicheverynodein thesystemtrust.

SHA SecureHashAlgorithm

SSL SecureSocket Layer. A public key cryptographymethod
usedwidely in WWW-browsers.

TCB TrustedComputingBase.Thehardwareandsoftwaremech-
anismswhichenforcethesecuritypolicy of agivensystem.

TeSSA Telecommunication SoftwareSecurityArchitecture,an ar-
chitecturewhichhasbeendefinedandstudiedin HUT.

thr eat Any potential occurrence,maliciousor not,thatcanhavean
undesirableeffectonacomputersystem.

TTP TrustedThirdParty, apartyof aprotocoltrustedbyall of the
protocolparties,which canbe usedasa verifier of correct
protocolexecution.

UML UnifiedModelingLanguage

vulnerability An unfortunatecharacteristicsin a computersystemwhich
makesit possible for a threatto potentially occur.
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Chapter 1

Intr oduction

After thesocalledcoldwarbetweenthesuperpowersended,spying andnational
espionagehasnowadaysconcentratedon stealingbusinesssecretsandcorporate
information insteadof military secrets.Informationandknowledgeis becoming
the most valuableassetin businessmaking. Therefore,companieshave much
moreinterestin controllingwhocanenterto thecompany facilities.

Theveryfirst layerof theoverall securityof anorganizationis theorganizational
andadministrative security[79]. Physicalaccesscontrolto thefacility is thekey
methodto ensurethatonly authorizedpersonnelcanwalk in to thecompany.

1.1 Moti vation

Todayit is becomingmorecustomarythateveryactiona persontakesin a digital
environmentis linkedwith the identity of theperson.Most of theaccesscontrol
decisionsarebasedon the identity of the person.The developmentwhich have
leadusto thecurrentsituationmayhavestartedin thehistoryof mainframecom-
puters. To accessthesemainframes,oneneededa usernameanda password to
authorizeoneselfto usethemainframe.

In a centralizedsystem,identificationbasedaccesscontrolwasadequate.How-
ever, in a distributed system,theplain identity tells very little of the accessper-
missionsthepersonhas.A moregeneralconceptknown astrust managementis
neededto expressthe variousaccesspermissions a personmight have in a net-
workedsystem.

While increasinglymoreactivities of the societycantake placeremotelyby us-
ing Internet,the generalpublic is highly unawareof the clear tracesthey leave
behindin the network. However, this appliesalsoto the physicalworld. Credit
cards,magnetickeys,all of these,whenthey areimplementedelectronically, are
basedon identity astherecognizinginformation. Thecity of Espoohasrecently
launcheda project of ’member-of-the-city-card’which allows variousservices
like payingthebustrips with thecard. Basedon identity, this new cardmakesit

1



1.2. ORGANIZATION OF THIS THESIS 2

possible to collect informationwhenandwhereindividual peopleusuallytravel.
Still, thebasictaskis to pay the trip, not to leave traceswherewe aretraveling.
Personalprivacy is widely acknowledgedasanintrinsicvalue[55,73] andshould
becarefullyprotected.Technologyshouldmakeoureverydayliving easier, not to
createanOrwelliansocietyasasideeffect.

In this thesis,we have studiedthepossibility to leave theidentitiesasideandex-
pressthe physical accesspermissionsin the form of certificateswhich bind the
authorizationdirectly to publickey insteadof any name.Our goalis to show that
physical accesscontrol canbe implementedsafelywithout unnecessaryidentifi-
cationaspartof theprocedure.

1.2 Organization of This Thesis

The rest of this thesisis organizedas follows. Chapter2 introducesthe tradi-
tional building blocksof securityin distributedsystems.Chapter3 discussesthe
trustasa phenomenonin humanrelations.It describestwo commontrustmodels
usedto securecommunicationsover untrusted networks. Finally, it presentsthe
recentresultsof trustmanagementconcept.In Chapter4 variousformsof digital
certificatesarestudiedandcomparedto eachother. The lastpartof theChapter
introducesthecryptological methodswhich areappliedin certificates.Chapter5
studiestheproblemsof accesscontrolonagenerallevel andthengoesinto phys-
ical accesscontrol in moredetail. Traditional,centralizedversionof accesscon-
trol is describedandanalyzed.A distributedsolution is introducedandcompared
againstthecentralizedone.Chapter6 describesourproposedsolution to theprob-
lem. Differentsubproblemsof physicalaccesscontrolaredescribed.Finally, an
exampleof an accesscontrol decisionis walked throughasa demonstration of
how oursolutionworksin practice.Chapter7 discussestheexperiencesof imple-
mentingtheaccesscontrolsystemandevaluatesthetoolswhichwereusedin the
developmentprocess.

1.3 Notations Used

We usethe following notations and namingconventions in this thesis. When
we discusscryptographicprotocols,partiesof suchprotocols,andcryptographic
applicationprogramswenamethepartiesandusersusingEnglishfirst nameslike
“Alice”, “Bob”, “Carol”, etc.

File namesand classnamesare written with fixed width font, for example:
/etc/p asswd . Classnamesarewritten in capital initials, for example: My-
Class .

Certificatetagswhich denotepermissioninformation are written in SansSerif
font, for example:my-permission-tag.



Chapter 2

Distrib uted SystemSecurity

A distributedsystemis agroupof computersthatareconnectedto eachotherwith
somekind of network. Thesecomputersareusuallycallednodesandthey com-
municatewith eachother throughthe network. However, nothing is presumed
aboutthereliability of thenetwork. In otherwords,we cannotrely that themes-
sagewe sentto somenodewill be received by that node. This meansthat the
transportmedium,i.e. the physicalnetwork installation - routers,switches,ca-
bles,andsoon- is unreliable. Evenif thedestinationnodereceivesourmessage,
we still cannotbe surewhetherthe messagewastamperedor whetherthe mes-
sagewasalteredwhile the messagewasbeingroutedto the receiving node. In
thiscase,thenetwork connectionis saidto beuntrusted.

Theseproblemsraisetheneedfor distributedsystemsecurity, i.e. anumberof dif-
ferentsecurityserviceswhich guaranteethatour messagewill besecurelytrans-
mittedto its destination. Therearea numberof differentwaysto divide thesecu-
rity servicesinto differentgroups.Amorosodefinesthreedifferentsetsof threats
to thedistributedsystem[1]. Thesethreatsaredisclosure (compromisingconfi-
dentiality), integrity (compromising content)anddenial of service(compromis-
ing availability). Disclosureof informationcausesanunauthorizedparty to gain
knowledgeof the information beingtransferred.Integrity meansthat the infor-
mationremainsunalteredduringtransferthroughnetwork. An attackwhichaims
to a denialof servicethreatto occur, resultsa situation in which the requested
information is notavailable.In suchasituation,eventheauthorizednodescannot
gettherequestedinformation.

Thesethreesecurityaspectsareusuallyunderstoodto be the threebasicdimen-
sionsof computersecurity[83]. Any two of thesecannotbeusedto expressthe
third one.However, thereareafew moresecurityfunctionsthatcanbethoughtas
meansto achieveconfidentiality, integrity andavailability.

Nikanderlists the moredetailedlist of securityservicesto be availability, con-
fidentiality, integrity, identification, authorization,delegation, authentication and
non-repudiation [51]. An additionalfunction,whichisoftenmentioned,isaccess-
control. Using the basicserviceslistedabove, access-controlis understoodasa

3
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combination of identification andauthentication. In the next sectionswe briefly
describethetermsandconceptslistedabove.

2.1 Confidentiality

Confidentialitywasthefirst thingaddressedwhentalkingaboutcomputersecurity
or securityin general.Confidentialitymeansthattheinformationbeingsecuredin
a network nodeis availableonly to legitimateuserswho have theright to access
the informationin thatparticularnode.Thusunauthorizeduserswill never have
accessto confidentialdata.

Cryptographicmechanismsarethemostcommonmeansto ensuretheconfiden-
tiality of information[30]. If we want to be surethat nobodyotherthanus can
accessinformationwe want to keepsecret,we canencryptour datausingsome
cryptographicalgorithmandstoretheencryptedmessageto ourcomputersystem.
An outsiderwho doesnot know how to decryptthedata,i.e. doesnot know the
correctdecryptionkey, seesjustgibberish.

Let ustakeanexample from thebusinessworld. Assumethata largetelecommu-
nicationscompany is developing a brandnew mobile phonethat is muchsmaller
andhasmuchlowerpowerconsumption thanoldermodelsor any othermanufac-
turer’s models.This researchanddevelopmentdatais crucial in thesensethat if
thedataof thenew mobilephonewasstolenby someof thecompany’s competi-
tor, the financial lossshouldbe hugefor the company that investedin research
of the new telephone.However, if the company encryptsthe informationusing
cryptographicallystrongmethods,the lossif thedatawould be stolenwould be
zeroassumingthethief cannotfind outhow to decryptthestolendata.

2.2 Integrity

Although our datahasbeensecuredby encrypting,we arenot finished.Consider
adomainnamesystem(DNS) asanexample.In orderto work properly, theDNS
entriesmustbe correct. Let us assumethat someonehasaccessto DNS entries
whichsheis goingto alter in a maliciouspurpose.Theintrudercouldchangethe
entryin awaythatanIP numberassociatedwith hostname,saywww.bank. com
would now be associatedto the intruder’s own server which is only pretending
to be the actualserver of the bank. In this case,the userof the bankservices
accessingthe server throughthe web cannotdistinguishthe fake bankfrom the
real oneif the intrudersserver actsjust like the real one. Now the intrudercan
collectall informationtheunsuspectingusergivesandthenusethepass-phrases
or numbersto accesstheusersaccountin therealbank.If tamperingof theDNS
tablesis possible,wesaythattheintegrity of thetablesis compromised.
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In practice,the integrity of information canbe achieved by usingone-way hash
functionsandmessageauthenticationcodes(MAC). Hashfunctionswill bedis-
cussedin moredetail in Section4.4.3andMACsin Section4.4.4.

2.3 Availability

Availability meansthat thenetwork nodeis functioningproperly, i.e. it canoffer
theservicesto theothernodesin somefinite time period. Theconceptof avail-
ability, or of denialof servicethreatwasdefinedby Virgil Gligor in 1984[1,49].

Until todaythe main securityfunctionsareconsideredto be confidentialityand
integrity. However, computernetworksarebecominga moreandmoreessential
partof large,multinationalcompanies.For example,acompany whichhasoffices
andagenciesin many countriesall aroundtheworld, needsasecurenetwork con-
nectionsbetweenits offices. A situation wheredistantofficeswereunreachable
duesomenetwork problemswould be nearlyunbearable.At leastsucha break
wouldcauseconsiderablefinanciallosses.Thusavailability hasbecomeoneof the
mostessentialaspectsof securityasconfidentialityandintegrity have previously
been.However, availability is quitehardto guarantee.Protectionagainstvarious
kindsof attacksagainstavailability is veryhard.Suchattackscouldbecarriedout
practicallyfrom anywhere.Evenworse,theseattackscouldbedistributedin such
amannerthattherearemorethanoneattackersin variouslocations.

If we want to access,sayWWW servicein hostwww.tml. hut.fi we type
thehostnamein our webbrowserandwait for thepageto be loaded. If we are
usinga proxy service,thefirst thing is to checkwhethertherequestedpagesare
alreadyin theproxyserver. Basically, aproxyserviceis a localsmallcachewhich
keepsrecordfor themostusuallyrequestedwebpagesandstoresa local copies
of themin localharddisks. Now theresponsetimedecreasesasdoestherequired
network traffic sincethelocalcopiescanbeused.If noproxyserver is used,then
the requestis sendto the www.tml.h ut.fi which sendsthe requestedpages
asa reply on our request.However, if the www-server happensto be down for
somereason,it cannotgiveustherequestedservice.Wewill nothave theservice
weareto accessandthusa denialof service(DoS)threathashappened.Why the
server is down is anotherquestion. It might be a temporarymaintenancebreak
which would not lastvery long andis not necessarilya realDoSsituation. It can
alsobeaconsequenceof anattackagainsttheserver thathadbroughtit down. In
thelattercasethereasonfor thebreakis a realDoSsituation.

2.4 Identification

identification: n. anythingby which identitycanbeestablished.
identity: n. thedistinctivecharacterbelongingtoanindividual;personality;

individuality. [64]
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Identificationmeanstheproceduresto asktheidentityof auseror anetwork nodejlk who wishesto gainaccessto someothernetwork node j�m or serviceprovided
by thenode jnm . Identificationis carriedout in orderto ensuretheconfidentiality
andintegrity of information.Whenwe asktheidentity of a personor a node,we
want to getassurancethat thepersonmakingtheservicerequesthasthe right to
accesstheserviceshewants.

Identificationandauthenticationareusuallyusedasapairof concepts[1]. Some-
timesthey areevenusedoverlappingoneanother1. Identification,asthedictionary
entry in thebeginning of this sectionshows, meanstechniquesto getknowledge
of the identity of anotherparty. However, identificationdoesnot give proof for
the statedidentity given by the otherparty. As an addition,certainevidenceis
requiredto getassurancethat identity presentedis valid andnot forged.Authen-
ticationis describedasthemeansto verify thatthepersonor nodewhopresented
someidentificationtoken(e.g.username)reallyis whosheclaimsto be.Nikander
reservesthe term “authentication” for moregeneraluse,i.e. that authentication
meansassuranceof somethingbeingauthentic,andstatesthat the identification
mustalwaysbedonewithout doubt[51].

Identificationcanbeaccomplishedby threeways,with something known,some-
thing embodiedor something possessed [1]. Somethingknown meanssome
knowledgewhichonly onecertainpersonknows, likepasswordfor computersys-
temor PIN of a bankcard. This meansthatonemustnever tell thesesecretsto
anyone. Otherwise,this otherpersoncanpretendto be you andact asyou in a
computersystem.Somethingembodiedidentificationis somewhatstrongerthan
identificationbasedon somethingknown, sincethe ability to forge something
embodiedis muchharder. Somethingembodiedmeans,for example, a persons
fingerprintor retinalpatternswhich arebothassumedto beuniquefor every hu-
manaccordingto recentknowledge.Onemight think thata fingerprintor evena
retinal patternscould be stolenby someextremelyviolent manner. Fortunately,
thescannerscandetectthelife signsin ahumaneye[62], thustheideaof stealing
an eyeball is doomedto fail. Finally, something possessed meansfor example
conventionalkey, or amagneticcardor morerecently, asmartcard.

By combining two or threeof thesecharacteristics,we canachieve strongidenti-
ficationsufficient for our needs.For example, a smartcardis usuallycombined
with a PIN which mustbe presentedwhenusingthe functionality of the smart
card. In this caseboth something possessedandsomethingknown areusedto
gainmoresecureidentificationmethod.Wewill discussmoreaboutidentification
in context of namecertificatesin Section4.1, andin context with authorization
decisionsbasedon identificationin Section3.1whichdealswith trustmodels.

1For instance,Menezeset al. [48]. definesidentificationby starting“ Identification or entity
authentication. . . ”, i.e. usingtwo differentwordsto meanbasicallythesameconcept.
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2.5 Authentication

authenticating: v.t. 1. To make genuine,credible,or authoritative; 2. to give
legal forceor validity to; 3. to establish or certify. [64]

As we mentionedpreviously in Section2.4,authentication is usuallyseenaspart
of identification[48,70]. Traditionally this problemis solvedby usingusername
and password as pairs to identify and authenticatepersonsor network nodes.
WhenuserAlice wantsto identify herselfto Bob,shesendsherusernameto Bob.
Now Bobwantsto besurethatit is “the right” Alice who introducesherselfto be
“Alice” insteadof an imposter. Now Bob asksAlice to sendherpersonalsecret
password to Bob. If Alice knows theright password, thenBob canbeprettysure
thatit really is Alice with whomheis communicating.

However, theproblemis thepasswordwhichAlice mustkeepsecret.If shewrites
herpassword on a pieceof paperfor thesituation sheforgetsit, thereis a possi-
bility thatsomebodyfinds thatpieceof paperandlearnsAlice’s password. User
namesandpasswordsarenota foolproofmethodto identify personsor nodesin a
way thatthereis noplacefor doubt.This is why password-basedidentificationis
sometimescalledweakauthentication.

In orderto gaingreaterassuranceaboutthe identity of thepartywe areidentify-
ing, moresecuremethodsmustbeused.Strongauthentication (sometimescalled
alsochallenge-responseidentification) usesa methodof showing thatwe know a
certainsecretwhich is associatedonly to uswithout revealingthesecretitself.

Nikanderdefinesauthentication to meanwaysto convinceoneselfthatelectronic
documentor otherinformation is createdby thepartywho claimsso[51]. When
definedthisway, authenticationcanbeseenasamoregeneralconceptinsteadthe
oneassociatedwith identification.

As a real-world examplewe could take a purchasepaid with a credit card. In
orderto give thevendorpermissionto chargeour accountwith thegivenamount
of money, we sign the receiptandthis way we statethat the credit cardusedto
paythepurchasewasreally in our hands,i.e. theright ownerof thecard,instead
of someimposter. If thereis somedoubtaboutthemoney transaction,thevendor
canshow thatshehasthereceiptwith asignaturewhichbindsthecreditcardused
to theuserof thecard. If thesignaturein thereceiptturnsout to bea fraud,then
wecanshow thatsomeonehasmisusedourcreditcard.

2.6 Authorization

authorization: n. Theactof conferringlegality. [64]

Whenidentificationdealsaboutgettingcertaintywho the useror network node
is, i.e. to get assuranceof the identity of the nodeor the person,authorization
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dealsaboutthe rights the nodehas. Authorizationdefinesthe rights of the user
in a networkedcomputersystem, not the identity. Heretheword ’user’ mustbe
understoodto meannotonly ahumanbeing.A usercanbeanetwork nodeitself,
or the personusinga workstation. Commonpracticethis far hasbeento base
authorizationdecisionsto theidentityof thenodebut Nikanderstatesthatusually
identity checkingis notnecessary[51]. On thecontrary, sometimesit is not even
wanted.

In the old dayscomputerssystemsweremostusually large mainframesystems
which werecomposedof a onephysicalcomputer. The very first oneshadno
otheraccesscontrolthanphysical security. Only speciallytrainedengineerswere
allowedto accessthecomputersandexecutetasks.

A moresophisticatedaccesscontrolmechanismcomparedto thephysicaloneis
theusernameandpassword which is still todayusedasa primaryaccesscontrol
mechanismto show andverify anauthorizationto usea computer.

However, computersystemsbeganto grow uplargerandlargerandwereextended
over a largephysicalareaby connectingthecomputerstogetherby a network so
thatthey cancommunicate.A singleusername-passwordpair is notenoughto ex-
pressaccessandauthorizationinformation.A morefine-grainedmethodology to
expressauthorizationinformationis needed.Differentpartsof computersystems
mighthavedifferentsecuritypoliciesandusagerestrictions.

As a real-world exampleof simpleauthorization,considera policeofficer. When
theofficer is in thefield doingtraffic control,shehastheauthoritytogivespeeding
ticketsif shecatchessomebodyspeeding.Heretheauthorityto finesomebody for
speedingis basedon the role of a police officer. The identity of the particular
policeofficer whogave thespeedingticket is notessential.

As theaboveexamplestrongly suggests,theauthorizationfor certainactionsand
rightsis morerelevantthantheidentity of theactor.

2.7 Delegation

delegation: n. theactof delegating: adelegationof powersor authority.
delegate: v.t. to commit or entrust(powers,authority, etc.) to anotherasan

agentor representative. [64]

If a nodehasa certainauthorizationwhich definesthe rights of that node,the
nodecandelegatesomeor all of herrightsto anothernodeor person.It mustbe
notedthat it is not allowedto exceedtherightstheoriginal nodepossesseswhen
it delegatesthoserightsto anothernode.

Whendelegation of rights is done,it canbedefinedthat thereceiver of thedele-
gatedrightsmayor maynotdelegatetherightsshereceivedfurtheron. If we use
SPKI certificates[17] to the delegation, the certificatehasa specialentry called
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delegation to expresswhetherthe certificatemay be re-delegatedor not. SPKI
certificatesarediscussedin moredetailin Section4.3.2.

Let us considera key of our homeasan exampleof delegation of rights. If we
are going on a trip for a while and we want to give the key to our friend for
the durationof our trip so that shecanfeedour cat while we areaway. This is
actuallya delegation procedure.We delegatethe right to accessour homefor a
certainperiodof time to our friend. Of course,we musttrust our friend to give
thekey backwhenwe return.If we areusingSPKI certificates,this problemwill
notoccur, becausewecanasserta timeperiodunderwhich thecertificateis valid.

2.8 AccessControl

Karila statesin his doctoraldissertationthataccesscontrol (AC) is not a similar
securityfunctionasthosediscussedabove,but rathermoreinvolvedto authentica-
tion [40]. However, Nikander’sbroaderdefinitionof authentication[51] suggests
that accesscontrol is moreinvolved to identificationandauthorizationthanau-
thentication.

For example,UNIX usernameandpasswordareoneway to implementanaccess
controlmechanismin a distributedsystem.If a personhasa usernameandpass-
word to aUNIX server, thenthecomputersystemallowsherto log in. Otherwise
theaccessis prohibited. UNIX storestheusernamesandpassword in a special
file, usually/etc/pass wd2. This file is anapplicationof anaccesscontrol list
(ACL) which definesthevalid usernamesfor theparticularcomputersystem. If
theusernameis in the/etc/pass wd andtheuserpresentingit knowsthesecret
passwordattachedto theusername,thecomputersystemwill haveacertainlevel
of assurancethattheusercanbeallowedto usethecomputersystem.

Accesscontrolis usuallydividedto mandatoryaccesscontrol(MAC) anddiscre-
tionaryaccesscontrol(DAC). Mandatoryaccesscontrolis a setof procedureson
whichtheusercannotaffect. Discretionaryaccesscontrolmeanssuchprocedures
which userherselfcansetor define. The above exampleof usernameandpass-
wordis MAC typebecauseuserhasnowayto affectthelogin prompt. Instead,the
computeradministratorcansettheMAC parametersto thesystem[1]. UNIX file
permissionsareanexampleof DAC. Theuserhasin herpower to setpermissions
assheseesto bestfit herneeds.

An UNIX styleaccesscontrolmechanismhasbeenavailableandhasbeenused
sincethe 1960’s. Therefore,a lot of scientificresearchhasbeendonecovering
many kinds of modelsof accesscontrol [58,59,66–69]. To mentionsomeof
thesemodels,lattices[67] androle-based[69] aresomeexamples.However, due
to therapidgrowth of Internetusageandnumberof users,thepracticehasshown
thatACL-basedaccesscontrolis no longeradequatemethodto managecomputer

2Today it is morecommon that different variants of UNIXs uses/etc/sh adow readable
only by theroot insteadof /etc/pass wd to storepasswordsin orderto preventdifferentkinds
of attackslikeattemptsto try to crackpoorly chosenpasswords.
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resources.Firstly, in a centralizedsystem, the identity of a user is quite well
known, but this doesnot necessarilyapplyon a distributedsystem.Secondly, in
orderto haverobustandscalablesystem, amethodfor delegatingrightsis needed.
Thirdly, ACLs arenot expressive enoughto declareaccesscontrol propertiesof
the system[8]. Finally, differentpartsof a certaindistributed systemmay have
different securitypolicies. No centralpolicy can be applied. Recentresearch
shows[7–11,24,25,46,54], thatamoregeneralmethodof resourcemanagement
is needed.

2.9 Non-repudiation

Non-repudiationis a methodto prevent a personor nodefrom denying that she
hassenta messageor committedanactionsometimesin thepast.Considerthat
we have purchasedsomething from a vendoras in our examplein Section2.5
discussingauthentication. If wedecideto deny thepurchasetransactionfor some
reason,theremustbemeansto resolvethecontroversalsituation. Themostpossi-
bleconsequenceis thatthevendorstartsacivil courtcaseto haveanindependent
third partyto settlethecontroversy. A signaturein thereceiptis consideredto be
uniqueto everyhumanbeing.In thepast,a graphologist wasthespecialistto say
whetherasignature is signedby acertainpersonor not. Todaytherearemoreso-
phisticatedtechnicalwaysto analyzea samplesignatureandtheotheronein the
receiptandgeta resultwhetherthesignatureswerewrittenby thesameperson.

In a distributedsystem,themereknowledgethataneventhastakenplaceis not
usually enough. It is often requiredthat also the time of the event is known.
The time of an event, or transaction,makes that pieceof informationuseful to
beusedfor non-repudiationpurposes.To acquirethetime of thetransaction,we
needaservicecalledtrustedthird party(TTP)[48] whichis independentfrom any
bindingsandto whomeverybodytrust.A TTP canbeseenasa notaryserviceof
thedistributedcomputersystem.TTPsignsadocumentor acertificatestatingthat
thetransactionhastakenplaceat theexactmoment.If thereis controversy about
thetimeof thetransaction,thisnotaryservicecangiveanindependentjudgement
to theproblem.

2.10 Security Labels

So far we have beendescribingdifferent kinds of aspectsof securityof a dis-
tributedcomputersystem. Thenext logical stepis to definesomeconcretetools
to preventor counterany threats,vulnerabilities,or attacksthesesystemshave or
face.Oneof suchasystemis securitylabels. To properlydefinethisconcept,we
needto make somepreliminarydefinitionswhich areneededto understandthe
conceptfully.
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TopSecret Restricted
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Confidential Sensitive
Unclassified Public
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Figure2.1: SecurityLevels
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holds,thenset p is a total
order [29].

Now, considera setof securitycategories w Hyx cNQd1N G N T N J{z . Here the partial
orderingrelationis thepropersubsetrelation | . For example,let w khH x c�Ned2N G2z ,
w m}H x d2N G2z , and w�~ H x�G N T N J{z . Now w m | w k holdsbut w�~ u| w k and
w k u| w�~ .

2.10.1 Security Levels

A securitylevel is a hierarchicalattributethatcanbeassociatedwith anentity or
a nodeof a computersystemto describethe level of their sensitivity. In a dis-
tributedcomputersystem,differentpartsandnodeshavediverserequirementsfor
confidentiality, integrity andavailability. For example, a disk server might have
higherrequirementsfor availability thana printerserver. Therefore,thesecurity
level ������ of thediskservermustbesethigherthanthesecuritylevel �S�{�� of the
printerserver. Thus, ���{���o������� . Dif ferentenvironments of operationrequire
differentlevels of securityboth in amountandin sensitivity. A typical examples
of bothmilitary (a) andcommercial(b) securitylevelsis shown in Figure2.1[1],
respectively. Whensecuritylevelsaredefinedin themannerdescribedabove,we
cancomparedifferent levels andfind out which itemsarein a higherlevel than
someothers. Thereforethe set of securitylevels can be inspectedas a totally
orderedset.

2.10.2 Security Categories

A securitycategory is a non-hierarchicalset of computersystemnodeswhich
is meantto help in groupingthe differentnodesin differentgroups. A typical
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categorizationof nodesmight be accordingto differentdetachmentsin military
environmentor differentdepartmentsin commercialenvironment. A computer
nodecanbelongto morethanonecategoryat a sametime. This is oneof thetwo
main differenceswhencomparedto securitylevels. The otheroneis a straight
consequencefrom the non-hierarchicalstructureof securitycategories,i.e. dif-
ferentcategoriescannotbearrangedto any particularorderaccordingto equality,
less-than,or greater-thanrelation. In a mili tary environment, the need-to-know
principleis usuallyrepresentedby themeansof securitycategories[1]. Theneed-
to-know principlemeansthatonly thosepeoplewho needsomepiecesof infor-
mationto have their work doneareallowedto learnit. No outsidersareallowed
to acquirethispieceof informationbecauseit is not relevantin theirwork.

2.10.3 Security Labels

A securitylabel is a tag associatedwith every computernodewhich describes
thesensitivity andneed-to-know attributesof thenode.A securitylabel is a pair
consistingof a securitylevel andsomesetof securitylabels.Formally, asecurity
label is a Cartesianproduct of a level anda somesetof categories.For example,
considera following commercialsetting3 wherewehave

� J���J ��� H xe��� d �
� G N � J2G(�&J��ezG c ��J������ � J � H x PIc � L J�� � jO� Ne�3��� zC?D G c ��J������ � J � F H x�� N x PIc � L J�� � jO�z N x �3��� z N x PIc � L J�� � jO� Ne�3��� z5z
Now thesetof all securitylabelsis aset

� c.d J ��� H � J���J ����q C?D G c ��J������ � J � FH x D ��� d ��� G N � FfN1D � J2Gf�&J�� N � FfND ��� d ��� G N x PIc � L J�� � jO�z FfN2D � J2Gf�&J�� N x PIc � L J�� � jX�Xz F(N
...D ��� d ��� G N x PIc � L J�� � jO� Ne�3��� z F(N1D � J2G(�{J�� N x PIc � L J�� � jX� Ne�3��� z F z

So far we have discussedthe network nodesonly asplain “nodes” without dif-
ferentiatingthemin moredetail. A very common practiceis to divide nodesinto
activeandpassiveones[1, 27].

2.10.4 Subjectsand Objects

A subjectis a network nodewhich is active i.e. it can initiate actions,make
requestsof resourcesand perform computational tasks. A subjectis usuallya

3Heretheabbreviation ’R&D’ denotesthecommon way to shortenthe ’ResearchandDevel-
opment’ department
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processon a computersystemrepresentingand performingtaskson behalf of
someperson.Traditionally, therelevantinformation of subjectsthattheparticular
computersystemmustknow hasbeentheidentityof theuserowning theprocess,
creationtimeanddifferentsecurityattributes.

An objectis apassivestoragerepositoryin acomputersystemwhosemaintaskis
storingdata.A typical objectcouldbesomefile or a directoryor maybea whole
directorytree,aswell asadatabase.Relevantinformationassociatedto objectsis
ownerof theparticularobject,size,creationtimeandsecurityattributes,likeread
andwrite permissions andpossibleexecutionrights.

Usuallythesplit in subjectsandobjectsis quiteobvious.However, in distributed
computersystemsthedistinctionbecomesnontrivial. Consideradistributedcom-
putingtaskwhichdividessomelargeprobleminto smallerpartsanddoesthejob
in parts. In this scenario,thesmaller unitsmight sendsomesignalsof their cur-
rentstatusto oneandanotheror to themasternodeadministeringthedistribution.
Now theborderbetweenasubjectandanobjectbecomesblurred.

2.10.5 Clearancesand Classifications

A clearance is a securitylabel associatedwith a subjectto denoteits security
sensitivity. A classification is a securitylabelassociatedwith anobjectin a sim-
ilar manner. Thereis a little differencesin the literatureconcerningthis nam-
ing convention. Amoroso[1] usestermsclearanceand classificationas stated
above to make the differencebetweensecurity levels of subjectsand objects.
Gollmann [27] usesthe generalterm securitylabelsbut makes the remarkthat
sometimesthemaximal securitylabelsof theusersarecalledclearances.

We say that a securitylabel � k dominatesa securitylabel � m if and only if the
securitylevel of label � k is greaterthanthesecuritylevel of label � m andif security
categoryof label � k is a supersetof securitycategoryof label � m . Formally,

t�� k N � m g � c.d J ��� �5� k T � P � j c ��J �,� m¢¡+£�¤{¥§¦©¨ª¥�«¬�¡£
� J���J � D � m F o®� J���J � D � k Fh¯ G c � D � m F�° G c � D � k F

andtheequalitycondition of a pair of securitylabels � k and � m is obtainedby re-
placingthelesser-or-equalrelation’ o ’ andsubsetrelation’

°
’ symbols by equal-

ity relationsymbol ’ H ’, respectively. It also follows from the definition that a
securitylabel � dominatesitself, i.e. �nT � P � j c ��J �,� .

2.10.6 Lattices and HasseDiagrams

With the constructions describedabove, we canstudythe propertiesof security
labelswhich form a mathematical structurecalleda lattice. A lattice is a pairD�±�N o F where

±
is a setand o is a partial order. A latticehastwo characteristic

featureswhichareusefulwheninspectingthepropertiesof asetof securitylabels.
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We will definethesetwo conceptsin the following. If
D�±�N o F is a lattice, then² � g³±

and
² � g³±

sothatgivenany
cNQd´g³±

,

c o � N¢d o � N ¤{¥�¦ t � gv± � DSc o � ¯hd o � F¶µ D � o � F
�·o c�N ��o d1N ¤{¥�¦ t L¸g¹± � DSL o ci¯vL o dfF¶µ DML o®� F

The element � is called a least upper boundand element � a greatestlower
bound[27]. If we now want to know what is the minimal securitylevel which
asubject� musthave in orderto beallowedto readobjects��k and �1m , wecanfind
theleastupperboundof theseobjects.Further, if wehavetwo distinct subjects� k
and � m whichhavedifferentsecuritylevelsor clearances,wecanfind themaximal
classificationof anobject � whichcanbeaccessedby � k and � m .
Returningto our setof securitylabelsdescribedin page12, we canillustratethe
setby aHassediagramshown in Figure2.2.

(public,Ø)

(public,{marketing}) (public,{R&D})

(public,{marketing,R&D})

(private,Ø)

(private,{marketing})
(private,{R&D})

(private,{marketing,R&D})

Figure2.2: A Hassediagramof securitylabels

Now wecansee,for example,thatfollowing relationshold:

D ��� d ��� G N � F o D ��� � � c ��J N x�º ��» z FfN¶¼§½�¾D ��� d ��� G N x�º ��» z F uo D ��� � � c ��J N x1¿À¤{ÁÃÂ&Ä ¾ ¡Å¥§Æ�z F

so
D ��� � � c ��J N x�º ��» z F T � P � j c ��J � D ��� d ��� G N � F , but

D ��� � � c ��J N x1¿�¤&ÁÃÂ{Ä ¾ ¡¥§Æ�z F does
notdominate

D ��� d ��� G N x�º �Ç» z F norviceversa.



Chapter 3

Notion of Trust

trust: n. 1. A confidentrelianceon theintegrity, veracity, or justiceof another;
confidence;faith; also, the personor thing so so trusted. 2. Something
committedto one’scarefor useor safekeeping;acharge;responsibility. 3.
The stateor position of onewho hasreceived an importantcharge. 4. A
confidencein thereliability of personsor thingswithout carefulinvestiga-
tion. [64]

Trust is a difficult conceptto defineexactly. Thefirst thing,whenthinking about
trust itself asa concept,that comesto one’s mind is thatgoodfriendstrusteach
other. Friendshipis usuallyunderstoodastheability to shareevenyour deepest
thoughts andfeelingswith somebodywho understandsyou. This also includes
theconfidencethattheotherpersonwill keepyour secretsanddoesnot tell them
to anybody.

How do we definetrust?Therearea coupleof differentdictionary definitionsof
trustat the beginning of this sectionasdefinedby InternationalWebsterDictio-
nary [64]. Anotherdefinition that hasbeensetsaysthat trust is something that
“beginswhere predictionends” [41,45]. This definitiontells us that trustmeans
something abouttheknowledge aswell. If we hadanultimateknowledgeof ev-
erything,thenwe would know thingsandwe would not needto trust anything.
However, sincewedonothavesuchknowledge,wehaveto trustinsteadof know-
ing. If we have neitherprior knowledgenor understanding aboutsomematter,
thenwe only canmake assumptionsor predictionsaboutthis matter. However, if
wedoknow something aboutit, wecouldhaveabit of trustonit. Our trustonour
friendsis basedon theknowledgeof thatpersonasa character. Usually, asis the
situationwhena friendshipis considered,thetrustis notobtainedeithereasilyor
rapidly. Instead,it takesa long time to starttrustingsomebody(or something), it
is notunusualto talk aboutyearswhenbuilding trustis considered.Whatit needs
is a repeatedseriesof pleasingeventsthatenablesoneto build trustto somebody.

While the trust is difficult to gain, it is very easyto loose. Considera situation
whenyou hearsomethird personstatingyou somevery personalthing, maybe
something that you have kept asa secret,say, for example, that you have some
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kind of phobia, like agoraphobia1. This is, in a sense,quiteanextremeexample
of a secret. Nevertheless,it servesasa goodexampleof a very personalthing
whichusuallyis abig problemfor apersonsufferingfrom suchphobia.Shemight
feel thatthephobiais very embarrassingbecauseotherpeoplesometimestendto
underestimate herproblemby sayingthat“Comeon, there’s nothingto beafraid
outside”. Usually this makesthepersonevenmoreembarrassedwhile theothers
doesnot reallymeanto hurt thisperson.If youtrustyour friendenoughandshare
a secretlike theonedescribedabove andnext you hearyour secretfrom another
person,your trust to your friend will usuallyendat that very moment. It takes
a very long time beforeyour so calledfriend will gainyour trustandfriendship
back.It is notunusualthatthetrustswill neverbethesameagain.

The discussionabove is a quite ordinaryexampleof the trust asa phenomenon
betweenhumans.Is the trust in distributedsystemssomehow differentfrom the
trust in humanrelationships?First, trustcanbeexaminedin two differentmean-
ings. Usually in computersciencethereis an assumption of sometrustedcom-
putingbase(TCB), on which thetheoryof securitysometimesheavily relieson.
Trustedcomputing baseis definedasthe totality of hardwareandsoftwarepro-
tectionmechanismsresponsiblefor enforcingthesecuritypolicy of a givensys-
tem [1,27]. If the trusteddevice breaksor turnsout to be not trustworthy, the
whole theoryusuallycollapses.This means,for example,that if the securityof
the computersystemrelieson the TCB, the securitywill be lost if the security
of TCB is lost. Thereexists somethingthat hasto be trusted[52]. Trust is ne-
cessity. Secondly, the natureof trust is sometimes,like in humanrelationships
andmorepsychologically emphasizedcontext, more than in computerscience,
something thatcanexist. Somethingcanbe trusted,but not necessarily. Only if
someonewishesto do so,like two friendsdo. In our previousexample,thetrust
might be totally lost whenthe friend betrayedthe other’s trust, but beforethat,
trust graduallyevolved in a way that as time passed,therewasmoreandmore
trust. However, computercannotunderstandsuchfine nuancesat all. Therefore,
in a technicalsense,thetrustis usuallysomethingthateitherexists or not. There
is trustor thereis not, theconceptis quitebinaryby nature[52].

Theproblemsarisewhenthesystemof trustbecomesmorecomplicatedinstead
of just a pair of friendsaswe describedabove. Considera groupof threepeople,
calledAlice, Bob, andCarol. Assume that Alice andBob aregoodfriendsand
they trusteachothercompletely. Furthermore,let usassumethatBob andCarol
aregoodfriendsalso. They trustperfectlyeachother. However, nothingis said
abouttrust betweenAlice andCarol. Thereobviously aresomecertainreasons
connectedto charactersandpersonalities,which makesAlice andBob trusteach
other. Thesameappliesto therelationshipof BobandCarol.Alice andCarolmay
know eachotherandbegoodfriendstoo, but it might aswell to be thesituation
that they arenot. They might never have met, or they have met but did not get
alongat all. As a summary, while Alice trustsBob andBob trustsCarol, this
doesnot automaticallymeanthatAlice would trustCarolaswell, i.e. trust is not

1The fearof beingin openor public places.Sometimes it maybeso crippling illnessthat it
preventsthepersonsuffering from it evenfrom leaving home.
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transitiveby definition.Trustis notnecessarilyreflexive,either. It mightverywell
besothatwhile Alice trustsBob,Bobdoesnot trustto Alice. Further, theamount
of trustneednot to beequalto bothdirections.Whena friendshipis considered
as in our previous example,it is reasonableto assumethat the trust relation is
reflexive. But in generalcase,theassumptionof reflexivity shouldnotbemade.

As abrief summaryweconcludethattrustbetweenhumansis verydifferentfrom
the trust which a computercan process. Humanscan understandthe different
nuancesof trust. For computers,trust is moreor lessa binaryproperty. It would
requireasomekindof anintelligence- moreor lessartificial - for computersto be
ableto processtrustinformation ashumansdo.

3.1 Modelsof Trust

In order to expresstrust information in a digital world, certainsimplifications
needto be made. Otherwisecomputerscannotprocessthat information in any
sensibleway. Therefore,variousmethodsof modelingtrust in digital systems
have beenproposedover theyears.Thesearecalledtrust models. Thefirst, and
themostsimple caseof trustmodelis direct trust, which, in essencemeansthat
a persontrustsher own self-generatedencryptionkey, sincesheknows whereit
camefrom. As a moresophisticatedtrust modelsare X.509 hierarchical, top-
down modelbasedon namecertificates[23,39], andtheotheris thewebof trust
usedin PGP(PrettyGoodPrivacy) [86] encryptionsoftwarewrittenoriginally by
Phil Zimmermann.

3.1.1 Hierar chical Trust Model - X.509

As therapidgrowth of Internetstartedsomewherein thebeginningof the1990’s,
the needfor effective directory servicebecameevident. Figure 3.1 shows the
exponential growth of Internethostssincethebeginningof the1990’s. Therecent
survey conductedby ISC shows the growth of the numberof hostsfrom a littl e
morethanonemilli on hosts(January1993)to about72.5milli on hosts(January
2000)[38].

X.5002 wasdesignedto be a standardwhich definesoneglobal, distributeddi-
rectoryof Internetusersandhosts.It offersdecentralizedmaintenance,powerful
searchingcapabilitiesandsingleglobal namespaceamongother features[82].
X.509 is a certificatestandardwhich is part of a X.500 Directory recommenda-
tionsfirstpublishedin 1988.Onesingle,globalnamespacewithoutthepossibility
to misinterpretany nameswasoneof thegreatestrequirementfor X.500directory.
Globalnamespaceis alsoa very challengingtaskto implement.Componentsof

2X.500 was proposedas a standardby International TelecommunicationUnion – Telecom-
munication StandardizationSector(ITU-T) andISO/International Electrotechnical Commission
(IEC)



3.1. MODELSOF TRUST 18

Figure3.1: Internethostgrowth between1991- 2000[37].

theX.500directoryentriesarecalledrelativedistinguishednames(RDNs)since
thearerelative to eachother. Whenasked,wewould tell thatwework at

TeSSAresearchprojectin TelecommunicationsSoftwareandMulti-
mediaLaboratoryin Departmentof ComputerScienceandEngineer-
ing in HelsinkiUniversity of Technologyin Espoo,Finland.

Thiscanbeexpressedanotherway alsoto illustratethehierarchicalnatureof our
work place:

Finland
Espoo

Helsinki University of Technology
Department of Computer ScienceandEngineering

TelecommunicationsSoftwareandMultimediaLaboratory
TeSSAresearchproject

As wecansee,theTeSSAprojectis oneof theresearchprojectsin Telecommuni-
cationsSoftwareandMultimedialaboratory, whichagainisoneof thelaboratories
of thetheDepartmentof ComputerScience,andsoon. Now, for example,wecan
distinguishthe Dept. of CS from the departmentof ComputerSciencein Uni-
versityof Helsinki [28]. Generally, X.500 directoryforms a tree-like hierarchy,
whereeachnodeconsistsof severallower-level nodes.

The security the information which is storedin X.500 directoriesis basedon
X.509 identity certificates. We’ll discussmoreabouttheconceptof identity cer-
tificatein Section4.1,andpassit hereonly by mentioning it. Instead,wewill now
concentrateon thetrustmodelof X.509certificates.
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Figure3.2: Differenthierarchicaltrustmodels

As wementionedearlier, X.509trustmodelis top-down oriented.Thismeansthat
thereis a hierarchyof levelsin which thenodes(or leaves)in a level j generally
trustthenodesin thelevel j B´È (leafnodesareconsideredto bethelowestlevel,
or level 0, andtherootnodeis thehighestlevel, seeFigure3.2,item(b)).

Generally, therearethreedifferentsituationsin hierarchicaltrustmodel[48]:

É Separatesecuritydomains

É Stricthierarchy

É Multiple rootedtrees

Thebasicsituationis depictedin Figure3.2,item(a) wheretherearetwo distinct
securitydomains(SD)whichareadministeredbycertificationauthoritiesCA k and
CA m . Whenuserentities J kk and J km wish to, for example,communicatesecurely,
they canobtainthe identity informationof eachotherfrom the commontrusted
third party(TTP)of thesinglesecuritydomain,namelyCA k . All communications
insidethedomaincontrolledby CA k canbeestablishedeasily. Theproblemsarise
whenentities J kU and J mV wantto communicate.They have nocommontrustedCA
from which to getidentitiesof eachother.
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To overcomethisinconvenience,distinct SDscanbegroupedtogetherto form one
larger SD, which is controlledby a higher-level CA. This groupingcanbedone
againandagainresultinga hierarchicaltreeof cascadingSDsasdepictedin item
(b). Thereis alwaysonehighest’root’ certificateauthorityin strictly hierarchical
model.

Thethird alternative is to groupseveralstrictly hierarchicalSDsto form a forest
of differentsecuritydomains. In this model,thereis no single highestCA, but
instead,agroupof peerCAs which trusteachother.

X.509trustmodelencompassesanassumption thatby trustingtheCA, everybody
would implicitly trustevery otherCA Ê on which thefirst CA decidesto trust. In
X.509model,trustis transitive in nature,whichis totally differentfrom thenature
of trustbetweenhumans.

3.1.2 Web of Trust - PGP

While X.509 adopteda hierarchicalmodelof trust, PGP(PrettyGoodPrivacy)
adopteda totally differentmethodof administeringencryptionkeys andtrust re-
lationsin theintegrity andvalidity of thosekeys.

PGP’s original creatorPhil Zimmermannrealizedtheauthorities’ ability to mon-
itor andsnoop- for exampleemail - without beingnoticedby the original and
intendedsenderandreceiver. Concernedabouttheprivacy of personalcommuni-
cationwhichis widely concernedasoneof basichumanrights[55,73] hecreated
aprogramwhichmakesit possiblefor apersonto encryptandsignheremailsand
otherelectronicdocuments.Zimmermannsaw that the new programhe created
couldbeusefulfor otherpeopletoo. After PGPwascompletein 1991,hemade
it publicly availableon theInternet.As a consequence,hewent througha three-
yearordealof criminal investigationandharassmentby theUSGovernmentsince
cryptographicproductsareconsideredasmunition andexport is thereforestrictly
restricted[84]. US Government droppedthe casein 1996but the vastpublicity
of thelawsuitmadepeopleawareof theexistenceof PGPandtherefore,it canbe
seenasonefactorwhich hasmadePGPtodaythe mostpopularencryptionand
privacy-protectingtool usedworldwide.Sincethosedays,theUnitedStateshave
madeit easierto export cryptographicsoftware [50]. Zimmermannhasan im-
pressingreputationasa prophetfor freedomof speechandprotectionof privacy.
Hehasreceivednumerousbothtechnicalandhumanitarianawardsaswell ascom-
pliments of singlepersons3 of his pioneeringwork in cryptography[71,75,85].
During therecentyears,new informationandnew disclosuresaboutprojectsspy-
ing emailsandtelephonehasbeenpublished.Oneof theseprojectswhichperhaps
is themostwidely known is calledECHELON [6,71]. Althoughit is todaywidely

3On the very day in October1993, whenBoris Yeltsin wasbombing the LatvianParliament
building, Zimmermann received a messagefrom a personsomewhere in Latvia. The message
wasasfollows: “Phil, I wish you to know: let it never be, but if dictatorship takesover Russia,
yourPGPis widespreadfromBaltic to Far eastnowandwill helpdemocratic peopleif necessary.
Thanks”
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known that ECHELON is real andnot just gossiptalk, governments have strictly
deniedtheexistenceof suchprojects.

In PGP, eachusercancreatea numberof differentencryption/signingkeys for
himself. Keys can be of different lengthsand the information identifying the
singlekeypair canbe chosenfreely. An example of a coupleof PGPkeypairs
is shown in Figure3.3.

As we can seefrom the Figure 3.3, multiple identitiescan be associatedto a
singlekeypair. Although thereis no specificformat for the identity field, it is
suggested[86] that it couldbeformedby concatenatinga person’s emailaddress
afterhername,for example: ’Pekka Kanerv a <pekka@tml.hut.f i>’ .
Insteadof email address,onecould usetelephonenumber or something unique
enoughto recognizethe correctkey so that thereis no placefor confusionof
whichkey to use.

pub 1024 0x6AB19A96 1998-02-2 6 ------- DSS Sign & Encrypt
sub 2048 0x6398DE64 1998-02-2 6 ------- Diffie-Hellman
uid Pekka Kanerva <pekka. kanerva@hut.fi >
uid Pekka Kanerva <ptkane rv@niksula.cs. hut.fi>
uid Pekka Kanerva <ptkane rv@cc.hut.fi>

sec+ 1024 0x5A31BA34 1998-11-2 5 ------- DSS Sign & Encrypt
sub 2048 0x5F1774 F9 1998-11-2 5 ------- Diffie-Hellman
uid Pekka Kanerva <pekka. kanerva@tml.hu t.fi>
uid Pekka Kanerva <Pekka. Kanerva@tcm.hu t.fi>
uid Pekka Kanerva <pekka@tcm.hut.fi>
uid Pekka Kanerva <Pekka. Kanerva@hut.fi >

Figure3.3: An Exampleof PGPkeys

Keypairsarestoredin keyrings, whichareessentiallyacoupleof files,onefor pub-
lic keys andonefor secretkeys4, storedin user’s homedirectory. Publickeyring
containsthe public keys of oneuseraswell aspublic keys of otheruserswhich
have beenreceived sometimesin the pastfrom a keyserver or directly from an-
otheruser, maybein afloppy discor attachedto anemail.

Figure3.4shows anexampleof a generalizedillustrationof thePGPtrustmodel
with somefictional users.Differentellipsesrepresentsdifferentusersandarrows
denotesthepublic keys storedin public keyrings of users.For example, thereare
arrows from Alice to Bob, andDavid, so Alice hasthe public keys of Bob and
David storedin her keyring. We assumethat eachuserhasmadesurethat the
keys storedin their keyringsreally belongsto right personsandthat thekeys are
valid.

As PGPdoesnothaveany singlehighestrootauthoritywhocertifiesall thekeys,
everybodycan act asa certifier. Using our previous example of friends,Alice
andBob canexpresstheir trust on eachotherspublic key by signing the public
key andassociatinga trustlevel to thesignature.PGPhasthreelevelsof trust[4],

4Thereis no limitation to thenumberof key files,oneusercanhaveseveral of them,but if not
otherwiseconfigured,PGPwill usethedefault files pubring.p kr andsecring.skr .
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Figure3.4: PGP’s webof trust

complete, marginal anduntrusted, oneof whichcanbestatedwhensigningsome-
body’s public key. Thesituationis thesamein thecaseof Bob andCarol. Now,
if Alice andCarolwantto sendsecureemailto eachother, they first needto have
public keys of eachother. Thesituation canbeseenin Figure3.4, item (a). Now
Bobcanactasa trustedintroducer, whohaspublickeysof bothAlice andCarol.
SincebothAlice andCarol trustBob, they canbequitesurethatBob would not
fool them by giving falsepublic keys insteadthe real key of Alice and Carol.
WhenAlice andCarolget thepublic keys of eachother, they cancheckwhether
Bob hassignedthe keys to certify their validity. Now, if Alice andCarol wish,
they cansign thekeys to certify that they alsotrustandbelieve that thekeys are
valid.

Thevarioussmallgroupsof principalsin Figure3.4showstheunstructurednature
of PGPtrustmodel.In general,trustrelationsform adirectedgraph.Thesegraphs
can vary considerablydependingon whosegraphis in concern. For example,
in item (b) Eric hasthe public key of Fredbut not vice versa. This canbe the
situation, for example,in whichEric sendsregularlysomereportto Fred.

Figure 3.4 item (d) shows the situationwhereeveryoneof the local PGPuser
grouphave eachother’s public keys andthuscanalwaysencrypttheir message
transfer. Item (e) shows the situation of single usersKen andMatt, who do not
haveany foreignkeys in their public keyrings.For example,thiscanbethesitua-
tion wherethesepersonsjustusesPGPto encrypttheirprivatefilesstoredin their
workstation’s harddisk,but whodoesnotusePGPfor encryptingemails.
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Problemsarise,whentwo distinctuserswantto exchangepublic keys but, firstly,
they doesnot know eachother beforehand. Secondly, they cannotmeeteach
othersincethey, for example,live far away from eachother. As a solution to
thisproblem,PGPintroducesakeyserverwhichsimplyreceivesandstorespublic
keys userssendto it (a keyserver is shown in Figure3.4, item (c)). How canwe
besurethatwewill gettheright publickey from thekeyserver?

Considera situation whereAlice wantsto sendan encryptedmessageto Ken.
First, Alice downloadsthe public key of Ken from Keyserver. Then,Alice en-
cryptsher messagewith this public key andsendsit to Ken by email. Unfortu-
nately, amaliciousimposterMatt hasgeneratedapublickey with identity of Ken
andsentit to theKeyserver. This is possible,becausetheKeyservercannotknow
who is thesenderof thepublickey andwhethersheis thelegitimateownerof the
publickey. Now Matt canreceiveanddecryptmailssentto KenbecauseMatt has
thematchingprivate key. Matt evencanhave the real public key of Kenanduse
it to re-encryptthemessagesoriginally intendedfor Kento receiveandsendthem
to him sothatnobodywould suspectany wrongdoing.Of course,Kenwould (or
at leastheshould!) wonderwhy Alice hasnot signedhermessage.Matt cannot
generatea falsesignatureof Alice provided that he hasnot forgedanotherkey-
pair with ID of Alice. Furthermore,Matt canevenforgesignaturesof Ken,since
everybodywho wishesto verify thesignature would usetheboguspublic key of
Ken.Digital signaturesarediscussedin moredepthin Section4.4.2.

How canwe prevent this disasterfrom happening?The PGPway to do this is
to asksomebodyto validatethepublic key beforeit is sentto theKeyserver [4].
Kencanasksomeof his friendsto signhis public key andtherebyvouchfor the
integrity of the public key. Although Alice doesnot know Ken nor any of his
friends, shecan checkthe public key shedownloadedfrom the Keyserver and
seethatsomebodyhassignedKen’s public key andthereforeAlice canlay a bit
moretruston thevalidity of thepublic key comparedto thesituation thatthekey
would have no signaturesat all. A muchbettersituationwould be, if Alice and
Ken would have someoneasa commonfriend, who could act asan introducer
betweenthem.

As a final noteof the trust modelusedin PGPis, that althoughPGPdoesnot
enforceany structuredtrust hierarchy, it works equallywell in an environment
with somecentralizedCertificationAuthority.

3.2 Trust Management

As describedabove,thetwo majorexisting conceptsfor expressingtrustrelations
in distributednetwork,namelytheX.509andPGP, addressonlyaportionof agen-
eral problemof trust management. X.509 solves the problemby introducingan
optimistic, generalmodelof hierarchywhereeveryoneimplicitly trustsomeCA
who is certifying that themappingfrom a person’s nameto somepublic encryp-
tion key is valid. PGPtookanopposite directionon decidingwhomto trust. The
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starting-point [4] for Phil Zimmermannwasto preserve personalprivacy against
governmentalprojectsaimedto give authoritiespracticallyfreeabilitiesto listen
andtappersonalcommunicationsbetweenordinarycitizens.Becauseof thebase-
line, theuserof PGPcanchoosefreely the trustedpartiesby giving public keys
somestatementsabouttheir trustworthiness.Thedocumentation enclosedin the
distribution of PGPfreeware [4] mustbeseenasa scientificstudy. Instead,it is a
morecommercialadvertisementwhich emphasizesthebenefitsof thePGP, asin
pointing out thatPGPcertificatemodelsupports both theweb-of-trustbasedso-
lution andhierarchyof CAs aswell. X.509aswell asPGPsolvesonly a smaller
subproblemof trustmanagement.

Until today, authorizationquestionshave beenansweredby dividing the ques-
tion into two differentpieces,namelyto authenticationandaccesscontrol, which
arehandleddifferently. For example,whenlogging into a multi-user computer
environment, firstly, the computerasksfor a usernameanda secretpassword to
authenticatetheuser5. After successfullogin, useris free to usethecomputerin
the limits setby computeradministrator. As we mentionedbefore,for example,
in UNIX machines,usersmay setvariouspermissions for her files. Theseper-
missionscontrolwhich userscanread,write or executeherfiles. Whenanother
usertriesto read,write, or executethosefiles,operatingsystemmakesacheckby
matchingtheusernamemakingthefile accessoperationto thefile permissionsof
thefile in questionandmakestheaccesscontroldecision.

Centralizedmodelof accesscontrol hasworked pretty well in centralizedcom-
putersystemsor evenin distributedsystems,which areclosedor relatively small
in sizemeasuredby numberof useraccounts.UNIX systems, for example, have
beenservingcomputerusersa long time sincethedaysof its creationin 1969.A
goodexample of a quite large-scalecomputerfacilities is theComputingCenter
of HelsinkiUniversity of Technology. In fall 2000,thetotalnumberof usersin the
UNIX systemavailablefor bothHUT staff andstudentsis roughly15,500users6.

However, sinceInternethasbeengrowing exponentially whethermeasuredby the
numberof hosts(seeFigure3.1) or by the numberof users,computersystems
arenot so centralizedanymorenor small in size. Therefore,asthe recentstud-
ies show [7, 8,10,11,24,25,46] a moregeneralmethodof trust managementis
needed.Considerawww-basedservicewherethesubscribersof anewspaper, for
exampleHelsinginSanomat,canbrowsetheelectroniccopy of thenewspaperin
Internet.In this context, it is not necessarynor requiredto know who theperson
browsing thepaperis. The serviceprovider knows theaddressof the electronic
subscriber, i.e. theIP numberof thesubscribersothereis evennoneedto resolve
theaddressof theuserby findingouttheusername.Thevalid questionis,whether

5Actually, to beprecise,loggingin to a computeris alsopartlyaccesscontrol of nature. If the
usernametheuserpresentedis not listedasavalid usernamefor thesystemin question, theaccess
is forbidden.

6Measuredin October 19, 2000 by counting entries in /etc/pa sswd in computer
kosh.hut .fi . We executed’cat /etc/pa sswd | wc -l ’ which gave the exact count
to be 15,404 users. 2,301 of themhadthe shell set to /bin/lu pailmo , i.e. the account is
closed.
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theelectronicsubscriberis alsoasubscriberof theconventional paper, i.e. “ Is the
requesterauthorizedto performthe action?” The fundamentalreasons,which
renderstraditionalACLs inadequate[8] in distributedsystemsare:

authentication in anoperatingsystem,theidentityof a principal is usuallyvery
well known whichdoesnotapplyin distributedsystems.

delegation is necessaryto achievebetterscalabilityof thedistributedsystem. For
example,administrationcanbedistributedwith thehelpof delegation.

expressibility and extensibility. Usually ACLs are implementedas a part of
someapplicationprogramor an operatingsystem.This setscertainlimi-
tationsto the implementation,which, in turn, setsconstraintsto theexten-
sibility.

local trust policy As computersystemsgrow large,differentpartsof thesystems
mayhave differentneedsfor security. Therefore,no globalsecuritypolicy
canbeapplied.

Generally, a trustmanagementsystemunifiesthenotionsof securitypolicy, cre-
dentials,accesscontrol,andauthorization[7]. Thebaseof thetrustmanagementis
thesecuritypolicywhichdefinestheconditionsandrulesunderwhich theservice
is provided. Whenanuserrequeststheservice,shepresentsa setof credentials
to prove thatshehastheright to usetheprovidedservice.Thealgorithmic core
of the trust managementis an enginewhich performsthe compliance-checking
anddecideswhethertheserviceshould beprovidedor not. Formally, givensome
requestË with a setof credentialsÌ anda local securitypolicy Í , doestheset Ì
prove that the Ë complieswith Í ? Thus,thetrust-managementengineis a func-
tion Î·Ï
Ð�Ñ(ÒÃÐÓ2ÒÃÐÔeÕ which hasthevalue Öe×SØ1Ù , if Ë andset Ì complywith the local
securitypolicy Í , or Ú�Û.Ü ÝÞÙ otherwise.i.e. ÎßÏ�Ë1ÒeÌ�ÒeÍ�Õ·à x Öe×MØ1Ù{ÒÞÚ�Û.Ü ÝÞÙ�á [10].

To achieve general,scalable,andflexible trustmanagementsystem, it is crucial
thatthecompliance-checkingengineis implementedindependently from any ap-
plication[9,11]. As in generallevel, theproblemof proof of compliance(POC)
is anything but a trivial questionto answer, andis undecidablewithout any limi-
tations.Variouslimitationscanbestatedfor thecompliancecheckingprocedure,
for example,limiting theglobalor local runtime.Evenwith theselimitations,the
boundedPOCis computationally intractable[11]. This means,that implement-
ing a compliancechecker is very challengingtask, and it shouldbe donewith
greatcaresothattheresultingchecker canbeprovento besoundandreliablefor
boththedesignandtheimplementation phase.This is very importantthingsince
applicationsusinga standardcompliancechecker canbe surethat the outputof
thecompliancechecker dependsonly on theinput, i.e. thetherequest,thesetof
credentialsandthe policy, andnot on any featureor a real bug in the designor
implementationof aself-madechecker.

From recentpastwe know several incidentsof how lousy andsecurity-ignorant
programming and software designcould causeeven large corporatenetworks
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to crash. Somerecentcaseswhich got a lot of publicity were email worms
Melissa [56,76] and LOVELETTER [5, 33,61]. Theseemail causedenormous
amountsof email traffic which jammedthelocal networkstotally. LOVELETTER

even destroyed datafiles from workstations. Nonetheless,it is not evenenough
to do to checkthat the systemimplementation compliesthe specifications.A
few yearspast,an attackcalled’Ping-of-Death’ [12] crashednot only worksta-
tions with operatingsystemsbut alsofirmware like routers,and peripheralde-
viceslike printersanddumbterminals. Theattackwascarriedout by sendingan
over-sizedping(1) packet7 which usuallycausedthedestinationnodeto hang,
kernelpanicor reboot.

A compliancechecker programmedin a similar fashionlike the the aforemen-
tionedemail softwareor office suiteswould be no good. The ’Ping-of-Death’-
exampleshowsthatevenmeetingtherequirementsof thespecificationsmightnot
beenough.Evenmore,theprogrammersmustconsideralsotheexceptionalsitua-
tionsoutsidethespecificationsandbepreparedto handlethosecasesalso.Lousy
work doneby somebodyelsecould jeopardizethe stability andintegrity of our
compliancechecker8. As policiesandcredentialsbecomemorecomplex, therole
of goodcompliancechecker grows evenmore.A cleanseparationof thecompli-
ancecheckerandapplicationsusingit makesthewholesystemmoremodularand
thereforemoremanageableandeasyto customizeor tailor to variousneeds.

7The ICMP ECHO request which is usedby ping(1 ) is normally 64 bytes of size. Some
implementationsof ping(1 ) (Windows 95, Windows NT 3.51 andNT 4) allows userto set
thesizeof theping(1) packet freely. Usually theseover-sizedpacketsneedto be fragmented
to severalsmallerpacketswhich aretransmittedover thenetwork. Thefragmentationis needed
duethemaximumpacket sizeof theIP protocol or duethemaximum transferunit (MTU) of the
underlyingnetwork. Thepacketreassembly in thedestination hostcausesanunexpectedcondition
which in turn cancauseanoverflow of 16 internalvariables.Thecasewasspecialbecauseof the
peripheralsandfirmwarewerein danger also.

8Veryoftentheattacksagainst computersystemsarebasedonsomemisuseof acertainproto-
col or such.It is veryhardto comeup with all possiblewaysto misuseandto protectthesystem
against themall.



Chapter 4

Digital Certificates

certificate: n. 1. A written declarationor testimonial. 2. A writing signedand
legally authenticated.[64]

Certificatesplayaninvisible but importantrole in many essentialepisodesof life.
Weall havebirth certificates,if wegetmarriedwewill haveamarriagecertificate.
If somebodygivesusa valuablegift we might alsohave a gift certificatewhich
maybeneededfor taxationpurposes.Finally, onedaywhenwedepartthisworld
we will have deathcertificate. As we now see,a certificatemeansa document
of proof or evidenceof somematteror event which is sometimesalso legally
important. In somecasestherearea public notarywho signsandtherebyproofs
thelegality of thesigneddocument.Someothercasestherearetwo independent
personsactingaswitnessesfor theaction.

Digital certificatesarequitesimilar by nature.Thevery first functionof a digital
certificatewasto be a signedproof given by sometrustedCertificateAuthority
(CA) which provesthatsomepublic encryptionkey âXã belongsto someperson.
Someliteraturestill definesdigital certificatesonly asacertifiedbindingbetween
somename(or otheridentifying thing) anda public key1. We wantto emphasize
the morebroaddefinitionof a digital certificate.E.g. Ellison et. al. [19] define
a certificateas“a signedinstrumentthat empowers thesubject”. Thus,it follows
thata certificatealwayscontainsat leasttwo objects,an issuerof someproperty
anda subjectreceiving that property. Issueris the signerof the certificateand
the sourceof the empowerment. Subjectis the thing which is empoweredby
the certificate. As a generallevel, this ’ thing’ can be a name(like in identity
certificates),or someobject,or a hashof an object. Certificatescanfurther be
categorizedin threegroups- identity certificates(sometimescalled also name
certificates),authorization certificates, andattribute certificatesWe will discuss
eachoneof thesein moredetailin thefollowingsections.

1For example, Feghhi, Feghhi andWilliams [23] still definedigital certificatesto meanonly
bindingsof a nameanda public encryption key.

27
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4.1 NameCertifi cates

As mentionedbefore,thevery first functionof a certificatewasbind somename
to apublickey, i.e. to make themappingÏåä�Û5æiÙçà èeÙ$éªÕ . Thismappingshould be
doneby sometrustedparty, whichis calleda certification authority. In particular,
theX.509identity certificatesdoesthemappingof somedistinguishedname(DN)
to thecorrespondingpublickey Ï�ê�ëìà èeÙ$éªÕ .

4.1.1 Certification Authority

A certificationauthority(CA) is a trustedorganizationwhich acceptscertificate
applicationsfrom peopleor organizationsand authenticatesthoseapplications.
After that, theCA issuescertificatesto theapplierandkeepslist of valid certifi-
cates.The mostimportantphaseis the confirmationof the identity information
thecertificateapplierpresentsto theCA [23]. If thedatawereincorrect,theCA
mustnoticethe error (andthe possible imposterfalsifying identity information)
beforeissuingacertificate.Otherwisetheimpostercanessentially masqueradeto
someotherpersonandcarryout frauds.

TheconditionsandrequirementsandpoliciesunderwhichacertainCA operates,
canbe provided in a certificatepractice statement(CPS). CPSis a free-formed
documentdescribing,for example, theliability issuesandtheusageof certificates
theCA issues.It canbeanything from a few pagesto over a hundredpageslong
documentlike the VeriSignCPSí�î 2 is. Recently, VeriSign releaseda security
alert concerningtwo certificateswhich were issuedto a personwho fraudently
claimedto bea representativeof MicrosoftCorporation[77].

After the certificateis issued,the CA mustkeepa recordof the validity of the
issuedcertificates.By default,a certificatehasa validity periodafterwhich it be-
comesinvalid. But acertificatemightbecomeinvalid for someotherreasonsalso.
Theprivatepartof thecertifiedkey mightbecomecompromisedfor somereason.
A compromisedkey cannotbeusedanymoreandthereforethewholecertificate
mustbe revoked assoonaspossible. Therefore,the CA publishesregularly a
certificaterevocationlist (CRL) which lists therevokedcertificateswhich cannot
besafelytrustedor usedanymore. It dependson the CA how often it publishes
CRLs. A typical periodmight vary from hoursto weeks,dependinghow critical
thevalidity information of thecertificatesis considered.CRLscanbedistributed
over untrusted networks,sincethey aresignedby the CA. If somebodytampers
with theCRL, end-usercandetectit by verifying thesignatureof theCRL.

CRLs can be distributed to the end-usersin threedifferent methods[23]. We
will describeeachof thesemethodsshortly. An applicationcanpoll for CRLs
periodically. It is requiredthat theapplicationknows theupdatinginterval of the
CRL soit knowswhentopoll for anew CRL.Betweentheupdates,theapplication

2https://www.verisign.com/repository/CPS1.2/CPS1.2.pdf
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is operatingin asomewhatunsafemannerbecauseit is unawareaboutthepossible
certificaterevocationswhichcouldhavehappenedafterthelastpoll.

CA canpushCRLsevery time whena revocationof a singlecertificatehastaken
place.This ensuresthattheapplicationsarealwaysworking with a freshandup-
to-dateCRLs. The drawbackis that if an intrudermanagesto destroy the CRL
duringthenetwork-transmission,theapplications will not receive therevocation
information. Anotherproblemis network traffic whichcouldcongestthenetwork
if revocationswouldhappenfrequently.

Thethird wayis to doon-linestatuschecksfor theCA to obtainthevalidity infor-
mation.This methodhasmultiple advantages.First, it avoidstheunsureperiods
of operationbetweentheCRL polls. Secondly, thenetwork traffic is muchsmaller
becausethewholeCRLsarenot broadcastedto everyonewho might needthem.
Further, the CA doesnot needto keepa centralizeddatabaseof the CRL users
becausethe end-usersinitiatesthe queries.However, the on-linecheckrequires
that the CA is availableall the time which makes it vulnerableto DoS attacks.
Singlequeriesmustalsobe signedby CA which might causeheavy load to the
CA’sserver if queriescomefrequently.

4.2 Attr ibute Certificates

An Attribute Certificate(AC) makesa bindingbetweensomeattribute anda DN
Ï�Û1ÖïÖe×�ðòñ5Ø2ÖåÙóà ê�ëßÕ . An attribute could be someauthorizationor a membership
information aboutthe DN belongingto somegroup. Oneexample could be an
attributecertificatewhichstatesthatsomeDN is adoctor. Thus,shehastheright
to practicemedicine- to fill prescriptions,to performsurgery andso on. Thus,
thedifferenceto theidentitycertificatesis thatinsteadof somepublickey âOã , we
haveanattributeor a list of attributesboundto someDN.

Thereisonly few studiesavailablediscussing attributecertificates.Theconceptof
anattributecertificatesisdefinedin AmericanNationalStandardsInstitute(ANSI)
standardX9.57. The PKIX working group3 of The InternetEngineeringTask
Force(IETF) hasnoticedthe needto defineandsupportattribute certificatesin
X.509-basedPKI. Themainpointsof theirproposal[22] are:

1. The differ ent natureof PKCsand ACs. Publickey certificate(PKC)binds
aDN to akey asnotedbeforewhereasAC bindsasetof attributesto aDN.
PKC canbethoughtasapassportwhich identifiesthekeyholderandAC as
avisa. It’ susuallyneededto presentavalid passportto getavisa.

2. Differ ent life-cycles. DN-public key mappingcan last quite long, as in
the passportmetaphor, the lifetime canbe months or even years. This is

3Public-Key Infrastructure (x.509) (PKIX) working group’s home page can be found in
http://w ww2.ietf.o rg/html.cha rters/pkix- charter.ht ml . The goalsof the
working groups is to developInternet standards to utilize X.509-basedPKI
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theoppositeto authorizationinformationwhich might bevalid only a very
shortperiodof time,maybeonly for somehours.

3. Differ ent sources. Dif ferentauthoritiesissuePKCsandACs. Somegov-
ernmentalauthoritycanissueidentity certificatesaftera ratherlong period
of validating theinformation thepartyacquiringthePKC presented.Thus,
aPKC is ratherhardto obtain,sincetheinformationmustbecheckedto be
correctto prevent frauds. A completely differentauthorityor evenseveral
authoritiescanissuedifferentkindsof ACs dependingon theattributesor
authorizations they wantto giveaperson.

4. Identity is not essential. Therearea lot of situations wheretheidentityof
DN is not thecritical informationwhentheaccesscontroldecisionis made.
Theroleor groupinformation to which theDN belongsis moreimportant.

Ellison et al. presentsimilar resultsin theirwork onsimplepublickey infrastruc-
ture(SPKI) workinggroup[19]. Thepublic key is themostusualway to actand
berecognizedsafelyin computernetworks.Thereforetheverifierof somerequest
mustmaketwo distinctmappingin orderto verify therequest,i.e. first, to find out
andcheckthe Ï�Û1ÖïÖe×�ðòñ5Ø2ÖåÙ,à ê�ë�Õ -mappingandsecondly, the Ïåê�ëôà èeÙ$éªÕ to have
the full ÏSÛ2ÖïÖe×Sðõñ5Ø2ÖåÙ?à ê�ëöà èeÙfé5Õ mapping[19]. Becausethe two differentcer-
tificatesusuallycomefrom distinct issuers,bothmustbetrustedseparatelywhich
raisesthesecurityrequirementsof thewholeprocess.

ACLs canbeactuallyseenasa form of an AC. Traditionally, the functionof an
ACL is to list somekind of propertiesor authorizationsto differentnames.From
this point of view, attribute certificateshave quite thorough researchbeingdone
aswementionedin Section2.8.

4.3 Authorization Certifi cates

AuthorizationcertificatesaredesignedtomakethemappingÏïèeÙ$é�à Û5Ø2Öe÷1ø.×�ðúù$Û1ÖQð ø�ä&Õ
in a one,singlecertificate. The needfor simple authorizationcertificatesarose
from the difficulty to give uniquenamesto differentprincipalsin a distributed
computersystem[19,54]. The SPKI working grouphascomeup with a solu-
tion thata single,distinguishedX.500-likenamespaceis not very likely to occur
ever. Wewill discussthegroundsof thisargumentin moredetailin thefollowing
section.

4.3.1 Global vs. Local NameSpaces

The SPKI working groupproposesthe applicationof local namespaceswhich
wasoriginally proposedin ButlerandLampsonin theA SimpleDistributedSecu-
rity Infrastructure(SDSI) [65] researchproject. In a smallenvironment,thesim-
ple mappingof namesto public encryptionkeys makessense.To usenamesas
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identifiersis anaturalwayfor humanswhicheverybodyhaslearnedin childhood.
In the past,peopleusedto live in small communities wherealmosteverybody
knew eachother. In sucha community to know a personwasequalto know the
specialcharacteristicsof thatperson.Furthermore,it wasalsoequalto know the
nameof thepersonandto know his identity [16]. This doesn’t applyany more.
Telephones,faxesandmorerecently, Internethasmadethe globesmallerin the
sensethatwecanhaveconversationwith otherpeoplewhoareonly characterized
by somevoicein a telephoneor someemailaddressin ouremailprogram.There
is no suchthing asa globaldistinguishedname.The SPKI working grouphave
listed several reasonswhich stronglyargueagainsta successfulcreationof any
globalnamespacein thefuture:

û Computersdo never make any decisionsbasedonly on a name. Thereis
alsosomeadditionaldataonwhich thedecisionis based.

û Thenameswe useto identify peopleareuniqueonly on our own domain,
but notglobally.

û A global databasewhich would containenoughinformation for making
somesecuritydecisionswouldbesuchabig securityviolation thatit would
berejectedaspolitically impossible.

û We do not necessarilyknow thewholenameof thepersonswe aredealing
with.

û Whensearchingmanuallysomedatabase,we might pay attentiononly to
the nameof a personand ignore the other part of the DN and therefore
makea mistake.

Yetanotherargumentfor justifyingtheglobalDNsis to haveaninescapable iden-
tifier which would restraina personfrom doingany evil undersomename[19].
After a misuse- a crime or such- the personcould changeher nameandstart
over again.Sincethereareseveralcompaniesdoingidentity certificatebusiness,
thereis noway to holda personto changetheCA in thefly to someanotherwith
anotherDN’s namespace.Sotheinescapableidentifiercreatedby a CA is not so
inescapableafterall.

TheSDSI2.0methodof describinglocalnamesis to useareservedword ’name’
andthenameof theprincipal,for example,

Alice: (name Bob)

representsa simplename’Bob’ in Alice’s namespace.Further, if Bob definesa
nameof his own, like,

Bob: (name Carol)
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thenAlice canreferto thissameentityby stating

Alice: (name Bob Carol)

Thus,thelocalnamespacescanbeusednotonly locally, but alsoglobally [19].

4.3.2 SPKI Certificates

An SPKIcertificateis aresultof work doneby theSPKIworkinggroup.An SPKI
certificateis designedto authorizesomeaction,grantoneor morepermissionsor
capabilitiesto a keyholder. The identifying thing hereis the public encryption
key, which canbeassumedto beunique. Insteadof thepublic key itself, a hash
of a key canbeusedinstead.We will discusshashesandhashfunctionsin more
detailin Section4.4.3.

Definition 4.3.1 AnSPKIcertificate[18,19] isafive-tupleÏýü�ÒÃþçÒÃÿIÒ��¸Ò���Õ , where

û Issuer ü is theprincipal issuingthecertificateandgrantingthepermissions
or rights it communicates

û Subject þ is theprincipal or nameacquiring thepermissionor rights

û Delegation ÿ � x Öe×MØ1Ù{ÒÃÚ�Û.Ü ÝÞÙ�á is a flag notingwhetherthe subjectþ has
the right to delegateall or part of the permissions it acquiresthrough the
certificate

û Authorization � is a fieldspecifyingthepermissionbeingcommunicated

û Validity � is the specificationof the datesor on-line conditions under
which thecertificateis assumedto bevalid.

SPKI certificatesadopta totally differentview point comparedto X.509 certifi-
cates.SPKI certificatespecificationsdoesnotgiveany definitionshow to express
theauthorizationrules.Therepresentationformatis left to theauthorof theappli-
cationsoftware,soshecantailor it to bestsuit to theapplication-specific needs.
Similarly, thedistributionof theSPKI certificatesis left asanopenquestion.The
working grouphave madeanassumption that thecertificatedistribution is made
directly from the issuerü to theverifier sono specialdistribution infrastructure
is needed.If somebody wishesto usesomedirectoryserviceslike LDAP [80],
DNS [15,31], or PGPkeyserver, the specificationand implementation is again
up to the application author. Further, the SPKI certificateis expectedto carry
only the minimum information necessaryto get the authorizationdecisiondone
so that the risks to any securityor privacy violation would be minimal. Also,
SPKIcertificatesmustsupportanonymouscertifying. Anonymity of SPKIcertifi-
catesis consideredvery importantproperty, sincetherearemany differentkinds
of applicationsto certificateswhereanonymity is highly desirableor evenneces-
sary. Someapplicationsrequiringanonymity aresecretballoting, elections,and
auctions.
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4.3.3 TeSSA

TeSSA(Telecommunications SoftwareSecurityArchitecture)is an architectural
model[54] whichputstheSPKI certificatesinto useasconveying mediumof the
authorizationanddelegation information. Figure4.1 depictsthe different con-
ceptualbuilding blocksof the TeSSAarchitecture[54]. The original definition
of theSPKI certificatesin therequestfor comments(RFC) [19] doesnot specify
wherethecertificatesshould bestored.In TeSSA,thecertificatesarestoredin the
domainnamesystem(DNS) [31].

Host
OS

Host
OS

Trust and policy management

Communication infrastructure

Application
protocols

Authentication
protocol(s)

Certificate
repository

Session / connection level security

Figure4.1: TelecommunicationSoftwareSecurityArchitecture(TeSSA)concep-
tualbuilding blocks

All communicationsis basedon theTCP/IPprotocolsuitewhich is thefamily of
protocolson which the Internetis based.SinceIP which is theprotocolrespon-
siblefor only transmitting thedatagramsin orderover thenetwork [63] provides
no security, anotherprotocolfor ensuringsecureconnectionsis needed.TheSe-
curity Architecturefor theInternetProtocol(IPSEC)[42] is anIETF standardfor
securingIP packets. The usageof IPSECis optionalin currentIPv4 implemen-
tationbut it is a mandatorypartof forthcomingIPv6 [14]. Thehandshakingand
negotiation of encryptionkeys andsuchneededto establish securecommunica-
tionschannelis doneby theInternetSecurityAssociationandKey Management
Protocol(ISAKMP) [47]. Java Virtual Machine(JVM) is operatingasthe host
OS in the network nodes. JVM was chosenbecauseit offered object-oriented
environmentwith decentaccesscontrolcharacteristics.

In TeSSAarchitecture,anybodycanactasaCA andissuecertificatesof herown.
This hasbeenseenwise choicefor several reasons.Firstly, requestinga name
certificatefrom someCA usuallytakesquitelong time,at leasta few daysor so.
Secondly, namecertificatesarevalid usually for a long time, at leastweeksor
months. The long-livenesspropertyitself is not a problem. A typical example
of a namecertificateis an SSL certificatewhich is acquiredfrom someCA to
a WWW server. It is reasonablethat sucha namecertificateis valid for some
monthsor evenawholeyear. A WWW server is expectedto work a longtimeand
it is not sensibleto issuecertificateswith validity of a few daysonly. The SSL
certificateof somewebservermightbecomeinvalid by acorporatebankruptcy or
a corporateacquisition. Combinedwith the long acquisitiontime, the long life-
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time of a namecertificateis nota problem.Thirdly, themostusualsituationis to
authorizesomeaction,which is slightly cumbersomeusagefor namecertificates
in thefirst place. Instead,anarchitectureof SPKI-certificatesis proposedwhere
thecertificateshaverelatively ashortlife spanbut whichallowsmorefine-grained
managementof trust.

BecauseSPKI certificatesallow delegationof rightsandcapabilities,certificates
form chainswherecertificatesaresemanticallyboundtogether.

(Self, PA S, may delegate,
access to "Server",
time constraint)

(PA S,PA S,may delegate,
limited access to
"Server", forever)

(PA U,User,no delegation,
access to "Server",
time constraint)

Server User

Server’s policy
admin

User’s policy
admin

Self key

PAS key PAU key

User key

Proves possession of User key

Figure4.2: Basicauthorizationcertificateloop

Figure4.2 shows a possible authorizationcertificateloop with TeSSAarchitec-
ture. The Server hasdelegatedthe permission to accessthe serviceto its policy
administrator(PA). Thedelegationbit in thiscertificateis setonsothatthePA can
further delegatetheaccess.The accessauthorizationpropagatesto the end-user
who provesto theserver thatsheis theownerof theprivatepartof theuserkey,
whichclosesthecertificateloop.

Anothercertificateloop is neededfor theuserto besurethatsheis accessingthe
correctserver andnot animposter. Figure4.3shows theidentificationloop. The
CAs neednot to beofficial CAs like theoneswe discussedin thecaseof X.509
namecertificates.Theassuranceof theidentity of theserver canbeobtainedvia
moreunofficial path.

For example,Alice canaskBobto waterherhouseplantswhile sheis onvacation.
Alice hasa modernelectroniclock in herfront door, soshecanauthorizeBob to
accessherapartmentto watertheplantsby issuingBobacertificatewhichis valid
during her vacationandwhich gives Bob permission to openthe front door of
Alice’s home. BecauseAlice hassignedthe certificatewith her privatekey, the
electroniclock in her door canverify the signatureof thecertificateanddeduce
thattheincomeris in a legalbusinesssincehejustpresentedacertificatewhich is
signedby Alice.
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(CAS, Server, no delegation,
identify "Server", forever)

(CAU,CA S,may delegate,
identify services,
time constraint)

(Self,CA U,may delegate,
identify,time constraint)

Server User

Service certifier
CA trusted by

the user

Self key

CAS key CAU key

Proves possession of Server key

Server key

Figure4.3: Basicserviceidentificationloop

Theadvantagesoneachievesby usingTeSSAarchitectureis thatnophysicalkeys
have to be given to Bob. Further, thekey in sortof self-degrades,sincethecer-
tificate is valid only a limited time interval. Thus,thereis no needfor Alice to
collecta key backafterhervacationsincethecertificatewhich is actingasa key
will beinvalid afterthepredefinedtimeperiod.

4.4 Cryptology usedin certificates

Sincethecertificatesaretransferredoveranuntrustednetwork, they mustbepro-
tectedfrom tamperingandalteration.The mostusualsituation is that the issuer
of thecertificatesignsit to ensuretheintegrity of thecertificate.If thecertificate
is alteredduringthetransmission, thereceiveror theverifiernoticesthealteration
whenshechecksthesignature.

We will discussthe cryptographicprimitives which are neededto provide the
neededsecurityfeaturesfor transmitting certificatessafelyoveranuntrustednet-
work.

4.4.1 Symmetric and asymmetric cryptosystems

A cryptosystem in generalis a tuple ���ÀÒ���Ò�	�ÒÃÿIÒ�
� where � is a setof all
possible plain texts, � is a set of all possible cipher texts, 	 is an encryption
transformation, ÿ is a decryptiontransformationand 
 is thesetof all possible
keys.

Cryptosystemsarein anessentialrolewhenbuilding securecommunicationssys-
tems.Symmetriccryptosystemsaremucholderandhencemuchmorethoroughly
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studied.Yet they haveaninconvenientproperty, namelytheneedto shareasecret
key or password, beforethe cryptosystem canbe established.Figure4.4 shows
theprincipleof a symmetric cryptosystem. Thenamesymmetric comesfrom the
fact that thesamesecretkey is usedboth to encryptthemessageandto decrypt
theciphertext to revealtheoriginalmessage.

Message m Message m

Encrypted message

y = e( k,m)

through an
untrusted networkKey k Key k

Encryption Decryption
y y

Figure4.4: Symmetriccryptosystem

Sincethe key mustbe sharedandyet secret,theremustbe somesecureway to
sharethekey beforehand.In theold timeswhenthecryptosystemswererelatively
simple andthepassphrasesor passwordsmuchshorterthantoday, thesufficient
condition wasthat thepartiescouldmeetin public andsharethepassword. As a
very simple example, considera cryptosystem wherewe take somesingle word
asa password andthenlist the remaininglettersin order. Theonly requirement
for thepassword is thatevery singleletterappearsat mostonetime in theword.
For example, theword ’haupt werk’ wouldbesuchaword4.

plaintext: abcdef ghijklmno pqrstuvwx yz
ciphertext: hauptw erkbcdfgi jlmnoqsvx yz

Figure4.5: A simplesubstitutioncipher

Figure 4.5 shows the encryptiontransformationfor sucha substitution cipher.
The systemworks asfollows. In order to encrypta word, say’cat’, we start to
replacelettersby takingtheplaintext letterandcheckingfrom thetablewhich is
thecorrespondingciphertext equvalent. For letter ’c’ thecipherletter is ’u’, and
continuingthiswayweobtaintheciphertext ’uho’. Thedecryptiontransformation
canbeobtainedby inverting theencryptiontransformation.

4Whenchoosinga password for a substitutioncipherlike this one,the greatadvantageis to
chooseanuncommonandperhaps a foreignword which is harder for an intruder to guess.The
readermustalsonotethat thecryptosystempresented above might have providedsomesecurity
somehundredyearsagobut canbetrivially crackedby computerstoday. Also, statisticalanalysis
of thecipherhelpsto crackit quiteeffectively [72].
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Figure4.6 shows theprincipleof anasymmetricor public key cryptosystem. As
we describedin theSection3.1.2whenwe discussedPGP, anasymmetriccryp-
tosystemconsistsof two keys,apublicandasecretonewhich is oftenconsidered
apair5.

Message m Message m

Encrypted message
y = e(k s,m)

over an untrusted
network

Secret key k-

Encryption Decryption
yy

Public key k+

Figure4.6: Asymmetriccryptosystem

In a public key cryptosystemeverybodyhasa public key whichcanbepublished
in anewspaperor in apublicdirectoryor such.If Alice wantstosendanencrypted
messageto Bobusingapublickey cryptosystemto encrypthermessage,shemust
first obtainBob’s public key. For now we assumethat both Alice andBob will
somehow obtainthecorrectpublickeysof eachothervia somesecurechannel.

The systemworks as follows: Alice writes a message� andencryptsit using
Bob’s public key â ã����� to have an encryptedmessage��� �.ÏSâ ã����� Ò��RÕ where �
is the encryptedmessage,and ��� �.ÏMâXÒ��RÕ is a encryptiontransformationof
two variables,namelythe public key â anda message� . Now Alice cansend
the encryptedmessage� to Bob, who in his turn deciphersthe messagewith
his secretkey usingthedecryptiontransformationto obtaintheoriginal message�����XÏMâ������� Ò���Õ . Only Bob canopenthemessagebecauseonly hepossessesthe
secretkey â ������ .
In general,the message� which is encryptedwith somepublic key âOã canbe
decryptedonly with thecorrespondingsecretkey â � . Secretkey cannotbecalcu-
latedor deducedfrom thepublickey andviceversa.

In practice,symmetric andasymmetric cryptosystemsareusuallycombinedto a
hybrid cryptosystem. This meansthat the message� is first encryptedwith a
symmetric cryptosystemusingsomesharedsecretkey â�� . Thesymmetric key is
thenencryptedusingan public key cryptosystem andattachedto the encrypted
datain somepredefinedformat.Figure4.7shows theprinciple.

5Oneof thedesignrequirementsof a public key cryptosystemis, thatfor a unique public key�! 
theremustexist only oneuniquesecretkey

�#"
to ensure thataneavesdroppercannot generate

random keys andfind another secretkey
�%$ "

which would alsodecrypt messagesencryptedwith�! 
.



4.4. CRYPTOLOGY USEDIN CERTIFICATES 38

Message m Session key kS

Message
encryption

Session key
encryption

Session key kS Public key k+

ym = es(k s,m) y k = ek( k
+,ks)

y = ek(k
+,ks) || es(k s,m)

Figure4.7: A Hybrid cryptosystem

Thebiggestmotivationfor thehybrid cryptosystemis efficiency. Symmetricen-
cryptionis bestfor encryptingdatabecauseit is ordersof magnitudesfasterthan
public key encryption[70]. Further, symmetricencryptioncannotbeattackedby
chosenciphertext attacklike public key systems. However, the symmetrickey
mustalsobetransferredsecurelysomehow. Thisproblemcanbesolvedby public
key cryptosystemasdescribedabove.

4.4.2 Digital signatures

For a longtime,handwrittensignaturesareusedto proveauthenticityandauthor-
ship of a document.A signature is alsoan expression of commitment to some
agreement.In AppliedCryptography, BruceSchneierhaslisted several charac-
teristicsof ahandwrittensignatures[70]: Thesignatureis authentic, unforgeable,
not reusable, thesigneddocumentis unalterableandthesignaturecannotbere-
pudiated. Noneof theseis absolutely truebut we cancopewith theuncertainty
becauseforgingsignaturesis difficult andtherisk to getcaughtis quitehigh.

In digital world, thesituationis quitedifferent.Bits canbecopiedandduplicated
easilywhich makes duplication of the signaturetrivial. Secondly, handwritten
documentswhich are signedcannotbe alteredafterwardswithout high risk of
detectionof modification. This doesnot apply to digital world either. A mere
signaturecan be easily cut and pastedfrom one documentto anotherwithout
detection.Thereforethe digital signaturemustbe tightly attachedto the signed
datathanthetraditional handwrittenone.
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Publickey cryptographycanbeappliedto make digital signatures.Theprinciple
is asfollows(Figure4.8): Insteadof usingthepublickey to encryption,theprivate
partis used.Sincepublic key cryptographyis computationally quiteexpensive,a
hashof thedocumentis signedinsteadof thewholedocument.Thesignedhash
andthedocumentareconcatenatedandencryptedandthensentto thereceiver.

Signed and encrypted message
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e,(m || es(k
-
s,h(m))))
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h(m)
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encryption
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k
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h
(
m
)
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Encryption

Figure4.8: Generationof adigital signature

The orderof signingandencryptionis crucial. For example,thereis an attack
againstsystemwhereencryptionis donebeforesigning [70], if RSA is used.Let
us considera situation whereAlice want to senda message� to Bob. First,
Alice encryptsthemessagewith Bob’s public key â ã����� after which shehas �&��.ÏSâ ã����� Ò��RÕ('*),+.- ����� . Thenshesignsit with her private key andobtains /0��.ÏSâ��132547698 Ò:�$Õ('&)3+.- 1%2;4<6=8 . (Here - ����� and - 1%2;4<6=8 are the RSA moduli of Bob and
Alice, respectively). Now, Bobwhoknowsthefactorizationof - ����� cancalculate
discretelogarithmswith respectto his modulus.All hehasto do is to find Ð such
that �?>A@*�B� '*),+0- ����� . If henow publishes ÐOâ ã����� ashis new public key and
still has- ����� ashis RSA modulus, hecanclaim thatAlice actuallysendmessage�C> encryptedwith the new key, insteadof � . The attackis not limited to RSA
only, it workswith ElGamaltoo providedthatBob canchoosehis own modulus
freely [2]. Therefore,theorderis to first to make thesignatureandencryptafter
signing. After all, nobodysignsanythingby handshecannotread,either. At least
sheshould notdoso!

4.4.3 Hash functions

Cryptosystemsdiscussedabovedonotprovideprotectionof dataintegrity against
attackers. If the databeing transmitted is alteredby a maliciousoutsider, we
cannotdetectit. If thedatais encryptedandis alteredthenwe aremostlikely to
havesomesenselessgibberishwhendecryptingthedata.
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A hashfunction is a computationally efficient function which essentiallymaps
arbitrarily longbinarystringsto specifiedlengthstringcalleda hashvalue- some
timesalsocalleda message digest. Thesecondprincipalpropertyis theeaseof
computation. Givena preimage� it is efficient to computethehashvalue DlÏ9�RÕ
but it is computationally infeasibleto dotheinversemapping6, i.e. to get � whenDlÏ9�RÕ is known. For example,SHA-1 (SecureHashAlgorithm - revised)mapsa
bit stringto a160bit hash[48].

Theideaof hashfunctionsis thateventhemostsmallestchangein theinputstring
causesthehashvaluechangeradicallysothatany alterationof theinput stringis
detected.However, sincethedomainof a hashfunctionis arbitrarylargeandthe
codomainis limited,it impliesthatcollisions, i.e. thetwo distinct images� Ñ and�¸Ó would mapinto a samehashvalue D , mayoccur. This mustbekept in mind
whenhashfunctionsaredesigned.This propertyis calledcollision resistance,
someliteraturealsocallsit strongcollisionresistance. Basicallyit meansthatit is
computationally infeasibleto find any two distinctmessages� and � > suchthatDlÏ9�RÕE�(D�Ï=�C>+Õ .
4.4.4 Messageauthentication codes

Messageauthenticationcodes(MACs) arehashvalueswhich arecalculatedby
addingsomesharedsecretpartlikeasymmetric encryptionkey to theinputof the
hashfunction. Hashfunctionswhich take a key asa secondparameterarecalled
keyedhashfunctionsandthe outputa MAC-valueor MAC. Looking backto the
Figure4.8 the situation is similar, but in addition somesecretparameteris fed
to the one-way hashfunction D with the original message� . The requirements
of a keyed hashfunctionsaresimilar to the plain hashfunctionswith two addi-
tionalclaims.First,givenzeroor moreplaintext-MAC pairs Ï
Ð 4 ÒFDlÏMâOÒÃÐ 4 ÕÃÕ it must
becomputationally infeasibleto generateany new text-MAC pair Ï
ÐlÒFDlÏMâXÒÃÐOÕÃÕ for
any Ð�G�®Ð 4 [48]. At afirst glance,thisdoesnotmeanthesecrecy of theMAC algo-
rithm but insteadthesecretkey mustbeknown in orderto beableto generatenew
MACs.Secondly, undersimilar assumptionsasabove it mustbecomputationally
infeasibleto recover â by usingtext-MAC pairs.

Thedifferenceof MACsanddigital signaturesarethat theoriginal messagecan
usuallyberecoveredfromadigital signatureaswepresentedthemin Section4.4.2
whereasgivenonly a MAC theoriginal messagecannot.If comparedto hashes,
theaddedvalueof MACsarethatonly thepartyknowing thesecretkey cancal-
culatetheMAC. This is usefulfeaturein virus protectionfor example.Alice can
calculateMACs for her importantfiles. If sheusedonly hashes,thevirus could
infect thefilesandafterplantingitself into files it couldcalculatenew hashvalues
andAlice wouldnoticenothingif shedid not keepcopiesof hashvaluesin some

6Thereexists no function that is proven to be one-way without any assumptions [48]. All
applicationsarethereforemorelike“candidates”toone-wayfunctions.Therefore,mathematicians
consider it possible,thought veryunlikely, thattruly one-wayfunctionsdoesnotexist.
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secureplace.By usingMACs,virus will bedetectedsinceit cannotalterMACs
becauseit doesnotknow thesecretkey.

4.4.5 Tamper-resistant tokens

The conceptof authorizationcertificatesimplies needto storeprivate keys on
somereliableandsecurewaysothattheusercanfeel relatively safethatthekeys
cannotget in the handsof misusers.A smartcard is onesolutionfor a storage
device. Smartcardshavememoryandprocessorof theirown whichareprotected
from tamperingfrom outside.

However, the computing andstoragecapabilitiesof a smartcard are ratherre-
strictedsincethesmallsizedictatedby thephysical sizeof suchacard.Theideal
situationwouldbethatthecarditself wouldgeneratethekeypairsandwouldonly
give thepublic partoutsideto be listed in somedirectoryservice.Traditionally,
RSA hasbeenthe de-factoalgorithmfor both public key encryptionanddigital
signatures.Theproblemis that theRSA key generationis computationally quite
anexpensiveoperation.Thetwo largesecretrandomnumbersH and I thatRSAis
basedneednotonly berandombut alsoprimes[48] at leastwith very high prob-
ability. It is the testing for primarity which is expensive. Therefore,public key
cryptosystemsbasedonelliptic curvesaremoreattractivesolutionto beusedwith
smartcardssinceelliptic curvecryptosystems(ECC)needonly a randomnumber
whichneednot to beprime.

Tommi Elo studiedan application of elliptic curve digital signaturealgorithm
(ECDSA)on a smartcardenvironment[20], namelyon a JavaCard7, in his mas-
ter’s thesis. His conclusions werethat performanceof currentlyavailablesmart
cardscannotmeetthefeasiblerequirementsfor speedif implementationsaredone
in software. Although the implementation is possible, the responsetime of the
JavaCardwouldbefar toobig for theneedsof any commercialproduct.Eventhe
actualavailability of thecardswhichsomemanufacturersadvertisedandtold they
hadreleasedwashighly questionable.

7JavaCardis a registeredtrademarkof SunMicrosystems,Inc.



Chapter 5

Distrib uted AccessControl
ManagementSystem

5.1 Previous work

Theoryof accesscontrolhasbeenstudiedfor a longtime. Sandhuetal havedone
extensive researchon AC andAC modelsbasedon roles[68], andlattices[67].
However, thesestudieshave beenbasedon the assumption that first the subject
is authenticated,i.e. the identity of the subjectis verified. Secondly, the rights
of the userareinspected,in this casewhat kind of accessthe subjectcanbe al-
lowed. Sandhustatesthat authenticationis onebuilding blocksof information
security[66]. Mostly Sandhu’s andhis researchfellows’ work have beenbased
on identity-basedAC but they havenotedthattherolebasedAC is alsoimportant
andin many casesmoreinteresting thanidentity based.

BlazeandFeigenbaumhave taken a differentapproachto the problem. As we
have describedearlier, they have studied theproblemfrom a moregeneralpoint
of view, i.e the trust-managementapproach [9–11]. They have foundout thatto-
day, identitycarriesinsufficientinformationin orderto beabasisfor authorization
decisionin adistributedsystem.A bettersolution wouldbeto basetheauthoriza-
tion decisionsoncredentialswhichapublickey presentsandwhicharecompared
againsta localsecuritypolicy [8,24,25].

Ellison andtheSPKI working grouphave workedon thesameproblemasBlaze
and Feigenbaum.SPKI is a steptowardsan architectureof authorization, not
identification.SPKI formspartof thefoundationonwhichTeSSAarchitectureis
built. Nikanderhasdiscoveredthesameinsufficiency of the identity asthebasis
of authorizationasBlazeandFeigenbaumhave done. TeSSA-architecture[54]
hasbeendevelopedfrom theperspectiveof authorizingactions.

In TeSSAResearch project,Heikkilä andLaukkahave implementedadistributed
bankingsystemusingTeSSAarchitecture[32]. WeareapplyingtheTeSSAarchi-
tectureto implementa physical accesscontrolsystembasedon SPKI authoriza-
tion certificates.

42
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5.2 On the BasicProblems of Access Control

Basically, thefunctionof physicalaccesscontrol is very simple:To allow autho-
rizedpersonnelto enterthebuilding andforbid unauthorizedentry. Of course,the
realproblemis muchmorefine-grainedandcannotbesimplified this drastically.
Themeredefinitionof ’authorized’accessis notunambiguous.Let usassumethat
thebuilding is anoffice andthepeoplewho work theredo some’general’office
work. Which oneof thepersonsin thefollowing two caseshasgreaterauthority
to enterthe building, the ordinaryguy who works there,or an errandboy who
deliverssomecomputerhardwarethatwasrecentlyorderedfrom a localstore?In
bothcasesthepersonhasanequaljustifiedneedto accessthebuilding.

In thefollowing, we list sevencommonproblemareasof physicalaccesscontrol
systems.

Key distrib ution. Ordinaryworkersarequite an easycase.The accesscontrol
managergivestheappropriatekeys to thepersonswhenthey startworking in the
company. But,how to distributekeysto theauthorizeduserswhomightneedthem
only temporarily, likeourcourierboy in theabovescenario,is abiggerproblem.

Returning the keys. Usually theold keys area largerproblemthandistributing
thekeys. If old workersdonot rememberto returnthekeyswhenthey leave,they
have a possibility to comebackwith malicious purposes.Locks canbe recon-
figuredso thatold keys will not bevalid but thatwould beenormoustaskevery
time.

Keyduplication. How to ensurethatunauthorizedpartiescannotduplicatevalid
keys. Most advancedphysicalkeys have usuallypatentswhich protectboth the
keys andthelock industry sothatonly theoriginal manufacturercanmake more
duplicatesfor thecustomers.

Key borr owing. How to preventtheauthorizedusersfrom borrowing their keys
to unauthorizedpersons?

User information management. How to administer the userinformation, i.e.
personalinformationandaccessrightseffectively.

Recognizinginformation. If we are usingphysical keys the situation is quite
simple. Eitherthekey opensthelock or doesnot. In digital world, theproblemis
muchmorecomplicatedbecausephysicalkeyscannotstraightforwardlybeturned
ondigital form.

Differ ent roles. Very often peopleareactingon somerole whenthey do their
everydayduties.A computeradministratorhaveaccessto acomputerroomof the
computercenterwhich is otherwisestrictly guarded.

Theabove list depictssomeof thecommon problemswhich areusuallynoticed
but in practicevery oftenmisused.For example, key borrowing is very common
practicedespitethefactthata corporatesecuritypolicy mostprobablydeniesit.

Basedon the observations above, we describemore detailedrequirementsand
criteriafor abettersolution in Section5.6.
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5.2.1 Why Do DistinguishedNamesFail?

In centralizedsystems,whereaccesscontrol have generallybeenimplemented
with usernamesandpasswords,authorizationis usuallydividedinto two distinct
subproblems. First is the identity, i.e. “who madethe request?”.After the first
questionis answered,thesecondoneasks“is sheauthorizedto take theaction?”

Figure5.1depictsthegeneralproblem.If adistinguishednameof apersonis used
asthebasisof the identification,we areusingthebinding(a) i.e. J§Ù&×ÅÝÞø�ä?à ê�ë
to link somerealpersonto a subjectin cyberspace.Now thefirst question“who
madetherequest?”is answered.Now weneedto know theanswerto thequestion
“is the requesterauthorizedto take the action?”. This canbe checked from an
accesscontrol list (ACL). For example,a UNIX filesystemkeepsinformationof
thepermissionsof everyfile in thesystemwhichconsistsof threeflags,theowner,
thegroup,andtheotherwhich controlstheaccessto thefile. This is thebinding
2, ê�ëôà Û5Ø2Öe÷1ø.×�ð Ö�é in theFigure5.1.

Name

Key

Authority

1. Name or
identity

certificate
e.g. X.509

2. ACL or
 attribute
certificate

3. Authorisation
certificate
e.g. SPKI

Person

?

a.

b.

Figure5.1: Theauthorizationproblem

In Finland,theestimatednumberof usersof Internetby NuaLtd. is about2.27
mill ion people[57], which is roughlythenumberof workingagedpeoplein Fin-
land. If we look thestatistical figuresof names,themostcommonfamilynameis
Virtanen.In March2000,thereare24,998peoplehaving thesurnameVirtanenin
Finlandaccordingto thePopulationRegisterCenter[78]. Themostcommonmale
first namein Finlandis Matti [3]. Combining these,wecanmake theassumption
thatquiteprobablythereexistsat leasttwo distinctpersonswith thename’Matti
Virtanen’.Therefore,amerenamecannotbeusedeitherasapieceof identifying
or authorizinginformationin eithera nationwidenetwork or a globalnetwork as
theInternet.

Even more complicatedis the usageof name-certificateswhich bind a distin-
guishednameto a public key (binding 1). As the public key is the reasonable
representerof a personin the networked world, we also needsomeauthoriza-
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tion given to thepublic key to make someactions.This final binding is doneby
èeÙféÀà Û5Ø2Öe÷1ø5×Sð Ö�é mappingin Figure5.1. We hadto do threestepsin orderto get
answerto thebasicquestion “Is thepersonauthorizedto take theaction?”

TheFigure5.1suggeststhattheeasiestway to gettheansweris to take only two
necessarystepsfrom a personto theauthority. First is to bind a nameto a public
key andthenbind the public key to someauthority. Nameis not neededat all.
This is alsotheway how thesystemworksin the“real world”. As we showedin
Section5.3.1,traditionally a physical key is given to a personwho usesthekey
to accessa locked facility. No identificationis donein the actualaccesscontrol
situationwhenthepersonopensthedoor.

5.3 AccessControl Ar chitectur e

5.3.1 A Centralized Solution

Theprincipalguidelinesof anaccesscontrolmanagementsystemaredepictedin
Figure5.2 In phaseonethe personacquiringthe accessto somefacilities goes
to meetthe accesscontrol manager(ACM) to have a key1 to the facility. ACM
checksthe identity of theuserandgivesanappropriatekey to theuser. Usually
theusermustsignfor thekey sothat theACM cankeeptrackof thekeys which
aregiven to the people. This information is storedto a secureddatabase.The
importantthing to noticehereis that the identity of the useris checked here. If
everything is in orderthenthekey is given. If it turnsout to besothattheuseris
someimposter thenthefraudis detectedhere(or at leastit shouldbe!).

Now theuserhasakey soshecanenterthefacility. Dependingtheimplementation
of theaccesscontrolsystem,therearetwo generalalternatives.

First is the caseof a plain, conventional lock and a physical key. A physical
key is mostusuallyvery difficult to forge or even manufacture. Moreover, the
mostadvancedkeys arepatentedso that nobodyelsethanthe patentowner can
manufacturethosekeys. If thelegaluserwantsaduplicatekey, it mustbeordered
from themanufacturerof the lock who will make duplicatesonly to theoriginal
purchaserof thespecifiedlock. Theconditionswhichtheuserof thekey commits
herself,amongothers,whenshereceivesthe key is not to give to key any other
person.TheseproceduresandconventionsensuresthattheACM canbequitesure
thatonly authorizedpersonnelcanenterthefacility beingprotected.Thereis, in
mostcases,no receptionor guardin thedoorswho would checkthekey owner’s
identities.Only facilitieswhichrequireveryhighsecuritymighttakethisactionto
ensurehighsecurity. A nationalcentralbankwouldbeanexamplewhichrequires
suchahighsecuritylevel.

The secondalternative is the electronickey, a magnetickey for example. The
mostusualimplementationsaresuchthatevery key hassomeuniqueidentifying

1Herewe the term’key’ to meana very general key, it might bea traditionalphysicalkey as
well asa magnetic key or asmartcardbasedone.
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Figure5.2: A traditionalaccesscontrolmanagementsystem

numberwhich individualizesthatparticularkey. Thedoordoesnot know which
keys arevalid onesso the door mustmake an inquiry to somecentraldatabase
askingwhetheror not to grantaccess.This is the step5 depictedin Figure5.2.
If the key which was presentedis valid then the databasesystemtells door to
grantaccessi.e. to open(steps6 and7). Thetrustrelationshipsaresimilar to the
previoussituationwith thephysicalkey.

However, therearea few drawbackshere. Firstly, the systemrequiresa central
databaseto storethe valid key-IDs (if electronickeys areused). If the connec-
tion to thedatabaseis brokenor thedatabaseit self is down, thewholesystemis
inoperative. The otheralternative is that eachlock would knew which arevalid
keys andwhich arenot. This is not a realisticassumption sinceit would require
to somehow updatethe informationof all the locks every time a new key is in-
troducedor anold oneis revoked. If theenvironmentin which theaccesscontrol
systemis usedgrows large enoughthe taskof updatingeachlock becomestoo
big. In caseof physical keys, they mustbe hardto forge, andthe keys mustbe
collectedbackwhenpersondoesnotneedthemanymore.

5.4 A Distrib utedAccessControl Management Sys-
tem

Figure5.3showsthegeneralarchitectureof ourcertificate-based,distributedsolu-
tion for anaccesscontrolmanagementsystem(ACMS).Conceptuallythesetting
is asfollows: to be a truly distributedsystem,eachdoor is the beginning of the
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authorization.A doorcanissueacertificatein whichthedoorgivespermissionto
grantaccessrights to that particulardoor. Every door automatically issuessuch
a certificateto theaccesscontrolmanager(ACM) of thesystem. This certificate
basicallygivesthe ACM total authorityover the door. Also, the permission to
furtherdelegatetheaccesscontrolis granted.

User

Access
Control
Manager

Database

Door

1.

2.

3.

4.

5.

Lattice of
Security
Labels

Figure5.3: Distributedaccesscontrolsystem

TheAC managementis distributedalso.An organizationusuallyhassomeperson
whois responsiblefor thegeneralsecurityof theorganization.However, sincethe
organizationmight bequitebig, it is notwiseto definethemanagementof thesys-
temto beconstrainedto onephysical person.Wewill thereforeassumethatthere
is oneorganizationlevel securityofficer who is responsiblefor theorganization-
wide security. However, shecannotreally do all the job by herself. Therefore
shehasdivided theaccesscontrolmanagementto smallerpartsaccordingto the
organizationstructure.Everyorganizationalunit hasa accesscontrolmanagerof
their own, who controlsthesmallerorganizationalunit. Her job might befurther
split to smallerparts.Thesesplit upscancontinueasmany timesasneeded.The
accesscontrol managementpart of our systemsystemis actually a tree which
hasthechief securityofficer asa root nodeandleaf nodesaresecuritymanagers
of differentsmallestunitsof theorganization. TheFigure5.4 shows thegeneral
modelof sucha tree.

The organization managerwho haspermission to give accessto any building or
facility in the organizationissuescertificatesto every departmentlevel security
managerwhichgrantspermission to giveaccesswithin theparticulardepartment.
Dependingthe organizationsize,the treecanhave asmany levels asnecessary.
For example,in the leaf nodesarethemanagersof thesmallestunitswhich can
beofficesor laboratories.Theseoffice level managerscandefinethe local secu-
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Figure5.4: Accesscontrolmanagementtree

rity policy of theparticularoffice which definestherulesandaccesspermissions
in thatoffice. Differentofficescanhave differentneedsfor a securitypolicy and
thereforeit is themanagerof thatparticularoffice whoknows thelocalneedsthe
best. Usually thereareorganization-wide generalguidelinesof securitypolicies
but themorefine-grainedpolicy is createdin everyoffice accordingto theguide-
linesof thegeneralpolicy. Arrangedasdescribedabove, theaccesspermissions
which aredelegatedonwardson eachstepform a sequenceKMLON�K�PQNSRTRTRUN�KWV
where KML is the organization-wide accesspermission on the root of the tree in
Figure5.4andKWV theoffice level permissiononsomeleaf of thetree.

Themanagerof eachofficewritesacertificateto thepeopleof thatofficewith ap-
propriateaccessrights. In theoffice level, thesecuritypolicy andtheaccessrights
canbemodeledwith a latticeof securitylabelsaswedescribedin Section2.10.6.
Amoroso[1] andGollmann[27] give someexamplesof securitylabelswith cat-
egoriesgroupedby ratherbroadlevel, like departmentsin anorganization.How-
ever, becauselatticesare ratherdifficult to visualize by Hassediagramsif the
latticebecomescomplex andlarge[1]. Thereforeit is betterto introducesecurity
labelsonly asthefinal solution in aoffice level, notany higher. However, nothing
preventsusingsecuritylabelsalsoby thenon-leafnodesof theAC management
tree. This might beusefulin a following scenario.Let usassumethatmorethan
oneofficesor organizationunits arelocatedon a samebuilding which quite of-
ten is the case. It is moreconvenientthat the AC managerresponsible for the
building-widesecurityissuesthe certificateswhich grantaccessto the building
insteadof theoffice level AC managers.

The accesscontrol managerin the leaf nodeissuesa certificateto the end-user
whoactuallyusesthecertificateandpassesthroughthedoors.TheleafACM has
definedappropriatelocal securitypolicy andclassificationsto eachdoor under
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her administration. Following the policy, shecan now issuea certificatewith
anappropriateclearanceto theend-users.Theend-usercertificateexpressesthe
clearancelevel explicitly - for example,a computer systemadministratorcould
haveclearance XZY\[^]Z_:Ya`cbd_Z[^e#f^ghb^i3jlknm!_Z[oYMprqheWjs`Atnf�]Z_uqhvxwzy
Now theusercanaccessthefacility with thecertificatewhichshehas.Depending
of the solution of the accesscontrol system,the certificatecould be storedin a
smartcardor a trustedPDA. Maybeevenon a cellularphonewhichcancommu-
nicatewith thedoorvia anIR link.

5.5 On Certifi cate-Chainsof the AccessControl Ar -
chitecture

To furthersimplify andmake theconceptclearer, wewill describethecertificates
andcertificatechainsin moredetailnow.

First, the door hasissueda certificateto the ACM on top of the accesscontrol
managementhierarchyof theorganizationin question.This certificategrantsthe
ACM permissionto totally controlandgrantaccesspermissionsof thedoor. This
is representedascertificateCert.1Xa{|f�}�~l���!f�_:Yamh[�f�� �<�������z���^���^�^�����u� �\y

(Cert.1)

Sincethis permission is valid forever, thereis no validity field � in the certifi-
cate[53]. BecausetheSPKIcertificatespecificationdoesnotgiveany description
of how theauthorizationinformationshouldbepresented[19], wecanchoosethe
representationform freely. Herewe want to emphasizethe conceptitself so we
decidedto encodetheauthorizationinformationin thefield � in ahumanreadable
form.

Dependingon the structureof the organization,the structureof the ACM tree
describedin the previous sectionmay vary a lot. However, in generallythere
is somepath � �!f ��L f RTRTR f �M� on the treefrom the root node � � to someleaf node��� . The authorizationfrom the headACM to the leaf ACM is representedby
certificatesCert.2,.. . ,Cert.4X=}�~l���!f�}�~l� L f�_:Y�mh[�f��������������^�����^�����:���������,� � � y (Cert.2)X=}�~l� L f�}�~�� P f�_:Y�mh[zf��������W�����^���^���^�����������^ %¡�¢ � � y (Cert.3)

...X=}�~l� �¤£�L f�}�~l� � f�_:Y�mh[�f��������W�����^���^���^����������¥*���!¦ � � y (Cert.4)

Theabovechainshowshow authorityinformationflows from upperto lower lev-
els.First, from thechief ACM

}�~l�§�
on theroot to the

}�~l� L of somedivision
of theorganization,andaftersomestepsto theofficelevelonthehierarchy. Onev-
erysteptheauthorizationbecomesabit narrower thanpreviouslevel asintended.
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Here the
}�~l� � is responsible for describinga securitypolicy on office level.

Dependingof thelatticestructureshehasdefined,sheissuesa certificateCert.5X9}�~�� � f�¨Uf�©9qnª ]u[�f!XZY«[�]u_:Y9`cbd_Z[^e�f^ghb^i3jlknm!_Z[oY¬p�qheWjs`At�f���¡��z®wzyuy
(Cert.5)

Here the authorization field � , namely
XZY\[^]Z_:Ya`cbd_Z[^e�f^ghb^i%jsknm!_Z[zY�p�qheWjs`At�f���¡��z®wzy

is the clearanceof the user
¨
. The user

¨
is not allowed to further delegate the

accesspermissions. Actually, this dependson the local securitypolicy. It might
be allowed for end-userto further delegatethe accesspermission. Furtherdele-
gationmight be restrictedto only a onestep. Sincedelegation field of theSPKI
certificateis binaryin nature,thismustbespecifiedin theauthorizationfield with
theclearance.

Whentheuser
¨

accessthedoorshepresentsthecertificateCert.5to thedoor
{

.
Sincetheaccessof the particulardoorhappensquite frequently, it is reasonable
thatthedoor

{
storesthecertificateCert.1locally soit canbeaccessedfast.Once

thecertificatechainof distributedACM is completefrom thefirst certificateCert.2
to theleaf certificateCert.4,it canbereducedto asinglecertificateCert.6X9}�~l���!f�}�~�� � f�_:Y�mh[�f��������������^�����^�����:������¥&�^�T¦ � � y (Cert.6)

Thedoor
{

cannow checkthatthechainof certificatesCert.1,Cert.6,andCert.5
is valid. Sincedoor

{
is thesourceof authorizationandit knowstheclassification

of itself, it can concludethat the the accessmay be grantedprovided that the
clearanceof theuser

¨
dominatestheclassificationof thedoor ¯ . Otherwisethe

accessis denied.

5.6 Design Criter ia

In previoussectionwe describeda centralizedaccesscontrolsystemfrom which
we pointedout severaldrawbacks.We will now describeandstatecriteria for a
bettersolution.

Thenew accesscontrolsystemshouldbebasedon authorization to go through
doors.Physicalkey is theauthorizingtokenwhichhavebeenusedsincethelocks
wereinventedsome4000yearsago[13]. Therehasbeennoconstantidentification
afterthekey hasgiven to aperson.

Accesscontrolsystemshouldbetruly distrib uted withoutaneedfor acentralized
database.Accesscontroldecisionshouldbepossibleto makewithoutany queries
to any databasesor at leastany suchdatabaseshouldbedistributed. Further, the
managementof accesscontrolrightsshouldbedistributed.Variousrecentstudies
have shown [24,46,54] that large distributedsystemshasvariousdemandsfor
securitywhichdiffersin differentpartsof thesystem.

Key-managementof thesystemshouldbe flexible andscalableandyet secure.
By flexible we meana systemwhereold keys, for example, do not comprisea
problemlike thesituation is with physicalkeys if administeredpoorly. It should
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be possible to describewhetherthe key holdermay give or borrow the key to
anotherpersontemporarily.

Unnecessarylog-generationshouldbe avoided. Privacy of the legitimate key
holdersshouldbe respected.Therecannotbe any arguablereasonto monitor
themovementsof legitimateusers.Only thosewho aretrespassingor otherwise
makingan unauthorizedaccessshouldbe tracked anddetected.Working time
calculationis totally anotherproblemandis outof thescopeof thiswork.

Accesscontrol checkingshould be asefficient aspossible.Using new technol-
ogy for accesscontrol should simplify ordinarytasksandenhancethe security.
If openingthe door takes too long time, peopleonly get irritated. An optimal
performancewould be fasterthanonesecondfor door to make the accesscon-
trol decision.Lower thana secondresponseis like a blink of an eye for human
beings[20].



Chapter 6

Implementation

Basedon our conceptualdesignintroducedin the previouschapterwe will now
describeour implementation in moredetail.

6.1 Ar chitectural Elements

6.1.1 UnifiedModeling Language

As thenamesays,UnifiedModelingLanguage(UML) is amodeling tool for soft-
waredevelopmentprocess.TheUML wasstandardizedby ObjectManagement
Group(OMG) andthecurrentversionis 1.3 [81]. UML is a modelinglanguage,
notamethodof design.Usually, methodsconsistbothamodelinglanguageanda
process. Theprocessdescribeswhicharethestepsin thepathfrom thescratchto
a fully functionalprogram.

UML offersmany differentgraphicaltoolsfor designtask.Fowler hasdescribed
themquite thoroughlyin his book UML Distilled [26]. We found usecasedia-
grams,classdiagrams,andinteractiondiagramsmostuseful.

A usecasediagram is a tool for identifying differentactorsof someusecase.
A usecaseis a setof scenarioswhich are tied togetherby somecommonuser
goal[26].

A classdiagram describesdifferenttypesof objectsandthe staticrelationsbe-
tweenthem. It is the most importanttool of the UML becauseof the power of
expression[74].

An interaction diagram is a tool for modeling how objectscollaborateandwork
together[26]. Interactiondiagramsare further divided into two subtypes,i.e.
sequencediagramsandcollaboration diagrams. A sequencediagramshow how
objectssendmessagesto eachothersandhow thingshappenin a sequence.A
collaborationdiagramshow thestaticconnectionsbetweenobjects.

We foundtheusecasediagramsmostusefulin thebeginning of thedevelopment
phaseto distinguishthedifferentpartiesandactorsof theaccesscontrolmanage-
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mentproblem.Theinteractiondiagramswereveryusefulsoonafterthebeginning
whenwe studiedhow thedifferentpiecesof information flows in our system.In
theend,theclassdiagramswerethemaintool to describetheobjectsandclasses
of the accesscontrol managementsystem. An interactiondiagramwasusedto
illustratethestepshow theaccesscontroldecisionis donein practice.

We testedseveraldifferentUML toolsduringthedesignphase.After trying Ar-
goUML1, Dia2, andMagicDraw 4.03 we foundthelatterthemostusefultool.

6.1.2 Java

The Java programminglanguagehasbeendevelopedat SunMicrosystems Inc.
Thegoalsthat thedesignersof Java programminglanguagesetin thebeginning
wereto develop a programminglanguagewhich is simple, object-oriented, dis-
tributed, robust, secure, architecture neutral, portable, interpreted, high perfor-
mance, multithreaded, anddynamic[34].

Java is an interpretedprogramming language.TheJava sourcecodeis compiled
into Javabytecodewhich is executedin aJavaVirtual Machine(JVM). Theprin-
ciple idea is that the Java byte codecompilersand JVMs can be implemented
on differentcomputerarchitecturesandthe actualbytecodeis thusarchitecture
independent.

Securityof Javacodeis basedonchecksdoneby JVM onrun-time.JVM provides
a so calledsand-box[60] which gives certainbasicresourcesfor the byte code
beingexecuted.Thebytecodemayquite freely operateinside thesand-boxbut
it needssomespecialpermissions if it wantsto accessany external resources,
like disksor printers,which areoutsidethe sand-box.This is an effort to try to
minimize thepossibility of pestprogramslike wormsor Trojanhorsesor viruses
to domalicious things.

Thesyntaxof Java resemblescloselyC andC++ which makesJava easyto learn
if eitherof theseprogramminglanguagesis alreadyfamiliar. To avoid potential
sourcesof bugsandprogramming errors,thereareno pointersin Java. Further,
thememorymanagementis automatic,i.e. theprogrammerneednot to take care
of memoryallocationfor objectsbeingcreated.Also objectsneednot to be ex-
plicitly deletedbecauseJVM containsa garbagecollectorwhich cleansmemory
for objectswhichareno longerbeingused.

Thechoiceto take Java asa programming languagefor our prototypewasquite
obvious,sinceall theprogrammingin TeSSA-environmenthasbeendonein Java.

1http://arg ouml.tigris .org/
2http://www .lysator.li u.se/~alla /dia/dia.ht ml
3http://www .magicdraw. com
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6.1.3 Java DatabaseConnectivity

Java DatabaseConnectivity (JDBC) is a Java applicationprogramming interface
(API) to useany kind of tabularor relationaldata[36]. Thefirst versionof JDBC
wasreleasedin summer1996by SunMicrosystemsLtd. JDBCallows program-
mersto accessdatabasesthroughaJavaAPI by usingStructuredQueryLanguage
(SQL). Still today, databasesareoneof the largestapplicationareaof computer
systems. Therefore,theJDBCwasoneof the largestimprovementsfor Java en-
vironmentbecausealsotheJDBCAPI is platformindependentsoanapplication
accessingdatabasewritten in Java canbe executedin any platform runningany
databasesystem[35].

JDBC consistsof two layers[35]. On top of the stackis the JDBC API which
providesclassesandmethodsto execute,queryandupdatedatabaseusingSQL
statements. Secondfrom thetop is theJDBCdriver managerwhich receivesthe
SQL statements andcommunicateswith a databasevendor-specific driver. JDBC
driver managerconnectsto theactualdatabaseandexecutesthequeriesandup-
datesand returnsthe resultsfrom the databaseto the upperlayers. The upper
layersencapsulatethedatawhichis arrangedin tabular form into Javaclassstruc-
tures.

Programmerscanthusimplementapplicationswith Java programminglanguage
and accessdatabasefrom the applicationby using the familiar, standardized
SQL statements.The lower level drivershide all vendorspecificfeaturesof the
databasebeingusedsothattheprogrammercanconcentrateonprogramminguni-
versalapplicationswhichcanbeexecutedindependentlyfrom thehardwareplat-
form. To make this possible,all JDBCdriversmustcomplywith at leastSQL 92
standard[35].

6.1.4 SemanticalOverview

Whenwestartedto outlinethefeaturesof theACMSweadoptedadesignmethod
which studiedthe problemfrom the userpoint of view. We tried to divide the
probleminto smallersubproblemsbasedondifferentkind of usecases.

As a resultof our initial analysis,we identifiedfour differentsubproblemswhich
led us to a structuredepictedin Figure6.1. Accesscontrolmanagementsystem
is dividedinto four differentlower level tasks.ThesetasksareUsermanagement,
Local SecurityPolicy Management, Trust DelegationManagement, andCompli-
anceCheckingDaemon. Wewill describethesetasksin moredetailin thefollow-
ing sections.

6.2 Usermanagement

A moredetailedclassdiagramof Usermanagementpart is depictedasa UML
classdiagramin Figure6.2. The usermanagementpart is responsible for col-
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Figure6.1: Semanticarchitectureoverview of theprototype

lecting the necessaryuserinformation of the workersof an organization. This
information includesnameandaddress,phonenumbersandemail addressand
birth date4. User information is collectedinto a User classwhich containsthe
necessaryutility methodsfor parsingandprocessingdifferentdateandtime rep-
resentationforms, for key and certificategeneration,and for representinguser
publickey in a morereadableBASE64encodedform.

ClearanceDefinitionDialog

PasswordDialog

DBConnection

UserGUI

User

-user clearance
definition

-data
storage

-database
security

-collect
data

Figure6.2: A classmodelof userdatamanagement

The graphicaluser interface(GUI) for the usermanagementis shown in Fig-
ure 6.3. The necessaryinformationlike the clearancefor the currentuseris de-
finedhereamongthe total validity time of thecertificate.Thecertificatefor the
useris generatedhere. After the certificategenerationthe userdatais addedto
the database.The certificateis alsostoredin the databasesinceit containsthe
information of theuseraccessprivileges.

Personaldataof theusersis storedin asecuredatabase.Sinceourimplementation
is doneonaRedHat6.2Linux onaPentiumII 333MHzwechosePostgreSQLas

4We wantto emphasizethatwestoreonly thebirth date, not thesocialsecuritynumber.
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Figure6.3: A screenshotof thegraphicaluserinterfaceof usermanagement

our databasesolution sincePostgreSQLis includedin the RedHatdistribution5.
PostgreSQLdevelopmentteamhasjust receivedthe2000Linux JournalEditor’s
ChoiceAward for BestDatabase6. Thereforewe believe thatPostgreSQLis one
of thebestopensourcedatabasesavailableto choosefrom.

The databaseis protectedwith usernamesandpasswordsto block out unautho-
rized access.When the userdatais updatedto the database,the GUI shows a
password dialog which is implemented in the PasswordDialog class. DB-
Connec tion encapsulatesall thenecessaryinformationandmethodsto access
theunderlyingdatabase.

6.3 Trust Management and Delegation

Trustmanagementanddelegation handlesthedistributionof theAC management
into differentsmallerorganizationalunits aswe describedin Section5.4. Each
organizationalunit is representedasanOrganiz ationUni t whichcancontain
moresubunitswhich in generalform a treestructure.Everyunit hasoneor more
trust managers- more than one is neededsinceit is wise to have a vice trust
managerif theprimarymanageris sick or on a work trip or otherwiseprevented
from doing her duties. However, onetrust manageris responsiblefor only one
unit at a time. Thisensuresthetruedistributionof AC management.

Trust managerdefinesthe local securitypolicy which is encapsulatedin Lo-
calPol icy class.Local securitypolicy andLocal Policy classis described
in Section6.4in moredetail.

5http://www .redhat.com
6For more information on PostgreSQL databases, see the homepage http://

postgres ql.rmplc.c o.uk/ .
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Figure6.4: A classmodelof trustmanagementanddelegationin anorganization

Every trust managerhasa certificatewhich containsa public key. Trust man-
agerissuestheend-usercertificatesfor theuserswith appropriateclassifications.
The classdiagramin Figure6.4 shows the classstructure.In the certificate,we
includedonly theclasseswhich areinterestingfrom our point of view. Also, the
certificatehasacoupleof moresubclasses,for exampleComment. An exhaustive
list of subclassescanbefoundfrom [44,60]. In thecertificate,TrustMana ger
is representedby the issuerwhich essentiallyis a PublicK ey . TheSubject
is thepublic key of theend-user. Tag andValid classesaredescribedin more
detailin Section6.4.

6.4 Local Security Policy Management

Structureof local policy managementis shown in classdiagramin Figure6.5. A
localpolicy whichisdefinedbyalocalsecuritymanagerconsistsasetof usersand
doorgroups.Door groupscontainsoneor moredoors.It is very likely that there
is severalgroupsof doorswith equalclassifications.By groupingthemtogether
asdoorgroupsthemanagementbecomeseasier.

End-usermay have oneor morecertificates. This is necessaryin the situation
which we alreadyoutlinedconceptuallyin Section5.4. Several officesor small
departmentsmaybein onelargebuilding. It is practicalthattheaccesspermission
to the building front doorsis definedin anothercertificatefor several reasons.
First, the personmight work in severalorganizationunit at the sametime. This



6.4. LOCAL SECURITYPOLICY MANAGEMENT 58

Certificate

LocalPolicy

DoorGroup

Door

User

TagValid

1..*

1 1

1

Figure6.5: A classmodelof local securitypolicy management

is possible at leastin a university environment. Theseunitsmight have different
restrictionsfor accessandthereforetheaccessto thebuilding cannotbedefined
onbasedonly oneorganizationunitsneeds.

Doors,however, have only onecertificate,i.e. the one in which the door have
delegatedall the accesscontrol to the ACM - or trust manager- on top of the
organization.

Valid field describesthevalidity periodof thecertificateandthusthevalidity of
theaccesspermission. Validity of anSPKI certificateis definedby two dates̄#L
and ¯�P . Betweenthesedates,i.e. on theclosedinterval °5¯�L f ¯nP�± , thecertificateis
valid.

However, a suchsimplevalidity period is not necessarilyenoughon an access
controlsituation.It might berequiredthat theaccesspermissionis valid only on
workingdays,i.e. startingon Mondayandendingon Friday. Further, it might be
necessaryto statesomedaily time limits also. Accesspermission might bevalid
only onoffice hoursstartingat 8 amandendsat 4 pm.

To allow a morefine-graineddefinitionandrestrictionof accesspermission, we
decidedto includean additionallimit entry in the Tag-field. We extendedthe
basicTag definitionof theSPKI certificateby definingaspecialDoorTa g class
which inherits the basicpropertiesandmethodsof SPKI Tag. A DoorTag is
constructedfrom two differentparts.Dependingontheownerof thecertificatethe
tagcontainseitheraClassi fication or aClearance for Door andUser ,
respectively. Both theClass ification andClear ance arebasicallySe-
curity Label s but we decidedto follow thetraditionalnamingconvention[1]
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Figure6.6: Our extensionsto thetagfield to expressbuilding AC information

whichhasbeenusedfor sometime in theaccesscontrolfield. A Security La-
bel containsa Security Level anda setof Secur ityCatego ry s aswe
describedearlierin Section2.10.2.

Time constraintsof the accesspermissions are representedby a Limit class
which cancontainoneor moreLimitE ntry s. This way we canexpressfine-
grainedtime constraints in averydetailedlevel.

6.5 AccessControl Decision

Whena usercomesto a doorandpresentshercertificate,thedoormustmake an
accesscontroldecisionwhetherto let thetrespasserin or not. Eachdoorrunsand
instanceof anAccessCon trolDeci sionDaemo n whichtakesthecertificate
andevaluatesit. The classstructureis depictedin Figure6.7. The SPKISer-
vices is anexistingutili ty classto searchcertificatechainsandevaluatetags.

When the door receives the certificate,it first checkswhetherthe certificateis
valid. The requiredinformation is easily checked from the certificateValid
object. In a positive case,the door collectsthe necessarycertificatesby apply-
ing the searchFor Chain() methodof SPKIServices . If the chain can
beconstructed,thedoorthenappliesthecheckPe rmission( ) methodof the
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Figure6.7: A classmodelof accesscontroldecisionchecker

SPKIServices with thepreviouschainandtheDoorTag objectfrom theuser
certificateasparametersfor themethod.

SincetheSPKI documentationdoesnot specifyany pre-definedstructurefor the
tag field, the applicationprogrammermustfirst introducethe tag structureand
then implementan applicationspecificevaluator for the tags. We have imple-
mentedaDoorTag Tool whichgeneratesandinterpretsDoorTag objects.Sec-
ondly, sincetaghasnostandardform, theDoorTag objectmustknow andbeable
to tell theobjectwhichknowshow to evaluatethesespecifictags.Wehave imple-
mentedalsoan evaluator for door tags. DoorT agEvaluat or implementsthe
generalPermiss ionEvalua tor interface[60].

DoorTa gTool constructsand interpretsaccesspermissions as follows. Con-
sider an examplefrom a university environment. The door gives the first cer-
tificate to the ACM as describedin Figure 5.4 in Section5.4. The tag in this
certificateincludesthepermission ’hut’. Let ussaythattherootACM thenissues
a certificatefor the ACM responsiblefor the Departmentof Computerscience
andtheComputerSciencebuilding. The tag in this secondcertificateincludesa
permission ’hut.cs-dept’. ThelatterACM furtherdelegatestheauthorityto con-
trol TML laboratory’s accesscontrol to the laboratoryengineer. The certificate
which thelaboratoryengineerreceiveshasthepermission ’hut.cs-dept.tml-lab’.
Finally, the end-userreceivesa certificatewith a tag, say, ’hut.cs-dept.tml-lab
:(restricted,{computer-support,admin}):0800-2000’. This tag gives the user
permission to accessdoorsbelonging to doorgroup2 in TML laboratorybetween
8 amand8 pm. In general,theend-usertagis constructedof threeparts.First is
thedefinitionof thebuilding or otherorganizationunit whichdependsheavily on
theorganization structure.In thesecondis theclassificationof theuser. Third and
final partis thetime limitationof theaccesspermissionin theunit level.
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Constructedthisway, thefirst partsof thetagfieldsarealsopartiallyordered[27]
if wedefinethepartialorderingrelationsuchthatgiventags’a’, ’a.b’, ’a.b.c’, and
’a.d’ therelationis definedasfollows. Let the ’ lessor equal’ relation ² besuch
that tag

q R�³ is lessthantag
q
, i.e.

q R¤³´² q
. Now we have

q R�³�R b ² q R¤³µ² q
butq R�³·¶² q R e . Similarly, a tagwith a time limit is ’ lesser’thana tagwithoutany time

limitation.Now tag’hut’ gives largeraccessprivilegesthantag’hut.cs-dept’, but
tags’hut.cs-dept’ and’hut.as-dept’ areincomparable.

6.6 An Example of an AccessControl Decision

Consideranexamplewheretheusercomesto thedoorandpresentsthecertificate
chain shehas. The messagepassingbetweenthe objectsis presentedin Fig-
ure 6.8. First the userpresentsher certificatechain to the door which asksthe
AccessControlDecisionDaemon to checkwhetherthis certificatechainprovides
accessor not. The daemoninstantiatesan SPKIServicesobject with check-
Permis sion() method(message3 in theFigure). This methodcall takesfor
arguments7 the Tag of the usercertificatethat the userpresented,andan array
of SPKICert ificate objects,i.e. thechain,whichshouldform thecertificate
chaindescribedearlyonFigures4.2and5.3.

AccessControlDecisionDaemon

DoorTagEvaluator

SPKIServices

DoorUser

isAuthorized 2:

return  8:

{isValid = true,
 chainFound = true}

implies( tag1,  tag2) 6:

checkPermission() 3:

isValid 4:

return  7:

searchForChain 5:

Provide
Certificate

 1:

grantAccess 9:
Door Opens 10:

Figure6.8: Accesscontroldecisionmakingwhenanauthorizedusercomesto the
door

7We decidedto omit the argumentsfrom the figure in order to make the general situation
clearer.
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First, the SPKIServices checkswhetherthe usercertificateis valid. If it is,
the next thing to checkis whetherthe chainis complete.If it is, the final thing
is to checkwhethertheuserhasenoughhigh clearance.Permissi onEvalu-
ator interfacespecifiesabooleanmethodimplies (tag1,tag 2) whichtest
whetherpermissionspecifiedin the first tag implies the permissions of the sec-
ond. In our case,thefirst tag is the tag in theuser’s certificateandthesecondis
thetagin thecertificateof thedoor. If thefirst tagimpliesor morelikedominates
thesecondtag, theaccessis granted.In this scenario,implies () returnstrue
whichflows in steps7–9(Figure6.8)to thedoorwhichgrantsaccessandopens.



Chapter 7

Evaluation and Conclusions

7.1 TeSSA Ar chitecture

Theoriginsof TeSSAlay in Nikander’s vision abouthow to delegateaccessper-
missionsandhow to modeltrustin adistributedsystem[54]. Traditional, physical
accesscontrolmanagementsystemsarebasedonmoreor lesscentralizedadmin-
istration. An exampleof sucha solution is the physical accesscontrol system
currentlybeingusedin our university. We have a centralFacility Management
andSecurity(FMS) which ultimatelyadministersthekey distribution andpolicy
definition. Rumorstell that sometimestherehave beenargumentsbetweenthe
university researchersandthe FMS concerningthe accessto the university. Re-
searcherswantedto have anunlimited24-hour7-dayaccessandFMS wantedto
restricttheaccessto officehoursonly, i.e. startingat 8 amandendingat 4 pm.

This is aconcreteexampleof how theend-users’or departmentsneeds,compared
to the needsand policies of the centraladministrations,may sometimes differ
drasticallyfrom eachother. By applyingTeSSAarchitecturewe believe that the
aforementionedproblemcouldbesolved.However, technologyitself cannotsolve
all problems.A meaningfulandrealisticsecuritypolicy is alsoneeded.Whenwe
acquiredboth our physical and magnetickeys to the university, the laboratory
engineerwondered- quitephilosophically whatdoestheprofessorsdo with 24-
hour7-daysmagnetickeys. They mostusuallyhave familiesto spendtime with
in the evenings. It is the studentswho work daysandnightswho arethe actual
usersof the24-hour7-dayaweekaccesspermission.

Definingthelocal securitypolicy whichwouldsatisfyboththeneedsof theusers
and the restrictionswhich comefrom the generalorganization-wide policy is a
difficult job. Our solutioncannotsolve thatproblembecauseit is not only tech-
nical in nature. Yet our solution is a stepforward from a centralizedsolution
becauseit distributesalsothepolicy definitionandmanagementasmuchasit is
technicallypossible to do.

63
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7.2 Java and DesignTools

Thedesigngoalsof Java programminglanguagehadbeensetquiteambitiously.
Thesupportfor securityfeatures,networking, multi-threading,variousextension
APIs,andgraphicaluserinterfacewidgetshavemadeit anaturalchoicefor apro-
gramminglanguagenot just for us but almostanybody. Platform-independence
hasworked out quite well. The mostobvious problemwith differentplatforms
in Java hasbeenthe file access.Java hasnot succeededin hiding the different
waysto addressfile namesandpaths.The structureof file systemsin Windows
environmentandvariousUNIXs is sodifferentfrom eachotherthatthedifficulty
of hiding thedifferencesis nearlyimpossible. Thereforetheplatformdependent
featuresin Javafile handlingis ratherwell understandable.

Finding a goodUML designtool wasalsoquite problematic. We have already
listed ArgoUML, Dia, and MagicDraw as the different tools which we tested.
Theprincipal factoron which we basedon our evaluation wasthecompleteness
of the supportfor the variousUML diagrams.We found out that the suppport
wasquite incomplete in varioustools. The secondfactorwasthe requirements
for the hardwarewhich the applicationstated.ArgoUML andMagicDraw have
beenimplementedin JavawhichplacedquitehighrequirementsonboththeRAM
andprocessor. We abandonedArgoUML just becauseof thesluggishnessof the
implementation.Dia wasquitegoodwhenit comesto thespeedof theimplemen-
tation.This is understandablesinceDia wasimplementedin C or C++. However,
the classdiagramslooked extremelyroughandcoarse.Combinedwith the to-
tal lack of codegenerationpossibility from theclassdiagramwe abandonedDia
aswell.Theonly alternative left wasMagicDraw which wasgoodenoughfor us.
Although it wasquiteslow to start,it wasratherquickto useafterthestartup.The
qualityof UML diagramsandnumberof featuresit offeredfor thedesignermade
it fairly goodtool in general.

TheGUIs weredesignedandimplementedwith a VisaJ1. VisaJis a rapidappli-
cationdevelopment tool which is alsoimplementedin Java. It hada full support
of JavaFoundationClassesandJava 2 platformwhichmadeit aninterestingtool
to take a closerlook at. Although it wasnearlyimpossible to learnto usewith-
out taking a tutorial lessonwith the manual,it turnedout to be a goodtool for
GUI design.Thecodeit generatedcouldbefurthermodifiedandat thesametime
the GUI could be modifiedalso. It detectedthe sectionswe hadmodifiedand
regeneratedthe GUI partscorrectlywithout destroying our modificationsto the
code.

7.3 Reaching the DesignGoals

Sinceoursolution is basedonusingthepublickeysasthepieceof recognizingin-
formationof theuser, nonameor otheridentifying informationof theuseris ever

1http://www .ist.co.uk/
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revealed.Further, sincewe do not log authorizedaccessdecisions,tracesor log
filesof comingsandgoingsof theusersareleft nowhere.Usuallythereis nojusti-
fiedreasonto log authorizedentering.Sincethepublickey is directlyboundto the
authorityin theSPKI certificate,we do meettherequirementof authorizationof
actionswithout any identification. Also theprivacy of theuseris preservedsince
no logsaregenerated.TheFinnishlaw concerningpersonalinformationregisters
requiresthat only legitimatedpersonnelcanaccessthe personaldata[43]. The
organization-wide securitypolicy shouldcomply with the law andthereforeall
information which boundsthepublic key andthecertificateto theperson’s name
shouldbekeptin safehandsandnotvisible to unauthorizedpersons.

Sincethe local securitypolicy definition is distributed to the lowestlevel of the
organizationstructure,thereis no centralauthoritywho hasto dictatethewhole
securitypolicy. Further, in oursolution, theuserhasthecompletechainof certifi-
cateswhichshecanpresentto thedoor. Thereforethedoordoesnotneedto start
collecting the certificatesfrom any databasewhile the accessdecisionis under
way. Thuswemeettherequirementof distribution.

Thelocalsecuritypolicy managerdefinesthevalidity periodof theusercertificate.
Therefore,the certificatebecomesinvalid sometime in the future andcannotbe
usedafter the validity is exceeded.Thus,the problemof non-returnedphysical
keysdoesnotexist. Ourprototypedoesnotspecifythemediumin which theuser
certificatesarestored.If it wasacellularphone,wecouldnot forbid theuserfrom
borrowing thephoneto somebodyelse.However, sincethereis therisk that the
borrower wouldmake expensive callswith our phone,it is quiteunlikely thatthe
phonewouldbeborrowedin thefirst place.Thereis no absolutelysecureway to
preventthekey borrowing - unlessthekey is stronglyboundto uslikesomething
embodied,aswe discussedearlier.

Sinceour implementationis still incomplete,we cannotmake any measurements
yet. Theefficiency of our prototype cannotbemeasuredyet. However, we tried
to make somedecisionson thedesignphaseto meettheefficiency requirements
as well as possible. The decisionfor betterefficiency was to require that the
usercarriesthewholecertificatechainwith her. If thedoorhadto searchfor the
certificatesfrom DNS[31], it wouldbequitecertainthatthesub-secondresponse
timewouldbeoverrun.

7.4 General Considerations

Mostof thecompaniestodayareheadingfor electroniccommercein theInternet.
Themajorityof recentcommercialsolutionsfor doingsocalled’secureelectronic
commerce’arebasedonidentifyingtheparties.TheX.509hasbecomeade-facto
standardof securityin commercialsolutions. Somemanufacturerssell theirprod-
uctsby stating that“Electronictransactionsandcommercewill notwork without
secureidentification” [21]. However, thereis no proof that the person’s name
wouldbetheinescapablepropertyto ensuresecurity.



7.5. FURTHER WORK 66

Wehavestudiedandshowedthatphysical accesscontrolcanbedesignedandim-
plementedby usingTeSSAarchitecturewithout usingnamesor similar identities
at all. Althoughthe implementationis still incomplete,theformal descriptionof
certificatechainsin Chapter5.5 andsecuritylabelsin Chapter2, Section2.10
alreadyprovesthattheconceptis applicable.

Themostimportantcontributionsof thiswork arethedistributionof themanage-
menttaskandthedetachmentof identificationandauthorizationfrom eachother
asdistinct andseparateproblems. The distributedmanagementprovidesbetter
toolsfor administering thephysicalaccesscontrol.Theplain identityrevealsvery
littl e if nothing eitherof thegeneralpermissions or the trustworthinessof a per-
son. Therefore,the identity cannotbe the relevant propertywhenauthorization
decisionsarein question.

However, theremightbesomeenvironmentsor tasksrequiringsoextremelyhigh
securityprecautionsthattheidentificationis alsonecessaryaspartof thephysical
accesscontrol.Somemilitaryapplicationsareanexample.

Anotheraspectis that in our currentsolution thereis no way to revoke the cer-
tificate during its validity time after it is issuedto the user. Using our general
solution, it is possiblebut the functionality is not implementedin theprototype.
Thereare two differentoptions. First, the certificatecould be issuedfor only a
shortperiod,like a monthat a time. Whenthe time is runningup, the end-user
device could automatically fetch a new certificate. If thereis a reasonto not let
thecertificatebeupdated,thentheautomaticupgradewouldnotwork. Thiscould
bea situation if theuserwasgiven a notice. Thesecondalternative is to addan
online testin additionto the validity information. In every leaf-level unit, there
could be an additionalonline server which to askwhetherthe certificatestill is
valid in additionto the plain time constraint. Suchan additional securitymea-
surementcouldbeusefulin anenvironmentwherethereis high requirementsfor
physical securityanaccesscontrol.

7.5 Furt her Work

SinceJavabytecodeis interpretedat run-time,it is clearthata nativebinarycode
implementationwould be muchfasterin a real situation. A native codeimple-
mentationis neededfor testingthefinal efficiency andresponsetimeof thedoors
whenthey aredoing the AC decision. It is highly probablethat end-userswill
neveracceptasolutionin which it takessecondsfor doorsto open.

Anotheraspectis theusability of themanagementGUIs. OurGUIsweredesigned
for a prototypeusageonly without any usertestsandfurther evaluations. More
researchis neededin the usability area. The visualizationof securitylabelsis
anotherdifficult task.It needsmorestudying.

A prototypeof somecommercialapplicationbasedonTeSSAarchitecturewould
alsoprove that thereis no actualneedfor identitiesin electroniccommerce.The
storekeeper’sprincipalinterestis to have thepaymentfor thegoods,not theiden-
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tity of thecustomer. Nobodyasksfor our identity todaywhenwe buy our daily
groceries.Why shouldanybodyaskit on theInterneteither?
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